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Abstract

Despite advances in security screening technology and the deployment of
significant human and financial resources over the years, the civil aviation sector
still remains vulnerable to terrorist attacks. This thesis examines the impact (if any)
the international legal and regulatory framework has had on aviation terrorism. It
also assesses its historical effectiveness in preventing or thwarting terrorist attacks
against civil aviation.

In order to assess the impact that changes to the legal and regulatory
framework have had on the ability of terrorists to plan and carry out attacks against
civil aviation, the overall concepts of terrorism and aviation terrorism, as a
particular tactic of terrorism, are explored. The thesis subsequently examines the
evolution of the terrorist threat to civil aviation through an analysis of the author’s
exclusive database in order to fully understand its scope. Aviation terrorism
statistics are then correlated to all ICAO security-related legal instruments, i.e.
Conventions, Protocols, Resolutions, Standards and Recommended Practices
(SARPs), which form the international legal and regulatory framework.

The analysis demonstrates that changes are made to the international civil
aviation legal and regulatory framework in reaction to certain catalytic attacks in
order to obtain a global civil aviation security network commensurate with new
and evolving threats. But the analysis shows such measures are arbitrary for
terrorists because they see no boundaries, only opportunities. For them, new legal
and regulatory measures are a mere roadblock. This analysis demonstrates that, by
exercising patience and creativity, terrorists have been able to surmount security
roadblocks time and time again. This is specifically evident when examining
catalytic terrorist attacks against civil aviation and the transitions from one
successful Modus Operandi to the next.

This thesis demonstrates that changes to the international legal and regulatory
framework have had an impact on preventing or deterring terrorist attacks against
civil aviation. Statistics collected for this research show a steep decline in the
number of occurrences since 2003. However, credit for this decline cannot be
attributed to a single Convention or Protocol, but to an array of actions taken by the
international community and the International Civil Aviation Organization over the
last fifty years. Altogether, they appear to have made civil aviation increasingly
secure.



Résumé

Le secteur de ’aviation civile reste vulnérable aux attaques terroristes malgré le
fait que, depuis plusieurs années, des avancées technologiques ont été réalisées en
sécurité aérienne et d’importantes ressources humaines et financiéres ont été
déployées. L’objectif central de cette thése consiste & examiner les parameétres
juridiques et réglementaires internationaux a cet égard et a en évaluer 1’efficacité
historique en vue de prévenir et de contrecarrer les attaques de terrorisme aérien.

Afin de déterminer les répercussions que les changements au cadre juridique
et réglementaire de I’aviation civile ont pu avoir sur les capacités des terroristes a
planifier et a exécuter leurs attaques, cette these analyse les grands concepts du
terrorisme et du terrorisme aérien, sous 1’angle particulier des tactiques privilégiées
pour causer la terreur. En outre, cette theése s’intéresse a 1’évolution de la menace
terroriste en matiére d’aviation civile en effectuant une analyse selon une base
exclusive de données préparée par l'auteur et qui permettra d’en mesurer
I’ampleur. Dans cette foulée, les statistiques obtenues sur le terrorisme aérien font
I’objet d’une comparaison avec les instruments juridiques et réglementaires de
I’Organisation de 1’aviation civile internationale (OACI) reliés a la sureté du
transport aérien (conventions, protocoles, normes et pratiques recommandées
(SARP), résolutions) qui forment le cadre juridique et réglementaire international.

L’analyse démontre que les changements au cadre juridique et réglementaire
international sont apportés en réaction a certaines attaques catalytiques dans le but
d’établir un réseau sécuritaire a la hauteur des menaces nouvelles et changeantes
contre I’aviation civile. Or, les analyses laissent voir que les terroristes considérent
ces mesures arbitraires puisque leur désir d’attaquer 1’aviation civile ne connait ni
frontiéres, seulement des occasions. A leurs yeux, ces mesures ne représentent que
de simples obstacles. L’analyse fait également la démonstration que les terroristes,
en misant sur la patience et 1’ingéniosité, ont su surmonter ces obstacles de sécurité
plus d’une fois. Cela devient d’une évidence claire lorsqu’on examine les attaques
terroristes catalytiques contre 1’aviation civile et les transitions que les terroristes
réussissent a faire d’une méthode d’attaque a une autre.

Cette these illustre que les changements effectués au cadre juridique et
reglementaire international ont eu des impacts sur la prévention et la dissuasion
d’attaques terroristes contre 1’aviation civile. Les statistiques recueillies lors de
cette recherche révélent d’ailleurs une baisse marquée du nombre d’attentats
survenus depuis 2003. Toutefois, cette avancée ne résulte pas des effets d’une seule
convention ou mesure, mais plutdt d’une série d’actions prises par la communauté
internationale et I’OACI qui, depuis plus de 50 ans, ont fagonné ensemble un
environnement sans cesse plus sécuritaire pour le monde de I’aviation civile.

Vi
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List of Abbreviations

9/11
17N
AA
ACI
AGLG
ALN
AMAL
ANO
ANYO
AQ
AQAP
ASALA
ASD
ASM
ASN
ATSD
AVSEC
BLA
BOAC
BSO
CATC
CBRN
CGSB
CliM
CITEJA
CMPL
CORU
CSA
CTC
Dev Sol
DHS
DRC
ECAC
EGP
ELF
ELN
ERP
ETA
EU
FAA
FALN

Terrorist attacks on the US on September 11, 2001.
Revolutionary Organization 17 November (Greece)
American Airlines

Airports Council International

Armed Group for the Liberation of Guadeloupe

Acéo Libertadora Nacional (Brazil)

Lebanese political party associated with the Shia community
Abu Nidal Organization

Arab National Youth Organization

Al-Qaeda

Al-Qaeda in the Arabian Peninsula

Armenian Secret Army for the Liberation of Armenia
Avihai Skyjack Database

Aviation Security Manual (ICAQ)

Aviation Safety Network

Aviation Terrorism Sub-Database (author’s own)

Aviation Security

Black Liberation Army (US)

British Overseas Airways Corporation

Black September Organization

Consolidated Aviation Terrorism Characteristics (author’s own)
Chemical, Biological, Radiological, Nuclear

Simon Bolivar Guerrilla Coordination Board (Colombia)
Canary Islands Independance Movement

Comité international technique d’experts juridiques aériens
Chinchoneros-Movimiento Popular de Liberacién (Honduras)
Coordination of United Revolutionary Organization (anti-Castro)
Ceskoslovenske Aerolinie

Counter-Terrorism Committee (UNSC)

Revolutionary People’s Liberation Party Front (Turkey)
US Department of Homeland Security

Democratic Republic of Congo

European Civil Aviation Conference

Ejército Guerrillero de los Pobres (Guatemala and US)
Eritrean Liberation Front

Ejército de Liberacion Nacional—same as EPL (Colombia)
Ejército Revolucionario del Pueblo (Argentina)

Euskadi ta Askatasuna (Spain)

European Union

US Federal Aviation Administration

Fuerzas Armadas de Liberacion Nacional (Puerto Rico)
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FARC
FBI
FedEx
FLNC
FMLN
FPRLZ
FROLINAT
FSLN
GACID
GAM
GAO
GDP
GNRU
GTD
HBS
IATA (old)
IATA
ICAN
ICAO
IED
IFALPA
IFM
IFSO
INTERPOL
IRA
ISF

JAT
JDL
JRCL
JTF
JRA
KLM
KSM
LAG
LLA
LRF
LTTE
M-19
Manpads
MEA
MEK
MNLF
MNRM

Fuerzas Armadas Revolucionarias de Colombia

US Federal Bureau of Investigation

Federal Express

Fronte di Liberazione Naziunale Corsu (Corsica)

Farabundo Marti para la Liberacion Nacional (El Salvador)
Fuerzaz Populares Revolucionarias Lorenzo Zelaya (Honduras)
Front de Libération Nationale du Tchad

Frente Sandinista de Liberacion Nacional (Nicaragua)
Global Aviation Criminal Incidents Database (author’s own)
Gerakan Aceh Merdeka (Indonesia)

US Congress General Accounting Office

Gross Domestic Product

Guatemalan National Revolutionary Unity

Global Terrorism Database

Hold Baggage Screening

International Air Traffic Association from 1919 to 1945
International Air Transport Association since 1945
International Commission for Air Navigation

International Civil Aviation Organization

Improvised Explosive Device

International Federation of Airline Pilots’ Associations
Isatabu Freedom Movement (Salomon Island)

In-Flight Security Officers (ICAQ)

International Criminal Police Organization

Irish Republican Army

Islamic Salvation Front

Jugoslovenski AeroTransport (Yougoslavie)

Jewish Defense League

Japan Revolutionary Communist League (Chiikaku-ha)
Jharkland Tribal Forces (India)

Japanese Red Army

Koninklijke Luchtvaart Maatschappij (Royal Dutch Airlines)
Khalid Shaikh Mohammed; AQ mastermind of Aviation Terrorism
Liquids, Aerosols and Gels (ICAQ). Also used as Liquids and Gels
Lesotho Liberation Army

Legal and Regulatory Framework

Liberation Tigers of Tamil Eelam (Sri Lanka)

19th of April Movement (Colombia)

Man-Portable Air-Defense System

Middle East Airlines

Mojahedin-e-Khalg — same as MKO (lran)

Moro National Liberation Front (Philippines)

Mozambique National Resistance Movement (RENAMO)
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MO Modus Operandi or Modi Operandi in its plural form

MRTA Tupac Amaru Revolutionary Movement (Peru)

MS Maria Schiavo’s Chronology of Attacks against Civil Aviation
NDF Nicaragua Democratic Force

NFLC National Front for the Liberation of Cuba

NPA New People’s Army (Philippines)

NPS Non-Passenger Screening

OAS Organisation de I’armée secréte (Algeria)

OAS Organization of American States

OECD Organization for Economic Cooperation and Development
OED Oxford English Dictionary

oIC Organisation of the Islamic Conference

OVPRR Organization of VVolunteers for the Puerto Rican Revolution
Pan Am Pan American Airlines

PBS Pre-Board Screening

PFLP Popular Front for the Liberation of Palestine

PFLP-EO Popular Front for the Liberation of Palestine — External Operations
PFLP-GC Popular Front for the Liberation of Palestine — General Command
PIDS Perimeter Intrusion Detection Systems

PKK Partiya Karkerén Kurdistané (Turkey and lIraq)

PLO Palestine Liberation Organization

PRAR Puerto Rican Armed Resistance

PRC Problem, Response, and Concern Equation (author’s own)
PULO Pattani United Liberation Organization (Thailand)

RAF Red Army Fraction (Germany)

RAIC Restricted Area Identification Card

RNA Republic of New Africa (USA)

RPG Rocket Propelled Grenade

SAFTI Secure and Facilitated International Travel Initiative (G8)
SARP Standards and Recommended Practices (ICAQ)

SARPS Standards and Recommended Practices on Security (ICAQ)
SAF Singapore Armed Forces Commando Formation (SAF CDO FN)
SAM Sociedad Aerondautica de Medellin (Colombia)

SAS Scandinavian Airline System

SCP Situational Crime Prevention

SeMS Security Management System (ICAQ)

SNM Somali National Movement

SPLA Sudan People's Liberation Army/Movement

STA Société de Transports Aériens

TPLF Tigrayan People’s Liberation Front (Ethiopia)

TSA US Transportation Security Administration

TWA Trans World Airlines

UK United Kingdom
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UN
UNGA
UNITA
UNSC
UNSG
UPS
us
USAP
UTA
VAR-Palmares
VASP
VBIED
VPR
WMD
WTC
WTMD
ZIPRA

United Nations

United Nations General Assembly

Unido Nacional para a Independéncia Total de Angola
United Nations Security Council

United Nations Secretary General

United Parcel Service

United States of America

Universal Security Audit Programme (ICAQ)

Union des transports aériens

Vanguarda Armada Revolucionaria Palmares (Brazil)
Viacao Aérea Sdo Paulo (Brazil)

Vehicle-Borne Improvised Explosive Device
Vanguarda Popular Revolucionaria (Brazil)

Weapon of Mass Destruction

World Trade Center, New York

Walk-Through Metal Detector

Zimbabwe Peoples Revolution Army
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Glossary

This glossary focuses on specialized terms and unusual expressions used in this
study. Most of them were taken from the following five sources: UN, ICAO,
Transport Canada’ Glossary, Canadian Criminal Code, and authoritative experts in
the field of civil aviation, international law, and aviation terrorism. Finally, to
respond to specific needs, the author created a limited number of terms related to
aviation terrorism as discussed in this thesis.

acts of unlawful interference. Acts or attempted acts such that jeopardize the safety
of civil aviation (unlawful seizure of aircraft-in-flight or in-service; destruction
of an aircraft-in-flight or in-service; forcible intrusion on board an aircraft, at
an airport or on the premises of an aeronautical facility; introduction on board
an aircraft or at an airport of a weapon or hazardous device for criminal
purposes; communication of false information jeopardizing the safety of an
aircraft-in-flight or in-service, of passengers, crew, ground personnel or the
general public, at an airport or on the premises of a civil aviation facility).

aerodrome. Any area of land, water or other surface used, designed, prepared,
equipped or set apart for use, either in whole or in part, for the arrival,
departure, movement or servicing an aircraft.

airborne sabotage. An act of sabotage committed with an explosive device
triggered from within an aircraft while it is airborne. (See sabotage).

air carrier. Any person who operates a commercial air service.

aircraft. Any machine that can derive support in the atmosphere from the reactions
of the air other than the reactions of the air against the earth’s surface.

aircraft attack. A ground-to-ground or ground-to-air attack targeting an aircraft,
whether it is gated, taxiing, taking off, landing, or flying at any altitude.

aircraft-in-flight. Aircraft is considered to be in flight at any time from the moment
when all its external doors are closed following embarkation until the moment
when such doors are opened for disembarkation; in the case of a forced
landing, the flight shall be deemed to continue until the competent authorities
take over the responsibility for the aircraft and for persons and property on
board.

aircraft-in-service. Aircraft is considered to be in service from the beginning of the
pre-flight preparation of the aircraft by ground personnel or by the crew for a
specific flight until twenty-four hours after any landing, and which is under
surveillance sufficient to detect unauthorized access.

aircraft security search. A thorough inspection of the interior and exterior of the
aircraft for the purposes of discovering suspicious objects, weapons,
explosives, or other dangerous devices, articles, and substances.

airline. Any air transport enterprise offering or operating an international air
service.

airport. Airfield or marine base designated and used for public air service.
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airport attack. An attack targeting airport or terminal installations, gates, waiting
areas, parking lots, civil air navigation systems, air communication facilities,
etc.

air service. Any scheduled air service performed by aircraft for the public transport
of passengers, mail, or cargo.

airside. The movement area of an airport, adjacent buildings or portions thereof,
access to which is controlled.

al Fatah. Exile Palestinian group that was founded in 1957 by Yasser Arafat. Al
Fatah was committed to retaining full independence for Palestinians. Their aim
was direct military confrontation with Israel, in order to win back lost land
from the Israelis. Al Fatah became increasingly important in the 1960s, and
gained full control over the PLO in 1969, which it had joined in 1967. At this
time, the PLO began to carry out guerrilla actions inside Israel.

al-Qaeda. Terrorist organization set up by Osama bin Laden in 1989 in Peshawar,
Pakistan. After the Soviets left Afghanistan, bin Laden moved away from anti-
aircraft and anti-tank attacks, to guerrilla warfare and terrorism aimed at
destabilizing the societies and governments that were to become his targets.

annex 17 (to the Chicago Convention 1944). Security Manual providing detailed
procedures and guidance on aspects of aviation security; it is intended to assist
states in the implementation of their respective national civil aviation security
programmes required by the specifications in the Annexes to the Convention
on International Civil Aviation.

antiterrorism. Passive measures seeking to discourage terrorist cells or
organizations from attacking a target by decreasing their chances of success.
Where counterterrorism is the sword, antiterrorism is the shield. Both elements
work together to protect society.

apron. A defined area, on a land aerodrome, intended to accommodate aircraft for
the purposes of loading or unloading passengers, mail or cargo, fuelling,
parking, or maintenance. (See also ramp and tarmac)

attacks (failed). An attack fails when a terrorist is able to enter any security system
undetected, but is unable to fulfill the ultimate goal of the operation because an
alarm is activated, a weapon malfunctions, or the terrorist changes his/her mind
or is overpowered by citizens, passengers, or security intervention.

attacks (foiled). An attack is foiled when one or more terrorists have initiated
actions towards the end goal of the operation—such as target surveillance,
acquisition of weapons or equipment, dry run testing, or groundwork around
the target—but are stopped by law enforcement authorities.

attacks (plotted). A plot becomes a crime when two or more terrorists have gone
beyond mere discussions and started tactical or operational phases such as
recruitment, planning, target selection, reconnaissance, etc.

attacks (successful). An attack is successful when a terrorist is able to go through
airport security undetected while carrying a concealed weapon/threat object.
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attacks (thwarted). An attack is thwarted when attackers have reached the target
location, henceforth representing an immediate threat to civil aviation, but are
deterred, detected, or stopped by security systems or law enforcement.

aut dedere, aut judicare. The extradite or prosecute legal doctrine.

axiom. An empirical law, a generalization from experience; a proposition that
commends itself to general acceptance; a well-established or universally
conceded principle.

background check. A check of a person’s identity and previous experience,
including, whenever legally permissible, any criminal history, as part of the
assessment of an individual’s suitability to implement a security control and for
unescorted access to a security restricted area.

baggage. Personal property of passengers or crew carried in the cabin or in the hold
of an aircraft by agreement with the operator.

baggage reconciliation. See passenger bag matching.

bilateral regulation. Regulation undertaken jointly by two parties, most typically by
two states, although one or both parties might also be a group of states, a supra-
state (i.e., a community or other union of states as a single body), a regional
government body, or even two airlines.

black swan. An event with the following three attributes: (1) rarity, (2) extreme
impact, and (3) retrospective predictability. The highly expected not happening
is also a Black Swan.

black widow. Term Russians use for female suicide bombers seeking to avenge their
husbands’ deaths at the hands of the security services.

cargo. Any property carried on an aircraft other than mail, stores, and accompanied
or mishandled baggage.

cargo screening. Physical examination or nonintrusive methods of assessing
whether cargo poses a threat to transportation security.

carry-on baggage. Any baggage and personal belongings to which a person has or
will have access on board an aircraft.

catalytic attack. A sudden, rare, and harmful attack generating policy changes in
civil aviation.

center of gravity. In Clausewitzian terms, it is the point where a mass is
concentrated most densely. It is also the most effective target for an attack.
E.g., for civil aviation it could be airports, aircraft, passenger lounges, etc.

checked baggage. Any baggage and personal belongings for which a baggage tag is
issued after the baggage and personal belongings are accepted for
transportation.

civil aviation. Comprises two main aviation activities: commercial operations and
private operations. The latter can also be further subdivided into business
operations and personal operations.

commandeering. A type of hijacking that occurs when an aircraft is attacked on the
ground while its doors are still open.
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commercial air service. Any use of aircraft for hire or reward, which means any
payment, consideration, gratuity or benefit, directly or indirectly charged,
demanded, received, or collected by any person for the use of an aircraft.

commercial aviation. Any aircraft operation involving the transport of passengers,
cargo, or mail for remuneration or hire.

conspiracy. An unlawful act that goes beyond mere words and involves four phases:
(1) recruitment of co-conspirators, (2) planning, (3) target selection, and (4)
reconnaissance of targets.

contracting state. When a state ratifies the Chicago Convention 1944, it becomes a
“Contracting State” to the convention. The act of ratification entitles the State
to becoming a “Member State” of ICAO.

convention. A multilateral treaty with a large number of parties; it is normally open
to the participation of the international community as a whole, or of a large
number of states. Usually the instruments negotiated under the auspices of an
international organization are entitled conventions.

counterterrorism. Active measures used to find and dismantle terrorist
organizations or cells. They are offensive in nature, and the almost exclusive
domain of governments acting through their militaries, intelligence agencies,
and the law enforcement authorities.

crew member. A person assigned by an operator to duty on an aircraft during a
flight duty period.

decisive attack. The last fraction of a suicide mission during which attackers
intentionally and successfully get around airport security with concealed
weapons or threat objects without being detected. At this stage, the intent and
determination of the attackers place them in a position to strike a decisive blow.

declaration. Term used for various international instruments. It can be a treaty in
the proper sense, serve as an informal agreement with respect to a matter of
minor importance, or declare certain aspirations. It is not always legally
binding.

disruptive passengers. Passenger who fails to respect the rules of conduct at an
airport or on board an aircraft or to follow the instructions of the airport staff or
crew members, and who thereby disturbs the good order and discipline at an
airport or on board an aircraft.

distant audience. Any victim affected by the terrorist’s ruthlessness, cruelty,
excessive destructiveness, and surprise during an attack.

distress. Condition of being threatened by serious or imminent danger, and of
requiring immediate assistance. (See MAYDAY).

domestic law. Internal law of a state.

explosive. Explosive products, commonly known as “plastic explosives,” including
explosives in flexible or elastic sheet form, as described in the technical Annex
to the Convention on the Marking of Plastic Explosives for the Purpose of
Detection (Montréal, 1991),
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explosive detection system. Technology system or combination of different
technologies that has the ability to detect, and so to indicate by means of an
alarm, explosive material contained in baggage or other articles, irrespective of
the material from which the bag is made.

explosive substance. Solid or liquid substance or mixture of substances which is in
itself capable by chemical reaction of emitting gases at such a temperature,
pressure, and speed as to cause damage in the surrounding area.

general aviation. All civil operations other than scheduled air services and non-
scheduled air transport operations for remuneration or hire.

ground attack. MO that combines aircraft and airport attacks.

ground sabotage. An act of sabotage committed with an explosive device triggered
from within an aircraft while it is still on the ground. (See sabotage).

hijacking. Unlawful act of seizure or the wrongful exercise of control, by force or
violence or threat of force or violence, or by any other form of intimidation,
and with wrongful intent, of any aircraft. The aircraft must be in an in-flight
status, which begins when the doors to the aircraft are closed; thus, a hijacking
can occur on the ground.

improvised explosive device. A bomb that is manufactured from commercial,
military or homemade explosives.

in-flight security officer. Person who is authorized by the government of the State
of the Operator and the government of the State of Registration to be deployed
on an aircraft with the purpose of protecting that aircraft and its occupants
against acts of unlawful interference.

international airport. Any airport designated by the state in whose territory it is
situated as an airport of entry and departure for international air traffic, where
the formalities incident to customs, immigration, public health, animal and
plant quarantine and similar procedures are carried out.

international air service. An air service which passes through the air space over the
territory of more than one State.

international law. Body of rules legally binding on states and other subjects of
international law in their relations with each other.

jurisdiction. In international law, the right of a state to exercise authority over its
nationals and persons and things in its territory, and sometimes abroad
(extraterritorial jurisdiction).

landside. Area of an airport and buildings to which both traveling passengers and
the non-traveling public have unrestricted access. Also known as the Non-
restricted area.

legal and regulatory framework: For the purpose of this study, a framework
governing the development and improvement of civil aviation security

MAYDAY. International call for urgent assistance, from French “m’aidez”.
Preferably spoken three times. It indicates imminent or grave danger and
means, “I am in distress.”
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member state. Country that is a member of an organization such as UN, ICAO, and
others. This thesis has adopted the UN spelling, which uses initial capitals for
both words without a hyphen. (See also Contracting State).

movement area. Part of an aerodrome that is intended to be used for the surface
movement of aircraft and that includes the manoeuvring area and aprons.

multinational regulation. Regulation undertaken jointly by three or more States,
within the framework of an international organization or a multilateral treaty or
agreement, or as a separate specific activity, and may be broadly construed to
include relevant regulatory processes and structures, outcomes or outputs
written as treaties or other agreements, resolutions, decisions, directives or
regulations, as well as the observations, conclusions, guidance ad discussions
of multilateral bodies, both intergovernmental and non-governmental.

national regulation. Regulation of both national and foreign persons and entities
undertaken by a State within its territory in its exercise of sovereignty over that
territory and the airspace above or within the scope of its international extra-
jurisdiction.

non-passenger screening checkpoint. A restricted area access point or a location
inside a restricted area where persons other than passengers are screened or can
be screened.

non-state actor. For purposes of this research, the term means actors who are
willing and able to use violence to pursue their objectives; are not integrated
into formal state institutions; possess a certain degree of autonomy; and have
an organizational structure.

overgeneralization. Statements that go far beyond what can be justified based on
the data or empirical observations that one has.

passenger bag matching. Procedure to ensure that a passenger who checks a bag
also boards the flight. If the passenger does not board, the bag is removed.

passenger profiling. Method of identifying potentially threatening passengers, who
are then subjected to additional security measures.

pre-board screening. Primary screening is conducted on all airline passengers prior
to entering the sterile area of an airport; it involves passengers walking through
a metal detector and carry-on items being subjected to X-ray screening.

primary security line. The boundary between a restricted area and a non-restricted
area at an aerodrome.

prohibited item. Goods that could pose a threat to aviation security or are identified
by ICAO as items that must never be carried in the cabin of an aircraft or taken
into a restricted area.

protocol. A legal instrument that contains supplementary provisions to a previous
treaty.

ramp. Another expression for apron or tarmac.

ratification. The international act whereby a state indicates its consent to be bound
to a treaty and enact the necessary legislation to give domestic effect to it.
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recommended practice (SARP). An ICAQ practice agreed to be desirable but not
essential.

regulated agent. An agent, freight forwarder or any other entity who conducts
business with an operator and provides security controls that are accepted or
required by an appropriate authority in respect or cargo or mail

regulation. Authoritative direction to bring about and maintain a desired degree of
order. All regulation involves regulatory process, regulatory structure and
regulatory content.

restricted area. Any area of an aerodrome to which access is restricted to authorize
persons.

restricted area identity card. A restricted area pass issued by or under the authority
of the operator of an aerodrome.

risk management. A tool that policy makers can use to help ensure that strategies to
develop protective programmes and allocate resources target the highest
priority security needs. This information helps officials determine which
security programmes are most important to develop and fund, given that it is
not possible to protect civil aviation against all threats because of limited
resources.

runway. Defined rectangular area located on a land aerodrome and prepared for the
landing and takeoff runs of aircraft along its length.

sabotage. Attack occurring when an explosive device is triggered from within an
aircraft, be it on the ground or flying, with the intention of causing malicious or
wanton destruction of property, endangering or resulting in unlawful
interference with civil aviation.

safety. Focusing on accidental acts against a constant threat background in order to
create an absence of danger to human life.

screening. Application of technical or other means that are intended to identify and
detect weapons, explosives, or other dangerous devices, articles, or substances,
which may be used to commit an act of unlawful interference.

security. Safeguarding civil aviation against deliberate terrorist or criminal acts
(unlawful interference) through a combination of measures, as well as human
and material resources.

security audit. In-depth compliance examination of all aspects of the
implementation of a national civil aviation security programme.

security control. Means by which the introduction of weapons, explosives, or
dangerous devices, articles or substances that may be used to commit an act of
unlawful interference can be prevented.

security equipment. Devices of a specialized nature for use, individually or as part
of a system, in the prevention or detection of acts of unlawful interference with
civil aviation.

security management system (SeMS). Standardized approach to implementing the
security processes outlined in IATA’s air carrier security programme. Based on
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ICAO’s Annex 17 and IATA’s operational safety audit security standards
(ICSA).

security measure. Measure made by an authority in relation to a particular matter if
aviation security, the security of any aircraft or aerodrome or other aviation
facility or the safety of the public, passengers or crew members would be
compromised.

security restricted area. Areas of the airside of an airport that are identified as
priority risk areas where, in addition to access control, other security controls
are applied (commercial aviation departure areas between the screening point
and the aircraft, the ramp, etc.). It is also known as the sterile area.

Shia. The branch of Islam comprising sects believing in Ali and the Imams as the
only rightful successors of Muhammad and in the concealment and messianic
return of the last recognized Imam.

skyjacking. A hijacking committed when the aircraft is airborne. (See hijacking).

small arms. General description applied to all hand-held firearms.

sovereignty. Right of a state to act independently of other states, subject only to
such restrictions as international law imposes.

standard (SARP). ICAO specification whose uniform application is recognized as
“necessary for the safety or regularity of international air navigation.”

state. Defined territory with a permanent population and a government.

state-sponsored terrorism. A government’s intentional assistance to a terrorist
group to help it use violence, bolster its political activities, or sustain the
organization.

sterile area. Area between any passenger inspection or screening checkpoint and
aircraft, into which access is strictly controlled. It is also known as the Security
restricted area.

suicide mission. An individual or a group of individuals intentionally committing
suicide to destroy an aircraft or an aviation installation, with the objective of
killing people. When an aircraft is involved, a suicide mission must use another
tactic as a vehicle for the suicide (e.g., hijacking, sabotage).

Sunni. The branch of Islam that adheres to the orthodox tradition and also
acknowledges the first four caliphs as the rightful successors of Muhammad.

tarmac. Another expression for apron or ramp.

taxi. Movement of an aircraft on the surface of an aerodrome under its own power,
excluding takeoff and landing.

terminal. The main building or group of buildings where the processing of
commercial passengers and cargo and the boarding of aircraft occurs.

terrorist activity. As defined in section 83.01 (1) of the Canadian Criminal Code.

treaty. An international agreement concluded between States in written form and
governed by international law, whether embodied in a single instrument or in
two or more related instruments and whatever its particular designation.

unidentified baggage. Baggage at an airport, with or without a baggage tag, which
is not picked up by or identified with a passenger.
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unlawful interference. See Acts of Unlawful Interference.

unruly passengers. Persons who commit, on board a civil aircraft, from the moment
when the aircraft door is closed prior to take off to the moment when it is
reopened after landing, an act of: assault, intimidation, menace, etc., (...) which
endangers good order or the safety of property or persons, (...) crew members,
aircraft in flight (...) and disobedience of lawful commands or instructions for
safe, orderly or efficient operations.

weapon of mass destruction. Term used in US federal law to define an improvised

explosive device.
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Preface

Trying to Understand Violence

I have spent over forty years of my life working to reduce injustice and suffering. |
served first as a police officer and then in the field of aviation security. Being a
police officer puts one in a position to learn quickly about human nature, to face its
malice, evil and ruthlessness. In reality, this profession is about dealing with all
kinds of atrocity on a daily basis. But in all fairness, it also gives one the possibility
to witness the bright side of humanity when people show signs of compassion,
generosity and kindness even in the most challenging and heart-breaking situations.
I also learned a long time ago that the world could crumble in seconds. In a matter
of days, the whole world can unleash violence that can destroy what men took
centuries to build with pride. Throughout the years, | have tried to understand the
riddle of brutality through constant questioning; how can violence unfold so easily?
Today, | still ask myself, what inspires someone to carry out heinous crimes and to
unleash unimaginable horrors on innocent lives. What is their incentive?

In all my years of working in public security, | have always been puzzled by
the specific moment a person decides to Kill another human being. Trying to
understand that was my quest. This questioning led me to research the phenomenon
of aviation terrorism. | have sought to understand how individuals can find
arguments that legitimize their massacres based on political or religious ideas. Of
course, trying to understand this deadly process does not mean forgiving it.
However, | firmly believe that failing to understand is also failing to fulfil a duty.
We all have a moral obligation to the victims to make an effort to explain why such
violence takes place. Deciding not to make such an effort would be like accepting
the terrorists’ will to do harm and kill people, or to accept that the terrorists’ will to
do wrong prevails over our will to find out why such tragedies happen. From an
personal point of view, this is something that | would find totally unconscionable.

Many other studies will have to be undertaken if we ever plan to fully
understand violent human behaviour; however, the exercise is worth the effort. The
present research is only one step in that direction. It is by acquiring more knowledge
of one’s tragedy that we will be in a position to appreciate, slowly but surely, our
own condition. This is the kind of objective that has driven the submission of this
thesis.

To sum up my reasoning on the matter, | would say to those who once asked
the same questions as | did, that we all have an obligation to seek greater wisdom. |
am not responsible for the evil done by members of my community, but I live true
to the Order of Canada’s Latin motto: desiderantes meliorem patriam, and |
sincerely believe that we owe it to the next generation to try to build a better world.
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Introduction

For more than 50 years, the International Civil Aviation Organization (ICAO) has
developed a legal and regulatory framework (LRF) to stop a wave of criminal and
terrorist assaults against aviation. This thesis concentrates its analysis solely on
aviation terrorism. More specifically, this study examines the effectiveness of
ICAO?’s legal instruments for thwarting aviation terrorism. Although terrorism is a
phenomenon deeply rooted in history, aviation terrorism is relatively new as it is
linked with the fast-paced expansion of civil aviation in the second half of the
twentieth century. From the onset of the jet age, terrorists have tried, tested and
improved various methods for attacking civil aviation. They initiated a wave of
aviation terrorism with a series of aircraft hijackings in the 1960s, introduced a
long cycle of airport and ground attacks in the 1970s, instigated a short but deadly
mid-air sabotaging stage in the 1980s, and prompted a phase of suicide missions in
the 1990s, which culminated in the 11 September 2001 (9/11) attacks that killed
thousands of people with hijacked aircraft.! Thereafter, the 9/11 attacks solidified
the will of the United Nations (UN) and ICAO Member States to fight aviation
terrorism and transformed the way aviation security was done. It also forced a re-
evaluation of aviation security systems in countries that had long believed in the
superior security of its commercial aviation sector.? Boaz Ganor posits that the
targets, damage, scope, and sophistication of the 9/11 attacks have all contributed
to turning international terrorism into an immediate, tangible, and existential
danger to the entire world.? The attacks were a rude awakening for ICAO as they
showed the enduring vulnerability of civil aviation. Proceeding from this
background, the thesis’ first chapter establishes the aim of the study, specifies the
problem to be examined, presents the background of the study, offers an overview
of the methodology used, notes its limitations and delimitations, and describes the
significance of the study.

1. Audrey Kurth Cronin, “How al-Qaida Ends: The Decline and Demise of Terrorist
groups,” International Security, 31:1 (Summer 2006): 14-16. The four words in italics of this
sentence are inspired by Cronin’s concept of Cycles, Stages, Waves, and Phases.

2. Thomas A. Birkland, Lessons of Disaster: Policy Change After Catastrophic Events
(Washington, DC: Georgetown University Press 2006), 62.

3. Boaz Ganor, The Counter-Terrorism Puzzle: A Guide for Decision Makers (New
Brunswick, NJ: Transaction Publishers, 2005), xv.
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1.1 Aim of the Study

The aim of the current study is to determine if ICAO’s international legal and
regulatory framework (LRF) had any impact on aviation terrorism. To fulfil this
aim, a two-pronged analytical process was used: (1) the first probed data gathered
in the Aviation Terrorism Sub-Database (ATSD) for the period covering the first
civil aviation terrorist attack on 21 February 1931 until 31 December 2011, and (2)
the second analyzed ICAO legal, operational, and administrative documents
developed to prevent and thwart aviation terrorism. The idea of placing changes to
the LRF in time and looking at their possible statistical effects on aviation
terrorism was highly pertinent. In fact, this data comparison fully encapsulated the
“quantifying exercise” prescribed by the research question.

1.2 The Problem: Question and Hypothesis

To the best of the author’s knowledge, there is currently no empirical research that
measures the effect of the legal and regulatory framework (LRF) on aviation
terrorism. In order to explore this unchartered territory, the research question was
posed as follows: What impact, if any, has the international civil aviation legal and
regulatory framework had on aviation terrorism? The way the question is
formulated addresses both the problem (aviation terrorism) and the response given
by authorities to tackle the problem (the LRF). The concern (ICAO’s allegedly
reactive mode), the third identified factor, is exposed in the hypothesized answer.
Faced with this research question, the initial hypothesis of this dissertation
was that ICAO demonstrated a reactive approach to civil aviation terrorism, both
objectively (that is, it only made changes to the LRF after, and in reaction to,
terrorist attacks) and subjectively (that is, it failed to act proactively and was in this
sense reactive). The initial hypothesis was that aviation terrorists drove the action
and reaction process that forms the evolution of civil aviation terrorism responses.
As will be discussed in much more detail later in this dissertation, after the research
was completed this hypothesis had to be modified. Based on the available
evidence, it appeared that it was not ICAO that was reactive, but rather it was the
Member States, through their failure to implement ICAQO's work, that were
responsible for ceding the initiative to civil aviation terrorists. Returning to the
initial hypothesis, while the author assumed it to be correct, three negative side
effects of the hypothetically reactive mode of ICAO on the LRF were noted. These
were that it: (1) undermines the confidence of the traveling public in the safety of
civil aviation,® (2) encourages terrorists to innovate,” and (3) displaces the

4. ICAO, Convention for the Suppression of Unlawful Seizure of Aircraft (The Hague, 1970),
Preamble; Convention for the Suppression of Unlawful Acts against the Safety of Civil
Aviation (Montréal, 1971), Preamble; Protocol for the Suppression of Unlawful Acts of
Violence at Airports Serving International Civil Aviation (Montréal, 1988), Introduction;
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terrorists” capacity onto other targets.® As will be discussed in more detail later, this
dissertation found the that confidence of the traveling public was not undermined
by terrorist attacks against civil aviation, that terrorists did continuously innovate,
and that terrorists did not displace their capacity for terrorism from aviation onto
other targets (at least, not entirely).

Ronald Clarke and Graeme Newman, two of the most prominent authors on
situational crime prevention (SCP), have studied the last side effect. They assert
that SCP techniques are applicable to terrorism. On the other hand, they contend
that crime displacement is unlikely to occur. They specifically argue that the
techniques used to curb hijackings in the 1970s succeeded and did not generate
displacement.” In a more recent study, Henda Yao Hsu reached the same
conclusions: “situational measures significantly reduced the intended attacks, but
did not result in the immediate and inevitable displacement of terrorism.”® The
SCP and displacement theory in a context of aviation terrorism as exposed by the
hypothesis and its three consequences will be discussed further in chapter 5.

1.3 Background of the Study

It might be useful at this stage to briefly describe the context in which the decision
was made to initiate this research. The study was conducted at a time when: (1) the
public regularly doubted the pertinence of security measures built around civil
aviation,® (2) governments were repeatedly questioned about the high costs of
aviation security,'® (3) an intellectual movement adamantly criticized the “smoke
and mirror” approach to aviation security," and (4) many believed the authorities

Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation
(Beijing, 2010). Preamble.

5. Adam Dolnik, Understanding Terrorist Innovation: Technology, Tactics and Global
Trends (New York: Routledge, 2007), 15, 174.

6. Bruce Schneier, “Airline Security: A Waste of Money and Time,” Schneier on Security
(newsletter), 15 December 2010, http://www.schneier.com. The “displacement theory” was
developed in the 1970s.

7. Ronald V. Clarke and Graeme R. Newman, Outsmarting The Terrorists (Westport, CT:
Praeger, 2006), 41-52.

8. Henda Yao Hsu, “Unstoppable? A Close Look at Terrorism Displacement,” (PhD diss.,
University at Albany, State University of New York, 2011), 96.

9. Eben Kaplan, “Targets for Terrorists: post 9/11 Aviation Security,” Council on Foreign
Relations (7 September 2006), http://www.cfr.org.

10. Dan Milmo, “After 9/11: airports ‘wasting billions’ on needless security checks for
passengers,” Guardian (7 September 2011), http://www.theguardian.com.

11. Here are the most vocal critics of aviation security measures adopted post-9/11: Bruce
Schneier, Beyond Fear: Thinking Sensibly About Security in an Uncertain World (New
York: Copernicus, 2003); Andrew R. Thomas, Aviation Insecurity: The New Challenges of
the Air Travel (Amherst, NY: Prometheus, 2003); Frank P. Harvey, Smoke & Mirrors:
Globalized Terrorism and the Illusion of Multilateral Security (Toronto: University of
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were constantly fighting the last war.* In order to better grasp the environment in
which aviation terrorism occurs, four major aspects were examined: (1) the history
of civil aviation, (2) the evolution of civil aviation terrorism, (3) the development
of the civil aviation’s international legal and regulatory framework (LRF), and (4)
the alleged reactive mode of ICAQ, and the negative consequences of this for the
fight against civil aviation terrorism, asserted in the initial hypothesis.

1.3.1 Civil Aviation

Although it brought great assistance to the free and growing movement of people
and goods, the emergence of aviation also generated several unanticipated
problems. Note here that aviation was initially developed on a massive scale in a
military context, and thus the initial positive and negative aspects of the industry
appeared in that military context. For example, in the field of warfare, the early use
of airplanes in World War | enabled the collection of intelligence, while the
inclusion of fighter and bomber planes in World War Il enabled military attacks of
unparalleled lethality. Nevertheless, these military advantages were short-lived, as
every country eventually acquired its own air force. Civil aviation underwent
similarly rapid developments. In just over one hundred years, aviation has gone
from tiny prototype airplanes to full-scale aircraft carrying nearly three billion
passengers every year.”* In 2014, over three billion people were transported, and
the aviation industry generated a business activity estimated at US$ 2.4 trillion
(including direct, indirect and the catalytic impact on tourism).** According to
ICAQ’s forecasts, world air traffic should grow about 4.6 percent per annum
during the 2005-2025 period.*

Such data show that civil aviation has allowed an unprecedented level of
mobility, facilitating travel to the most remote parts of the world within hours
rather than months. However, this greater mobility presents a weakness. An aircraft
is a compact vehicle filled with a lot of people, making it critically susceptible to
becoming a target of interest for terrorists. In this context, managing such a fragile
industry is a delicate operation in which three main types of actors play a crucial
role: (1) sovereign states, whose laws and regulations lay the foundations for the
industry; (2) intergovernmental organizations (e.g., ICAO), mandated by sovereign
states to fulfill particular tasks in the development of civil aviation; and (3) airline

Toronto Press, 2004); John Mueller, Overblown: How Politicians and the Terrorism
Industry Inflate National Security Threats, and Why We Believe Them (New York, Free
Press, 2006).

12. R. William Johnstone, 9/11 and the Future of Transportation Security (Westport, CT,
Praeger, 2006), 26.

13. See Appendix A, World Passenger Traffic: 1929-2012.

14. IATA, “Annual Report 2014,” 6, http://www.iata.org.

15. ICAO, “Outlook for Air Transport to the Year 2025,” (September 2007), Cir 313,
AT/134, 34. See also Appendix A.
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organizations, such as the International Air Transport Association (IATA), which
is the trade association for the world’s airlines.'®

1.3.2 Civil Aviation Terrorism

In the first part of the wave of aviation terrorism in the late 1960s, terrorists were
confident that attacks against civil aviation did more than just create havoc—it also
attracted a lot of media attention to their cause. This vicious circle of perpetrating
more attacks to obtain more media coverage escalated. Terrorist groups killed and
terrorized masses of people by attacking on the ground, from the ground, and in the
air. George Habash, leader of the PFLP once said: “to kill a Jew far from the
battlefield has more effect than killing 100 of them in battle; it attracts more
attention.”’

In order to grasp the magnitude of the problem of aviation terrorism, the
author of this dissertation has done extensive research to collect data on every act
of unlawful interference against civil aviation (criminal incident or terrorist attack)
since 1931. The specifics of 1965 occurrences were collected in the Global
Aviation Criminal Incidents Database (GACID), an original database created for
the purpose of this dissertation. The particulars of 586 terrorist attacks against civil
aviation were then separated out and used to create a second, equally original
database, called the Aviation Terrorism Sub-Database (ATSD)." Previous to this
dissertation, no comparable databases on criminal incidents or terrorist attacks
against civil aviation existed. These databases in themselves constitute a
considerable contribution to the fields of terrorism studies, aviation terrorism
studies, and aviation security. Statistics were generated based on the information
contained in both databases, and will be referred to and interpreted throughout this
dissertation. These statistics confirm that civil aviation has been an attractive target
to terrorists for decades.

1.3.3 Civil Aviation Legal and Regulatory Framework

Legal instruments and regulations have played an essential role in allowing and
accelerating the development and globalization of civil aviation. In the specific
context of aviation security, the International Legal and Regulatory Framework
(LRF) helped lead the fight against aviation terrorism through a two-component
legislative process: law-making and regulations.” Both the legal and regulatory

16. Adrianus D. Groenewege, The Compendium of International Civil Aviation, 3rd ed.
(Montréal: International Aviation Development, 2003), 52.

17. Daniel Byman, A High Price: The Triumphs and Failures of Israeli Counter-Terrorism
(New York, Oxford University Press, 2011), 44.

18. See Appendix B, List of 586 Terrorist Attacks Against Civil Aviation: 1931-2011.

19. ICAO, “Manual on the Regulation of International Air Transport” (Doc. 9626), 2nd ed.
2004, 1.1-1.
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parts of the framework define common principles governing the development and
improvement of civil aviation security. Being parties to the Chicago Convention
1944, all Member States must achieve compliance with the requirements of ICAO.
They must assert that they adhere and implement standards set forth by ICAO.

As will be discussed in chapter 4, the law-making element of the LRF takes
into account the Chicago Convention on International Civil Aviation 1944, which
created ICAO, as well as all seven subsequent Conventions and Protocols related to
aviation security adopted thereafter. The basic foundation of the framework lies in
domestic laws required by the Chicago Convention 1944.° As Dempsey explains,
laws establish the perimeters of acceptable conduct and are a means of substituting
order for chaos in social relations.?* As far as civil aviation is concerned, the main
objective of these laws is to create a level of standardization for the safe and
orderly conduct of international air transport services.?? Suffice to say that law-
making is infrequently exploited at ICAO because, once enacted, laws are only
typically amended to respond to global issues. The regulatory component of the
LRF is a subset of the legal element and refers to policy-making and the writing of
tangible rules and regulations that support the application of laws. From an ICAO
perspective, those rules correspond to Standards and Recommended Practices
(SARPs) or Standards and Recommended Practices for Security (SARPS)
progressively incorporated in the Chicago Convention 1944 through its Annex 17,
which was first introduced in 1974. In contrast to the law-making component, the
process of writing or amending regulations is rapid and is used more frequently.?
As Abeyratne explains, regulations need to be kept current and responsive to
changing situations and the needs of states and aviation stakeholders.?*

The literature review shows that incremental changes have been made to the
international LRF in the last half-century in order to prevent and thwart terrorist
attacks against civil aviation. Likewise, new security measures were also adopted
at a national level when countries had to respond to emerging threats.” Bearing in
mind that attacks against civil aviation are a threat to world peace and security,

20. Chicago Convention 1944, art. 37 states that “each contracting State must collaborate in
securing the highest practicable degree of uniformity in regulations, standards, procedures,
and organization in relation to aircraft, personnel, airways and auxiliary service...” It is with
the integration of this article in domestic laws and its appropriate implementation that a safer
international civil aviation will be achieved.

21. Paul Stephen Dempsey, Public International Air Law (Montréal, McGill University,
2008), 1.

22. Chicago Convention 1944, Preamble.

23. ICAO, “Manual on Regulation,” 2004, 1.1-1.

24. Ruwantissa Abeyratne, Regulation of Air Transport: The Slumbering Sentinels (New
York: Springer, 2013), 50.

25. For example, Israel introduced the concept of air marshals in 1968; in 1973, many
western countries introduced metal detectors at passenger screening checkpoints of airports
for intercepting any concealed weapons.
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Malcolm Shaw, an authority in international law, describes a twin-track legal
approach adopted by the UN when (1) dealing with particular manifestations of
terrorist activity (aviation terrorism being one of them), and (2) condemning the
phenomenon in general terms.?® This demonstrates that ICAO was not alone in the
international fight against civil aviation terrorism. Ben Saul creates a link between
the UN and ICAO as he discusses the 17 international treaties adopted by both
organizations between 1963 and 2005 in reaction to particularly egregious terrorist
attacks; he further posits that some “were adopted to fill normative gaps in
regulations which were spread across multiple jurisdictions and in relation to which
the ordinary principle of territorial jurisdiction was insufficient.”?’ Ben Saul’s work
thus further supports the author’s argument that ICAO was not working in
isolation, that it was working cooperatively with international mechanisms to
respond to the ongoing threats to aviation. This international cooperation reached a
new level in the 1990s. As Rodney Wallis explains, the unacceptability of
unlawful acts committed against civil aviation in the early 1990s was actually
addressed at the international level by the adoption of civil aviation treaties.?® Paul
Dempsey made clear that under the aegis of ICAO “international law, aimed at
subduing threats and attacks on aviation and airport security, is based upon several
multilateral conventions.”?

Figure 1.1 shows that, beginning in 1963, a series of Conventions, Protocols,
and other security measures were adopted under the aegis of ICAO. The objective
of these measures was to criminalize the acts of those attacking civil aviation using
ground attacks, hijackings, sabotage, and suicide missions. O’Donnell suggests that
ICAO’s legal instruments enabled the establishment of a sort of code of terrorist
offences.*® Moreover, expanding beyond the aviation security perspective, two
other ICAO conventions addressing the civil liability matter were adopted.
However, this research did not consider the two conventions as they only refer to
legal liabilities, which is not the topic of this research.** Moreover, ICAO has also
adopted a new protocol addressing disruptive passengers in 2014. However, this

26. Malcolm N. Shaw, International Law, 6th ed. (Cambridge: Cambridge University Press,
2008), 1159-1160.

27. Ben Saul, Defining Terrorism in International Law (New York: Oxford University Press,
2008), 130-131.

28. Rodney Wallis, Combating Air Terrorism (New York: Brassey’s: 1993), xix.

29. Dempsey, Air Law, 5, 233.

30. Daniel O’Donnell, “International treaties against terrorism and the use of terrorism
during armed conflict and by armed forces,” International Review of the Red Cross 88:864
(December 2006), 855.

31. ICAO, Convention on Compensating for Damage Caused by Aircraft to Third Parties
(General Risk Convention) (2009); Convention on Compensation for Damage to Third
Parties, Resulting from Acts of Unlawful Interference Involving Aircraft (Unlawful
Interference Convention) (2009).
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protocol was not considered in this research as it covers a period ending on 31
December 2011.

International Civil

Chicago 1944
Aviation Convention

Tokyo 1963
Aircraft
Convention
The Hague 1970
Unlawful Seizure
Convention
Montréal 1971
Civil Aviation
Convention
Montréal 1988
Airport
Protocol
Montréal 1991
Plastic Explosives
v " Convention
Aviation Security Y
Manual Beijing 2010 Beijing 2010
2005 Protocol to The New Civil Aviation
Hague Convention Convention

FIGURE 1.1 ICAO's Aviation Security Legal and Regulatory Framework

Building on this insight, this dissertation includes extensive analysis of key
multilateral conventions relating to aviation terrorism (see chapter 4). From a civil
aviation viewpoint, Ruwantissa Abeyratne finds it important to “discuss the various
steps taken from a regulatory perspective by ICAO in its role as regulator and
mentor of international civil aviation in countering imminent threats posed to the
sustainability of the air transport industry.”® This is, essentially, the purpose of
this dissertation.

All the authors quoted in the above paragraph demonstrate the international
dimension of civil aviation and highlight that both the UN and ICAO played a
central role in developing multilateral legal instruments to thwart aviation
terrorism. Establishing the foundation of the LRF examined in this research is of
great importance since it is also the inspiration for Member States in setting up

32. Ruwantissa Abeyratne, Aviation Security Law (New York: Springer, 2010), 2.
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their own civil aviation standard operating procedures based on SARPs.* As will
be discussed in chapter 4, international treaties and national laws form the basis on
which the global legal aviation security web operates nowadays.

1.3.4 ICAO’s Allegedly Reactive Mode

Many of ICAQ’s critics have suggested that the organization has had a tendency to
respond reactively to terrorist attacks. However, some of these attacks were more
devastating than others. Several of these devastating attacks became catalytic
events because of the impact they had as opposed to the way they unfolded or the
number of victims they claimed. In such circumstances, Birkland calls them
focusing events in the sense that they are sudden, relatively rare, and harmful. His
description is particularly pertinent for the present research because he also
suggests that when concentrated in a community of interest (i.e., civil aviation) and
when the event is known to policy makers and the public virtually simultaneously
(through mass media coverage of civil aviation terrorist attacks), such an event
become a game-changer.** Johnston concurs and explains that, when applied to the
transportation sector, an event is considered “catalytic” when it generates important
policy changes.®® Thus, the term “catalytic attack” will be used in the present
research to refer to sudden, rare, and harmful attack generating policy changes in
civil aviation. Catalytic attacks will be further explained and put in their proper
statistical context in section 3.4.5 below.

The following examples demonstrate that ICAO legal instruments were
indeed introduced in reaction to catalytic terrorist attacks: (1) the hijacking of EI Al
Flight 426 on 23 July 1968 brought about the long-awaited ratification of the 1963
Tokyo Convention on Offences and Certain Other Acts Committed on Board
Aircraft as well as the quick adoption of The Hague Convention for the
Suppression of Unlawful Seizure of Aircraft in 1970, (2) a series of five hijackings
perpetrated by the Popular Front for the Liberation of Palestine (PFLP) between 6
to 9 September 1970 (an operation dubbed Skyjack Sunday) led to the adoption of
the 1971 Montréal Convention for the Suppression of Unlawful Acts against the
Safety of Civil Aviation, (3) the simultaneous Rome and Vienna airports terrorist
attacks committed on 27 December 1985 led to the adoption in 1988 of the
Montréal Protocol for the Suppression of Unlawful Acts of Violence at Airports
Serving International Civil Aviation, and (4) three sabotage attacks eventually

33. As 0f 29 April 2015, the UN has 193 Member States as opposed to the ICAO’s 191.
Three UN Member States are not members of ICAO: Dominica, Liechtenstein, and Tuvalu,
whereas Cook Islands is an ICAO Member State and not a UN member.

34. Thomas A. Birkland, After Disaster: Agenda Setting, Public Policy, and Focusing
Events (Washington D.C.: Georgetown University Press, 1997), 22.

35. Van R. Johnston, “Terrorism and Transportation Policy and Administration: Balancing
the Model and Equations for Optimal Security,” Review of Policy Research, 21:3 (2004):
263-274.
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steered ICAQ in 1991 to the adoption of the Montréal Convention on the Marking
of Plastic Explosives for the Purpose of Detection: (a) Air India Flight 182 on 23
June 1985, (b) Pan Am Flight 103 on 22 December 1988, and (c) UTA Flight 772
on 19 September 1989. In a four-year span, a total of 770 people were Killed by
those three acts of sabotage.

Given that there have been so many catalytic attacks, one may wonder why
ICAO always seemed to be caught off guard by terrorist attacks and to react with
the introduction of new treaties. Ariel Merari, for example, notes critically that:

The security system was caught by surprise when an airliner was first
hijacked for political extortion; it was unprepared when an airliner
was attacked on the tarmac by a terrorist team firing automatic
weapons; when terrorists, who arrived as passengers, collected their
luggage from the conveyer belt, took out weapons from their
suitcases, and strafed the crowd in the arrival’s hall; when a parcel
bomb sent by mail exploded in an airliner’s cargo hold in mid-flight;
Whgen a bomb was brought on board by an unwitting passenger, and so
on.

Merari’s quotation reproduces the general perception that ICAO has always
reacted to terrorist attacks. However, the depiction of ICAO as a reactive body
does not accurately reflect the reality, but then again perpetuates the myth that the
organization is continuously fighting the last war. Nonetheless, Merari’s
overgeneralization®’ sets the ground for testing the present research’s hypothesis.
Indeed, his viewpoint offers an angle from which the LRF is examined throughout
this study.

In summary, the four major aspects discussed in section 1.3 (above) allowed
for the identification of three factors that are the foundation of the present research:
(1) a Problem, (2) a Response, and (3) a Concern. Furthermore, it is the argument
of this dissertation that the interaction of these three factors produces instability in
the industry by (1) yielding undesirable economic consequences for civil aviation,
(2) creating fear of flying or, at the very least, raising a feeling of uncertainty in the
traveling public, and (3) aggravating the perception that authorities always react to
terrorist attacks instead of being proactive.

36. Ariel Merari, “Attacks on Civil Aviation: Trends and Lessons,” chap. 2 in Aviation
Terrorism and Security, eds Paul Wilkinson and Brian M. Jenkins (London: Frank Cass,
1999), 24. See also Jin-Tai Choi, Aviation Terrorism: Historical Survey, Perspectives and
Responses (New York: St. Martin, 1994).

37. W. Lawrence Neuman, Social Research Methods: Qualitative and Quantitative
Approaches, 6 ed. (Montréal, Pearson, 2006), 5. Neuman defines overgeneralization as a
statement that goes far beyond what can be justified based on the data or empirical
observations that one has.
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1.4 Overview, of Methodology

The present study is, in fact, an evaluation research aimed at finding out if the LRF
has had an impact on aviation terrorism. Five approaches were required to conduct
the present study, empirically test the hypothesis, and answer the research question.
The approaches are conceptual, deductive, inductive, quantitative, and qualitative.
Except for the conceptual and quantitative approaches that used a predetermined
sequence and steps, the other parts of the process were not linear but flowed in
several directions before the response to the research question could be found.
Along the way, new factual information was gathered, verified and put in context.

At the conceptual level, a three-variable relationship clarifies the chain of
causality and shows that the measurement process links together the three
variables, moving deductively from the abstract to the concrete. In this research,
what the author calls the Problem-Response-Concern equation expresses variables
and the relationships among them in abstract terms. For instance, aviation terrorism
(the problem) acts as the dependent variable, the international legal and regulatory
framework (the response) as the independent one, while ICAO’s reaction mode
(the concern) acts as the intervening variable. For its part, the world of civil
aviation dictates the global context in which the effect of the three variables must
be tested.

Table 1.1 (below) builds on this and displays the path to answering the
research question. First, it presents the three seeds at the origin of this research
(what are the two main issues and why is there a concern). Then, it offers the three-
faceted methodology needed for the study (how will the information be extracted,
quantitatively and qualitatively, and when did events happened). Finally, it
specifies the three main sources feeding the necessary material for the research
(where are the main streams of information coming from and who are the authors
supporting the arguments).

TABLE 1.1 Seeds, Needs, and Feeds

Seeds Needs Feeds
Topics of Research Methodology Sources of Information
Problem: Aviation Terrorism Quantitative GACID/ATSD
(dependent variable)
What Response: LRF How Qualitative Where ICAO documents
(independent variable)
Why | Concern: Reaction Mode When | Timeline Who | Literature Review

(intervening variable)

Although circumstantial deductions have been used in the past to demonstrate
the correlation between changes to the LRF and the number of terrorist attacks
against civil aviation, no study has ever convincingly tested this correlation in an
empirical manner. This appeared to be a major flaw in the scholarship given the
huge human and financial resources dedicated to aviation security. The notion of

11
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“impact” brought by changes to the LRF played a crucial role in the preparation of
the research question and, therefore, necessitated measurement. In order to rectify
this, three tools were essential: (1) Global and Modus Operandi specific statistics
on aviation Terrorism, (2) an analysis of ICAO documents (legal, operational, and
administrative) leading to changes to the LRF, and (3) time-specific analyses of the
LRF and its impacts (if any) on aviation terrorism.

The next steps of this research project were done in a very inductive manner
by observing the empirical civil aviation world and attempting to transpose policy-
oriented schemes into academic models. Data was gathered from a variety of
sources. After a thorough analysis, it became apparent that the scarce literature on
aviation terrorism was insufficient to empirically identify and discuss actual effects
the LRF has had on aviation terrorism. This problem became even more evident
after consulting Schmid’s cutting-edge research on terrorism.® Indeed, with the
exception of references to certain specific aviation terrorism attacks, this seminal
book was practically mute on the tactic of aviation terrorism, not to mention its
legal and regulatory framework. Thus, a more extensive literature review was
performed and its results suggested that a deductive approach would be more
appropriate.

As chapter 3 demonstrates, quantitative work using ATSD statistics allowed
for the depiction of a global picture of aviation terrorism and its MO. These
statistics were very carefully collected, verified, and analyzed. The information
gathered aim at explaining terrorist attacks, understanding aviation terrorism
trends, and evaluating the effectiveness of civil aviation security measures.

Chapter 4 presents a qualitative analysis evaluating all security-related
Conventions, Protocols, Annex 17, Resolutions, and Working Papers developed by
ICAO since its inception in 1946. Chapter 4 also used both gquantitative and
gualitative sets of data in a time-specific analysis in order to assess the decision-
making process leading to the current LRF. For instance, either direct or
circumstantial evidence can provide a response. In the case of aviation terrorism,
direct evidence could be obtained by interviewing terrorists. However, while such
evidence could be straightforward, it would not help answering the question.

In short, this thesis’ methodology is built around the conceptual PRC
equation. A measurement process links together the variables of the equation,
which is tested with a quantitative analysis (statistics) itself enhanced with
gualitative strata (legal instruments). Statistics are generated based on descriptions
extracted from seven different lists of aviation terrorist attacks, while elements of
the LRF are collected, explained and listed to complement the series of
information. Finally, this information is gathered in figures and timelines to
facilitate their analysis.

38. Alex P. Schmid, ed., The Routledge Handbook of Terrorism Research (New York:
Routledge, 2011).
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1.4.1 Global- and MO- Specific Statistics on Aviation Terrorism

The first action taken towards meeting the aviation terrorism statistical requirement
was to obtain global- and MO-specific statistics on aviation terrorism suitable to
the needs of this research. More specifically, a search was done to find any lists of
terrorist attacks against civil aviation from which statistics could be generated.
Two such lists were found: the first on a website called Skyjack,* maintained by
Hillel Avihai, an Israeli academic specializing in aviation terrorism; the second in
the work of Mary F. Schiavo, former Inspector General of the United States
Department of Transportation (DOT).* While both lists appeared credible on the
surface, a fundamental flaw was revealed during a cross-analysis. The content of
each database differed greatly in terms of quantity of terrorist attacks. Avihai’s
included 198 attacks, whereas Schiavo’s listed 1338. Looking further at the
contents of each list revealed that Avihai’s list was dedicated solely to politically-
motivated attacks, mostly perpetrated by terrorist groups, whereas Schiavo’s
included both politically- and criminally-motivated incidents. Additionally,
Schiavo’s list included politically motivated attacks that were not included in
Avihai’s, and vice versa.

This is why further research was conducted to find possible alternatives to
those two lists. Five more lists or databases focusing in part or entirely on aviation
terrorism were found. The cross-analysis of the seven lists revealed the same
problems: major discrepancies in terms of content, as well as a lack of focus on
genuinely politically motivated terrorist attacks against civil aviation. (These
additional lists are (1) Aviation Safety Network,”* (2) RAND Database of
Worldwide Terrorism Incidents,” (3) Flights of Terror: Aerial hijacking and
sabotage since 1930,% (4) Global Terrorism Database,* and (5) Skyjack: The Story
of Air Piracy.”)

From then on, it was deemed necessary to build a new database on aviation
terrorism based on the seven aforementioned lists, since each of those lists were
deemed incomplete and most of them lacked focus on actual aviation terrorist
attacks. Their amalgamation and consolidation was a logical step towards resolving
the aforementioned issues.

39. Skyjack Database, http://www.skyjack.co.il/chronology.htm.

40. Mary F. Schiavo, “Chronology of Attacks against Civil Aviation,” chap. 10 in Aviation
Security Management, vol. 1, The Context of Aviation Security Management, ed. Andrew R.
Thomas (Westport, CT: Praeger, 2008).

41. Aviation Safety Net Database, http://aviation-safety.net/database/.

42. RAND Database of Worldwide Terrorism Incidents, http://www.smapp.rand.org.

43. David Gero, Flights of Terror: Aerial hijack and sabotage since 1930, 2nd ed.
(Sparkford, UK: Haynes, 2009).

44, Global Terrorism Database, http://www.start.umd.edu/gtd/.

45. David Phillips, Skyjack: The Story of Air Piracy (London: Harrap, 1973).
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1.4.2 1CAO Documents Leading to Changes to the LRF

The various components of the legal and regulatory framework are generally
discussed in legal books on international air laws. While it would normally be
appropriate and easier to use the comments already provided by legal experts on
the subject matter, it was decided that in order to address rigorously and
specifically the needs of the present research, analyzing publicly available LRF
documents was deemed essential. However, an examination of ICAO database
revealed that no such composite list exist, nor does a unified timeline bringing
together all security-related information (i.e., Conventions, Protocols, aviation
security documents, and ICAO Assembly Resolutions and Working Papers). Such
a list and timeline are fundamental for cross-referencing data with ATSD. Only by
having aviation terrorism statistics and ICAO legal instruments in the same
timeline would it be possible to appreciate the impact of terrorist actions and
ICAO’s reactions and vice versa. Thus, the author created such a composite
timeline, previously non-existent in academic literature. This timeline represents
an original contribution to research on aviation terrorism, and offers a wealth of
information about how aviation terrorism was dealt with by ICAO authorities and
Member States. Although ICAO normally puts all of its documentation online, no
IACO Council Resolutions, Working Papers, or documents pertaining to specific
aviation security measures are yet available to the general public. However, as
discussed in chapter 4, the amount of information currently accessible
(Conventions, Annexes, Protocols, ICAO Assembly Resolutions and Working
Papers, synopses of security documents) is comprehensive enough to allow for
answering the research question.

1.4.3 Time-Specific Analysis of the LRF Impact

A time-specific analysis of the impacts (if any) the LRF might have had on
aviation terrorism was the last crucial part of this methodological process. This
analysis was necessary to this dissertation for two main reasons. Firstly, it was the
necessary guantitative step to answering the research question. Secondly, as will
be discussed in more detail later, the statistics and empirical research cited in the
secondary literature on civil aviation terrorism were often deeply flawed or simply
inaccurate. The author was thus forced to create a more reliable source of empirical
information (GACID/ATSD) in order to complete this time-specific analysis, and
to do so in a way that was more accurate than would have been possible if the
author had relied on the existing statistics available in the secondary literature.

This was accomplished in two steps. First, information on aviation terrorism
and changes to the LRF were gathered into a simple table. Then, all the
information was placed into a timeline, where the possible impact of LRF changes
could be seen alongside aviation terrorism statistics. Though the list of changes to
the LRF was easy to gather, aviation terrorism statistics were much harder to
represent in such a timeline. Filling 80 years of aviation terrorism statistics into a
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timeline was achievable, but the charts became so heavy that the analysis was
almost impossible. In order to obtain a thorough picture of aviation terrorism,
ATSD statistics and LRF changes were then blended into one figure— this will be
discussed in chapter 5. This greatly facilitated the analysis.

1.5 Limitations and Delimitations

This study is limited in three ways. The first limitation lies in the incomplete open
source data used in building GACID/ATSD. However, the data that was obtained
and included in the databases may be judged to be largely (if not perfectly)
comprehensive and reliable. The world of civil aviation is highly regulated.
Member States have an obligation to report any information about the
circumstances of the offence® (e.g., name and target of assault, date, location,
duration of incident, etc.). Consequently, this regulation lessens incorrect data.
Repeated crosschecking using this data confirms that the sections entitled
“Categories Used to Answer Research Questions” and “Summary of Incidents” of
GACID/ATSD are sound. However, information about aggressors is much more
difficult to obtain. This became particularly challenging with terrorist attacks (e.g.,
identification of the terrorist and his/her affiliation, structure of terrorist groups,
etc.). In addition, terrorist attacks are, (1) often well-structured commando
operations; (2) not always claimed—and when they are, unrelated groups seeking
publicity might be misleadingly making the claim; and (3) the work of very
secretive organizations, which makes their identification difficult, often ascribing
the blame for an attack to a splinter organization.*’

The second shortcoming relates to access to other sources of information.
Ideally, interviews with actors involved on both sides of the spectrum—including
legislators, law enforcement officials and intelligence agents, as well as terrorists
themselves—could shed light on additional reasons for the decline of terrorist
attacks observed at particular moments in the timeline. For instance, access to
ICAO decision-makers would help researchers to determine their rationale for
adopting particular Conventions, Protocols, Resolutions, and Working Papers; this
could also have brought a different perspective to this evaluation. Unfortunately,
the author had limited or no access to such interviews and decision-makers.

Thirdly, the research was also limited in the sense that self-imposed
boundaries were used to restrict the scope of the study. Hence the decision to
concentrate only on international legal instruments set forth by ICAO, which could
be interpreted by critical readers as limiting the acquisition of information on all

46. The Hague Convention 1970, Art. 11; Montréal Convention 1971, Art. 13; ICAO
Resolution A37-17, Appendix D, Art. 10, sec. b (8 October 2010), 35.

47. As a case in point, Palestinian groups operated under the leadership of various terrorist
figureheads who quickly created splinter groups in instances of disagreement. For an
illustration of this, see chap. 3, fig. 3.22.
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possible impacts of laws and regulations on aviation terrorism. Indeed, in the last
50 years, many countries and regional organizations have made significant
contributions by adopting domestic laws and implementing security measures to
prevent and thwart aviation terrorism. However, the reality is that most leading
national and regional legal instruments are either inspired by ICAO’s work or, vice
versa, that ICAO was influenced by the enhancement of aviation security at the
national and regional level. Therefore, the decision to concentrate on ICAO’s LRF
allows the author to cover the whole spectrum of measures while avoiding
redundancy.

1.6 Significance of the Study

In addition to adding value to the concept of aviation terrorism, the present study
has intrinsic importance because

1. previous research has yielded incomplete and conflicting evidence
concerning the specific issue of aviation terrorism;

2. through the creation of the first comprehensive database of aviation
terrorism, it fills existing gaps in the literature;

3. it allows one to determine if a correlation exists between changes to the
legal and regulatory framework and fluctuations observed in aviation
terrorism statistics;

4. data collected in the Aviation Terrorism Sub-Database (ATSD) offers a
great tool for further research on the tactic of aviation terrorism;

5. the problem of aviation terrorism affects the lives of nearly three billion
travelers every year, and this number is growing annually;

6. the knowledge gathered on aviation terrorism is a useful instrument for
decision-makers (governments, international civil aviation legislators,
leaders in civil aviation, security practitioners, and law enforcement).

1.7 Thesis Structure

This dissertation is divided into six chapters. Chapter 1 introduces the context and
the background of the study, the identified problem and the research question, the
aim and significance of the study, an overview of the methodology, and limitations
and delimitations of the research. The literature review in chapter 2 offers a
historical perspective on the phenomena of both terrorism and aviation terrorism,
selects an apposite working definition of terrorism, and identifies signature
characteristics of aviation terrorism. These characteristics are central to
determining whether incidents are criminal or terrorist in nature. Chapter 3
guantifies aviation terrorism in time; explains at length how ATSD was created,;
presents statistics to support the determination, in chapters 4 and 5, of the impact
that changes to the LRF have had on aviation terrorism; identifies statistical
categories, including the number of attacks, the number of deaths, and their
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perpetrators; and categorizes the four main MO that aviation terrorists have used
over time as ground attacks, hijackings, sabotage and suicide missions. Chapter 4
presents a short history of international civil aviation and ICAQO; provides an
annotated list of all LRF essentials in a chronological order; describes the main
changes made to the LRF over time, including the dates at which changes were
signed, ratified and entered into force; examines security standards established by
ICAO; and explains that changes to the LRF are aimed at closing operational and
tactical loopholes greatly exploited by terrorists. Chapter 5 gathers and analyses the
main elements obtained from the two previous chapters; changes to the LRF are
presented in the linear charts on aviation terrorism included in chapter 3; charts are
thoroughly analyzed to gauge the impact that changes to the LRF have had on
aviation terrorism through the number of attacks and deaths. Chapter 6 concludes
the dissertation by analysing interesting but unexpected findings that emerged from
this research.
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Literature Review

Introduction

The aim of this chapter is two-fold: firstly, to provide a synopsis of existing
knowledge regarding the concept and history of both terrorism and aviation
terrorism; secondly, to search for and provide an adequate definition of aviation
terrorism, which will then be used throughout this dissertation. This chapter is
divided into three sections: (1) the first examines the origins, history, and evolution
of terrorism in the last two millennia, (2) the second is a comprehensive review of
research on terrorism, with an emphasis on the difficulties of reaching a broadly
accepted definition of this phenomenon, and (3) the last is central to the whole
thesis as it analyses the tactic of aviation terrorism as a specific part of political
violence and terrorism. The literature review presented below leads to the
identification of a number of characteristics of aviation terrorism. These features
are the main components of a new working definition to be used throughout this
research. Thus, it is in the interest of intellectual clarity and understanding of the
process leading up to this definition that it is presented early on in this dissertation.
It reads as follows:

Aviation terrorism is a political act against civil aviation carried out by
non-state actors who systematically target civilians and intentionally
use violence in order to create terror and coerce authorities, at times,
by making demands.

However, it is through the study of each of those characteristics that the reader
will be able to fully appreciate the broad scope of aviation terrorism. For example,
the definition will be core to the creation of a specific database on aviation
terrorism in chapter 3; and it will be a primary reference in the study of the legal
and regulatory framework in chapter 4. Altogether, this definition will be the
foundation on which the answer to the research question will be established.
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2.1 Terrorism: The Historical Context of Its Evolution

Individuals, groups, and states participating in various forms of terrorist activities
have been around since ancient times. At this point, an examination of the
evolution of terrorism is important for three primary reasons: (1) it demonstrates
that terrorism is an old phenomenon that has evolved over time, (2) it highlights
many of the axioms and variables of terrorism that endure today, despite
progressive changes to terrorist ideologies, strategies, tactics, MO, and targets, and
(3) it focuses on the political nature of terrorism, which is the core element of the
concept. This historical perspective will be useful throughout this research because
it offers depth to the present study, it shows the many roads converging in modern
day aviation terrorism, and it emphasizes the dynamic of aviation terrorists—which
can be summarized as Old Game, New Tricks.

Zalman argues that the “history of terrorism is as old as human’s willingness
to use violence to affect politics.” In fact, terrorism can be traced back to the
early days of the Christian era.*® Although terrorism has persisted in history, it has
also undergone profound changes, as the tactics of terrorists were adapted to
different circumstances. Thus, terrorism has remained a dynamic phenomenon.
Schmid concurs, stating that terrorism was not a static phenomenon because it
changes as the instruments of violence and communications change and as contexts
evolve.”

Yet, throughout its evolution and whatever the various ideologies, strategies,
tactics or MO used by terrorists, their basic objectives have generally remained
the same: (1) to attract attention to their cause, (2) to instil fear in the population,
and (3) to coerce foes with threats of further attacks if their demands are not met.
In 1976, the US Department of Justice succinctly described the issue: “Terror is a
natural phenomenon; terrorism is the conscious exploitation of it.”** This is

48. Amy Zalman, “The History of Terrorism,” http://terrorism.about.com.

49. For comprehensive reviews of the history of terrorism, see Walter Reich, Origins of
Terrorism: Psychologies, Ideologies, Theologies, States of Mind (Washington, DC:
Woodrow Wilson International Center for Scholars, 1998); Michael Burleigh, Blood and
Rage: History of Terrorism (New York: Harper, 2011); Gérard Chaliand and Arnaud Blin,
The History of Terrorism: From Antiquity to Al Qaeda, trans. Edward Schneider, Kathryn
Pulver, and Jesse Browner (Berkeley, CA: University of California Press, 2007); Randall
Law, Terrorism: A History (Malden, MA: Polity Press, 2009); Jean Rosenfeld, Terrorism,
Identity, and Legitimacy: The Four Waves Theory and Political Violence (New York:
Routledge, 2011); John Murphy, ‘“Defining International Terrorism: A Way Out of the
Quagmire," Israel Yearbook on Human Rights, 13:14 (1989).

50. Schmid, Handbook, 2.

51. See Appendix C, Ideologies, Strategies, Tactics, and Modi Operandi.

52. US, National Advisory Committee on Criminal Justice Standards and Goals, Report of
the Task Force on Disorders and Terrorism (Washington, DC: Dept. of Justice, 1976), 3.
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absolutely true of modern aviation terrorism, and proof of its connection to
historical terrorism. Mahan and Griset would later broaden the scale on which
terrorism should be analyzed; they argued that terrorism is carried out by
ideologues on the left and the right, by wealthy aristocrats and poverty-stricken
farmers, and by men and women.>® Although a similar diversity of actors will be
analyzed in the following chapters, it is important to note what unites all of these
seemingly disparate actors—and that is intent, the intent to terrorize, and the intent
to commit political violence and convey a message.

In this context, the following pages present a historical overview of the
evolution of terrorism, highlighting the origins of some of the key variables of its
“modern-day” version.”® There are four main predecessors of contemporary
terrorism: (1) the Zealots (and their splinter group: the Sicarii), (2) the Assassins,
(3) the Thugs,> and (4) the Jacobins, the group leading the Reign of Terror during
the French Revolution. After examining those four groups, Rapoport’s model will
be used in section 2.1.2 to discuss the anarchists, the anti-colonialists, the left-wing
terrorist organizations, and the religious terrorist groups as representative of major

53. Sue Mahan and Pamala L. Griset, Terrorism in Perspective, 2nd ed. (Thousand Oaks,
CA: Sage, 2008), 44.

54. There are differing opinions amongst academics, journalists, and policy-makers on
whether or not the type of terrorism unleashed by al-Qaeda and others in the past 20 years or
so represent a “new terrorism” different from terrorism from the past. For examples of
scholars who believe we are confronted by a “new terrorism,” see Bruce Hoffman, Inside
Terrorism (New York: Columbia University Press, 1998); Daniel Benjamin and Steven
Simon, The Age of Sacred Terror: Radical Islam’s War Against America (New York:
Random House, 2002); Walter Laqueur, The New Terrorism: Fanaticism and the Arms of
Mass Destruction (New York: Oxford University Press, 1999); lan Lesser et al., Countering
the New Terrorism (Santa Monica, CA: RAND, 1999); Matthew Morgan, “The Origins of
the New Terrorism,” Parameters, 34:1 (Spring 2004): 29-43. See also Peter Neumann, Old
and New Terrorism (Malden, MA: Polity Press, 2009), who investigated how and why
terrorism’s organizational structures, MO, political agendas and types of warfare have
changed over the years. For examples of scholars who believe the so-called “new terrorism”
is not new but rather an evolution of the terrorism of the past, see David Tucker, “What Is
New About the New Terrorism and How Dangerous Is 1t?”” Terrorism and Political
Violence, 14:3 (Fall 2001): 1-14; Thomas Copeland, “Is the ‘New Terrorism’ Really New?
An Analysis of the New Paradigm for Terrorism,” Journal of Conflict Studies, 21:2 (Winter
2001): 7-27; Isabelle Duyvesteyn, “How New is the New Terrorism?” Studies in Conflict
and Terrorism, 27:5 (2004): 439-454; Doron Zimmerman, The Transformation of Terrorism
(Zurich: Andreas Wenger, 2003).

55. Louise Richardson, What Terrorists Want: Understanding the Enemy, Containing the
Threat (New York: Random House, 2006), 23-28. See also Mia Bloom, Dying to Kill: The
Allure of Suicide Terror (New York: Columbia University Press, 2005), 4. Bloom describes
how three groups justified violence in the name of their respective religion: Judaism,
Hinduism and Islam.
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trends in the history of modern terrorism, before moving on to the conceptual
academic literature on terrorism.

2.1.1 Pre-Modern Terrorism: The Ancestors

2.1.1.1 The Zealots-Sicarii (66-73 CE)

One of the first known terrorist movements was the Zealots-Sicarii, a fierce Jewish
group that never hesitated to innovate during their quest to fight the Romans in
occupied Palestine during the 66-73 CE period.® They launched a subversive
assassination campaign against Roman forces and Jewish collaborators, whose
piety was deemed unscrupulous.”” Their objectives were both political and
religious. In addition to inducing fear by cutting their victims’ throats in the middle
of crowds in broad daylight, they emphasized the fact that they could strike at any
time. The Sicarii also kidnapped and demanded ransoms from prominent people to
raise money, gain the release of captured compatriots, and compel authorities to
grant their demands, thereby spreading a sense of chaos and instability.*® The group
was extinguished when it committed mass suicide at Masada, thus showing that
they were ready to die for their cause.>

2.1.1.2 The Assassins (1090-1275)

Like the Zealots-Sicarii, the Hashshashin, commonly known as the “Assassins,” is
another historical example of religious terrorist organizations. They were a
breakaway faction of Shia Islam called the Nizdri Isma ilis.%° Very active between
1090 and 1275, they specialized in suicide missions, where a lone assassin would
kill a key enemy leader and then wait to be killed or captured.®* Their base of
operation was large as they spread from present-day Iran and Irag up to the Syrian

and Lebanese mountains. Their MO was to threaten various governments and to

56. Laqueur, New Terrorism, 11.

57. Chaliand-Blin, History Terrorism, 55.

58. Law, 27-30. See also David C. Rapoport, “Fear and trembling: Terrorism in three
religious traditions,” chap. 1 in Terrorism Studies: A Reader, ed. John Horgan and Kurt
Braddock (New York: Routledge, 2011), 14.

59. Josephus, The Works of Josephus, trans. William Whiston (Peabody, MA: Hendrickson,
2008), 769.

60. Marshall G. S. Hodgson, The Secret Order of Assassins: The Struggle of the Early Nizari
Ismd’ilis Against the Islamic World (Philadelphia, PA: University of Pennsylvania Press:
2005), 1-2. He claims that the word “assassin,” which the West uses for terrorist murderers
in general, was originally a nickname of the sect, and had nothing to do with killing.
Assassinations and suicidal work came later (see pp. 82-83). Hodgson names them the Nizar?
Isma’ilis.

61. John Pichtel, Terrorism and WMDs: Awareness and Response (Boca Raton: CRC,
2011), 4.
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kill governors, caliphs, or Crusaders—such as Conrad of Montferrat, the King of
Jerusalem, who was killed in 1192.%

Their victims were murdered in holy sites and royal courts in front of
numerous witnesses.®® The dominant Sunni sect in the Muslim world considered
the Assassins to be infidels and persecuted them. It is presumed that the Assassins
did not have sufficient means to lead a conventional armed struggle, and so instead
sent lone killers to eliminate prominent Sunni personalities.®*

2.1.1.3 The Thugs (13"-19" Century)

The Thugs (“thug” meaning deceiver) operated in Northern India. In some
Southern provinces, they were also known under the name of Phansigars, or
stranglers® Like the Zealots-Sicarii and the Assassins, the Thugs were well
recognized for their particular strategy. They were known to mingle with their
victims for some time, patiently waiting for an opportunity to strike and to kill
them with either a silk handkerchief or poison, to avoid spilling blood.
Interestingly, Sleeman explained that for some unknown reason, they only attacked
travelers and worked in groups of two or three.®

The Thugs, Thornton writes, claimed to terrorize their victims for the pleasure
of Kali, the Hindu goddess of destruction, and in her name they practiced their
execrable art; their victims were immolated in her honour.®” Martin explains that
this “secret cult of murder” existed in India during the thirteenth through the
nineteenth Century.® The British stamped out the “Thuggees” in the 1830s, after a
long campaign.® Richardson explains that they “were both the longest lasting and

62. Laqueur, New Terrorism, 11.

63. David C. Rapoport, “Fear and Trembling: Terrorism in Three Religious Traditions,”
American Political Science Review, 78:3 (1984): 665.

64. US Army, A Military Guide to Terrorism in the 21st Century (Fort Leavenworth: US
Army Training and Doctrine Command, 2003), 20.

65. Edward Thornton, Illustrations of the History and Practices of the Thugs: And Notices of
Some of the Proceedings of the Government of India, for the Suppression of the Crime of
Thuggee (London: Nattali & Bond, 1851), 8. Nabu Press published a reproduction of this
book in January 2010. Phansigar comes from the Hindostanee word “phansi,” meaning a
“noose,” referring to their weapon of choice.

66. Captain W. H. Sleeman, The Thugs or Phansigars of India: Comprising a History of the
Rise and Progress of that Extraordinary Fraternity of Assassins (Philadelphia: Carey &
Hart, 1839), 19. He published this single most influential document on Thugs anonymously
in 1830, http://www.books.google.ca.

67. Thornton, History Thugs, 44.

68. Gus Martin, Understanding Terrorism: Challenges, Perspectives, and Issues, 3rd ed.
(Thousand Oaks, CA: Sage, 2009), 184.

69. Rachel Fell McDermott and Jeffrey J. Kripal, eds, Encountering Kali: In the Margins, at
the Center, in the West (Berkeley, CA: University of California Press, 2003), 5.

22


http://www.books.google.ca/

2. Literature Review

most destructive group” in history, as well as the “first precursors of state-
sponsored terrorism, which in part explains their longevity.”"

2.1.1.4 The Jacobins and the Reign of Terror (1789-1799)

Machiavelli, the father of modern political theory,”* considered terror the essential
stratagem for rulers seeking to establish a new political regime.”” Yet, the term
‘terror’ first received its current political connotations during the French
Revolution (1789-1799).” The short-lived Régime de la terreur (“Reign of
Terror,” June 1793 to July 1794), led by the Jacobins, gave legal status across
France to a number of emergency measures, including an extensive programme of
executing “traitors” by means of guillotines.” The agents of the Revolutionary
state enforcing the new regime’s policies were dubbed “terrorists”.” In response,
Maximilien de Robespierre, one of the most well known and most influential heads
of the new state, argued that such terrorism was virtuous and justified since it was
necessary for the transformation of the monarchy and for the defence of the newly
liberal democracy.”® Robespierre further claimed “terror is nothing but justice,
prompt, severe and inflexible.”’’ Many authors believe that this dogmatism
inspired waves of modern terrorists and left its footprint across the following two
centuries. For instance, Zalman posits that Robespierre “laid the foundations for
modern terrorists, who believe violence will usher in a better system.”’® Moreover,
Simonsen et al. argue that the “seminal concepts of terror tactics as a part of
political strategy arose from these bloody episodes.”

70. Richardson, 27-28.

71. Jo Eldridge Carney, ed., Renaissance and Reformation 1500-1620 (Westport, CT:
Greenwood, 2000), 239. Niccold di Bernardo dei Machiavelli (1469-1527) wrote his famous
book The Prince in 1513 but it was published posthumously five years after his death. The
main theme of his book is that the end justifies the means if it enables the establishment or
the safeguard of the State.

72. Arno J. Mayer, The Furies: Violence and Terror in the French and Russian Revolutions
(Princeton, NJ: Princeton University Press, 2000), 99.

73. Gérard Chaliand and Arnaud Blin, ed., L ’histoire du terrorisme: De [’antiquité a Al
Qaida (Paris: Bayard, 2006), 115.

74. Schmid, Handbook, 41. See also John Murphy, “Defining International Terrorism: A
Way Out of the Quagmire,” Israel Yearbook of Human Rights, 19:14 (1989): 14.

75. Hoffman, Inside Terrorism 1998, 15.

76. Joseph J. Easson and Alex P. Schmid, “Appendix 2.1, 250-plus Academic,
Governmental and Intergovernmental Definitions of Terrorism,” in Schmid, Handbook
2011, 99.

77. Brian Forst, Terrorism, Crime and Public Policy (New York: Cambridge University
Press, 2009), 44.

78. Zalman, op. cit. 19n48.

79. Clifford E. Simonsen and Jeremy R. Spindlove, Terrorism Today: The Past, The Players,
The Future (Upper Saddle River, NJ: Prentice Hall, 2000), 15.
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2.1.2 Modern Terrorism: Imposing a New World Order

The historiography of the last two centuries reflects the constant emergence of
terrorist groups declaring new objectives, developing contacts with organizations
around the world, and using new weapons. To help delimit the major eras of
modern international terrorism and introduce aviation terrorism in its proper
context, Rapoport’s broad periodizing classification of modern non-state terrorism
will be used here as the appropriate template for the purpose of this research.?’ The
subtle delineation of non-state terrorism as opposed to state-sponsored terrorism
will be discussed below in section 2.3.10. Rapoport situates the waves as follows:

1. Anarchist Wave (from the 1880s until 1920);

2. Anti-Colonial Wave (from the 1920s until the 1960s);

3. New Left Wave (from late 1960s until the 1990s);

4. Religious Wave (from 1979 to present).
Although McAllister and Schmid identify problems of specificity and find some
shortcomings in Rapoport’s classification model, they nevertheless describe it as
powerful in its ability to illustrate the relationship between motivation for violence
and modes of violent activity.®

2.1.2.1 The Anarchist Wave (1880-1920)

The roots of modern-day terrorism can be found in the mid-1800s, when radical
socialists and anarchists in Germany, Russia, and other countries began to embrace
a philosophy of violence targeting oppressive leaders and governments.® Sinclair
contends that the nationalist secret society became more international in its aims
after the urban revolutions of 1848.% Laqueur and Alexander report that in 1849,
Karl Heinzen, a European immigrant to the US, called for the use of murder to
achieve political objectives in unequivocal terms: “Even if we have to blow up half
a continent or spill a sea of blood, in order to finish off the barbarian party, we
should have no scruples about doing it.”® The Italian anarchist movement also
finds its roots in the mid-nineteenth century. Hoffman suggests that Italian
Republican extremist Carlo Pisacane® played a major role in creating anti-state

80. David C. Rapoport, “The four waves of modern terrorism,” chap. 3 in Terrorism Studies:
A Reader, eds John Horgan and Kurt Braddock (New York: Routledge, 2011), 41.

81. Bradley McAllister and Alex P. Schmid, “Theories of Terrorism,” chap. 4 in Schmid,
Handbook, 233.

82. Brigitte Nacos, Terrorism and Counterterrorism (New York: Pearson Longman, 2005),
38.

83. Andrew Sinclair, An Anatomy of Terror: A History of Terrorism (London, Pan Books,
2003), 130.

84. Walter Laqueur and Yonah Alexander, The Terrorism Reader: The Essential Source
Book on Political Violence Both Past and Present (New York: Penguin Books, 1987), 59.
85. According to Hoffman, Carlos Pisacane is one of the most prominent forerunners of
modern terrorism. Initially belonging to the Italian aristocracy, he turned away from his
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and revolutionary movements.® Piscane set forth the theory of “propaganda by the
deed,” which he developed in his Political Testament.®” Marshall reports that
Piscane claimed ideas were the result of deeds, not the other way around.

The Propaganda of the idea is a chimera. Ideas result from deeds, not
the latter from the former, and the people will not be free when they
are educated, but educated when they are free. The only work a citizen
can do for the good of the country is that of cooperating with the
material revolution.®

This theory appears to have had a great influence on terrorists and rebels
emerging thereafter.®® Pisacane advocated the didactic value of violence for
educating people and gaining support for revolutionary purposes.” Other anarchists
engaged in political violence were growing impatient with theory and words. One
of them was “bitter, ascetic, and militant,” Russian nihilist revolutionary Sergey
Gennadiyevich Nechayev who devoted his entire adult life in the pursuit of
revolution.” His Catechism of a Revolutionary, co-written with Mikhail Bakunin in
1869, was promoting the hard-hearted destruction of society and state by small
groups.” One of the first organizations to strongly adhere to Pisacane’s school of
thought (as well as Nechayev-Bakunin’s) and put it into practice was Narodnaya
Volya,” which challenged Russia’s tsarist rule from 1878 on.** They terrorized all
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major centers of authority by perpetrating notorious bombings and had tremendous
success at murdering heads of state, government representatives, Orthodox Church
officials, as well as police and military officers. In 1881 they succeeded in
assassinating the head of government, Tsar Alexander Il, in a suicide attack.”
Seeking a radical transformation of society, Narodnaya Volya’s members
considered terrorism to be a temporary necessity for raising the support of the
masses. Rapoport claims that although their objectives were never met, the group’s
influence lived long enough to create “a ‘culture of terror’ for successors to inherit
and improve.”®® Vladimir llyich Lenin and Ché Guevara were greatly influenced
and inspired by Nechayev’s theoretical work.”” For instance, Guevara built his
terrorist organization around tight little combat units as suggested by Nechayev
nearly a century before.

Anarchist groups differ from modern terrorists insofar as they were generally
reluctant to perpetrate attacks that could cause massive casualties.” They were also
famous for their widespread distribution of “do-it-yourself”-type manuals similar
to the ones that flourished on the Internet in the late twentieth century.*® These
types of publications were and still are an easy way for terrorists to learn from each
other and to exchange terrorist knowledge and practices. In the end, a lack of
organization, the refusal to cooperate with other political or social movements, and
the retaliation of the Communist authorities in Russia rendered the Anarchist
movement ineffective and unsuccessful ™

The assassination of Austrian Archduke Franz Ferdinand and his wife on 28
June 1914, in Sarajevo, Bosnia, by Gravilo Princip, a Bosnian Serb, is a good
example of an attack that created pandemonium. Princip shot dead the couple, heirs
to the Austro-Hungarian Empire, in the hope of liberating his country from foreign
rule. Exactly one month later, Austria-Hungary declared war on Serbia. The stage
was set for World War |, which eventually overwhelmed most of the world and
claimed three empires, 20 million military and civilian deaths, as well as 21 million
wounded.™ This world conflict redefined both the map and the social order of
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Europe, causing the demise of empires and the birth of nations, and left an
unforgettable mark on the world.

2.1.2.2 The Anti-Colonial Wave (1920-1960)

The period between 1920 and 1960 was characterized by the spread of nationalism
and anti-colonialism around the world. Its principal stimulus was the “national self-
determination” movement. As states began to stress the importance of national
identity, populations that had been conquered or colonized were pressed to
assimilate or to struggle for liberation. Two groups were a source of inspiration for
upcoming ones: Irish and Jewish nationalists.

Irish Nationalists

The story of Irish groups engaging in violent attacks to overthrow British rule and
obtain an independent state in Ireland is a long one. Although their struggle started
in the mid-nineteenth century, it continued through most of the twentieth century as
well, and thus overlaps with two waves of Rapoport’s model. The modern struggle
for Irish independence can be helpfully divided into three phases: the Easter Rising
of 1916, the anti-treaty movement of 1922-1923, and more than 80 years of violent
activities by the IRA (and its many splinter groups) following 1923. The history of
these nationalists is prescient, as the politico-military model they developed over
the years would become common amongst terrorist groups in mid-twentieth
century. Within the broader history of Irish nationalist violence, one particular
group stands out from all others. Founded in New York City in 1867, the secret
nationalist and revolutionary Clan na Gael (Irish Family) was the most powerful
criminal organization in the US at the time.'® In 1873, it replaced the rather
ineffective Fenians Brotherhood (created in 1858) as the American counterpart of
the Irish Republican Brotherhood, which carried out terrorist attacks in England.
These groups were skilled at innovating and developing their terrorist MO. For
example, in 1883, Clan na Gael began using sophisticated time-delayed explosive
devices in order to avoid being caught.'®® As many terrorist groups in the twentieth
century would later do, they targeted parliament buildings, town halls, bridges, and
mass transportation systems—especially subway systems—to maximize the impact
of their operations.™ The key aspects of Irish nationalists’ actions during this
period can be summarized in three points: (1) the leaders of various Irish groups
embraced the asymmetric nature of terrorism both in their homeland and abroad,'®
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(2) these leaders were the first to understand the disproportionately large political
gains that terrorism could bring compared to the effort needed to launch an
attack,'® and (3) homesick Irish immigrants in the US diaspora developed a
powerful nostalgia for their homeland and did not hesitate to support the terrorist
cause financially.'”’

The early activities of the Clan reached a climax during the First World War:
on Easter Monday, 24 April 1916, Irish Nationalists participated in a rebellion
commanded by Patrick Pearse and James Connolly. Termed “the Easter Rising,” it
failed, and was suppressed within a week by the British Army. Both leaders, as
well as many of their comrades, were executed shortly afterwards.'® Nevertheless,
the struggle for self-determination continued under the leadership of Michael
Collins and Eamon de Valera.'® Five years later, an anti-treaty movement was
created to oppose a proposition by the British Government offering a limited Irish
Free State. This represents the second phase of Irish nationalist activities as in
April 1922 this movement led to a year-long civil war. Although the war officially
ended in 1923, it was not until 1949 that the state was officially declared to be the
Republic of Ireland. In the meantime, Northern Ireland decided to remain with the
United Kingdom. However, this partition brought Nationalists (mainly Roman
Catholic) into a long powerful fight to obtain the unification with the Republic. It
continued through several armed episodes until 2005, when the IRA suspended its
violent activities."™® In retrospect, McCaffrey argues, the revolutionary
republicanism of both the Easter Rising and the IRA during the Anglo-Irish
guerrilla war (1919-1921), allowed for the emancipation of Ireland from British
colonialism, and established a nation-state that has survived as a successful
example of liberal democracy.™" In brief, in a conflict going back centuries, Irish
nationalists or republicans have come a long way towards becoming the political
movement it is today. It is now seeking its goal by peaceful and democratic means.

Jewish Nationalists

Created in the early 1930’s, the Irgun Zvai Leumi (National Military Organization)
was one of many terrorist groups challenging Britain’s rule over Palestine.
Menachem Begin became leader of the group on 1 December 1943. In the years
preceding the founding of the Israeli state in 1948, he devised a strategy to actively
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fight the British, whom he regarded as illegal occupiers.'> On 22 July 1946, the
group blew up a wing of the King David Hotel in Jerusalem, killing 91 people and
injuring 45 others. The hotel housed both the British government’s secretariat and
the headquarters for the British security forces in Palestine and Transjordan.*®
Despite the attack’s high death toll, the main tipping point bringing the end of
British rule in Palestine, and thus the creation of the state of Israel, was the hanging
by the Irgun of two British Army sergeants on 31 July 1947, a crime British
newspapers decried as an act of “medieval barbarity”."** Hoffman suggests that
maintaining security thereafter emerged as a liability that Britain could no longer
afford.*® The Irgun uprising suggests six potentially instructive indicators that link
with today’s terrorism: (1) considering their resources, they were not hoping for a
decisive military victory, (2) they adopted a strategy of relentlessly targeting
functional sites or equipment, as well as symbolic institutions or security personnel
representing the enemy, (3) they used the simultaneous attacks MO, (4) an integral
and innovative part of their strategy was the use of dramatic acts of violence
intended to attract worldwide attention to their cause, (5) in their march towards
statehood, they sought to garner the sympathy of powerful allies and international
organizations in order to get political support,*'® and (6) Begin never considered his
members to be terrorists but “freedom fighters”.**" Later, rebels stopped calling
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themselves terrorists when the term had acquired a negative connotation. Instead,
they began referring to themselves using terms like separatists, liberators,
revolutionaries, vigilantes, militants, paramilitary guerrillas, rebels, or mujahedeen.

2.1.2.3 The New-Left Wave (1960-1990)

As many countries achieved independence in the 1960s and 1970s, the anti-
colonialist and nationalist movements dwindled, but terrorism nevertheless
remained revolutionary in character. Moghadam explains that their violence was
usually directed against their own governments, which they saw as authoritarian
and fascist."*® Left-wing terrorist organizations were common in Western Europe
and North America between the late 1960s and the early 1980s, and many operated
internationally. According to Zwerman et al., most of the groups were heavily
influenced by the writings of Che Guevara or Mao Zedong, while the radical wing
of the Palestine Liberation movement, which drew on the same ideological sources,
inspired in return some German and Japanese groups.**®

2.1.2.4 The Religious Wave (1979 to present)

Created in 1928, the Muslim Brotherhood is considered to be the world’s oldest
and most influential Islamist organization.*® Their credo is “God is our objective;
the Quran is our constitution; the Prophet is our leader; Struggle is our way; and
death for the sake of God is the highest of our aspirations.”*** The reach of their
organization spreads from Syria, Jordan, Kuwait, Sudan, Saudi Arabia and Yemen.

However, a father figure of the modern Islamic fundamentalism can be found
in Sayyid Qutb, a writer, intellectual and educator, born in 1906. He was
radicalized by the British invasion of Egypt and King Farouk’s compliance with
the British occupation.’” In February 1949, he published—Social Justice in
Islam—his first major work about religion and social criticism. According to Qutb,
there could only be one true system: Islam. His reinterpretation of traditional Islam
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led to the emergence of other radical Islamic groups™? Imprisoned since 1954, he
received a death sentence in Egypt and was hanged on 29 April 1966. After his
death, Qutb became the prophet and martyr of jihad. His ideological influence
remains unchallenged.’** Ayman al-Zawahiri was a leader of the group when it
perpetrated the assassination of President Anwar al-Sadat on 6 October 1981 by
members of Tanzim al-Jihad, an Islamic group created in 1980, is a reminder that
many groups are working together to achive their goal of creating a new Caliphate.

The return of terrorist attacks inspired by religion in the 1980s was marked by
two political uprisings. First, after the 27 April 1978 downfall of the Afghan
government following a Marxist military coup, the tribal groups reacted to the
instability with a self-declared holy war against the new government in the
following year. Berman suggests the coup made the Soviet Union so worried that
they invaded Afghanistan on 24 December 1979, fearing the possibility of being
neighbour to an unstable Islamist State.® On 11 February 1979, a similar situation
in Iran ousted the Shah and saw the return in December of Ayatollah Khomeini as
the country’s new spiritual leader. During the late 1960s and early 1970s, Harrison
writes, there were several attempts at introducing religion into terrorism, but it only
became identifiable after the Iranian Revolution.'® In 1982, following Israel’s
invasion of South Lebanon, Iran expanded its Shiite Muslim reach by supporting
the creation of the Lebanese Hezbollah, or Party of God, which became one of
Iran’s terrorist substitutes."?” They quickly became a threat in the Near and Middle
East. On 23 October 1983, near-simultaneous truck-bombings at French and
American barracks in Beirut killed 241 US servicemen as well as 58 French
paratroopers.®® These attacks were such a major blow that the US and France
decided to withdraw their forces from Lebanon.'®® For its part, Sunni terrorism
emerged in different places with large Islamic populations, such as Egypt, Syria,
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Tunisia, Morocco, the Philippines, and Indonesia. After fighting in Afghanistan,
Sunni warriors went back home with the will to overthrow their own
governments.*® The objective of terrorist groups gradually shifted from creating
secular sovereign states to using religious justification to engage radical Islamic
groups in proxy terrorism.™*"

2.2 Terrorism: Through the Eyes of Experts

The following section of the literature review on terrorism examines the evolution
of terrorism through the eyes of experts in many fields of study. The objective of
this review is to obtain a picture of terrorism in the modern age and to investigate
definitional issues in the study of terrorism. Schorkopf sets the tone of the review
by indicating that academic research on terrorism is closely related to all
disciplines of the social and behavioural sciences, including psychology,
criminology, sociology, history, international relations, religious studies, and
political science, as well as law'* Later, Schmid’s seminal study on terrorism
narrows down the conceptual lenses through which it can be examined to five:
crime, politics, warfare, communications, and religious crusade/jihad.**® Supported
by a survey he directed with leading scholars, Schmid suggests that some of the
main sub-topics of terrorism discussed in the literature include, inter alia,
definitions, ideology, strategies, tactics, MO, terrorist groups, psychology,
violence, and consequences.**

2.2.1 The Challenges of Defining Terrorism

Experts agree that terrorism is one of the most confusing and contested terms of the
political lexicon. Etymologically, the word “terror” derives from the Latin word
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terrere, which means to make tremble.® For Hoffman, terrorism is a quest for
power and dominance, a desire to coerce, control, and intimidate, as well as a way
to trigger fundamental political change.’*® Harmon supports Hoffman’s view by
claiming that terror is not an end in itself, but a means to political power.** Still,
one idea garners consensus amongst the authors—that terrorism is one of the most
confusing and contested terms of the political lexicon. '*®

From a legal point of view, Saul explains that the term has proven notoriously
difficult to define and also remains the subject of continuous debate in international
bodies."* For example, in 1985, shocked by a series of terrorist attacks and
concerned about the increasing loss of American lives in those attacks, US
President Ronald Reagan created a Cabinet-level Task Force on Combating
Terrorism, chaired by Vice President George H. W. Bush. The authors of the task
force’s report spoke to the inescapable difficulties of defining terrorism in no
uncertain terms: “terrorism is a phenomenon that is easier to describe than
define.”*® In the end, like many authors, the task force made the decision to define
the indefinable and created its own definition to serve for legal purposes.

This strenuous undertaking seems to be the norm rather than the exception,
and can be traced back to the first attempt made by the League of Nations to
circumscribe terrorism over 75 years ago.*** Schmid, an internationally-renowned
scholar in terrorism studies, argues that the lack of a definition of terrorism hinders
good cooperation between countries: “the absence of consensus on a legal
definition on a global level is a serious matter, as it impedes international
cooperation against an inhumane practice of waging conflict.”*** Leaning towards
disbelief, Carlton is amazed that no terrorism specialists have yet seemed able to
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agree about how to define terrorism and claimed that amateur definitions account
for a considerable part of the literature on terrorism.'*

The terrorist attacks of 9/11, simultaneously the most publicized terrorist
attack and more specifically an aviation terrorist attack, galvanized the
international community into overcoming these divisive debates over a definition
of terrorism. After all, the greater objective should be to actually and effectively
cooperate with one another to meet and overcome the threat that attacks such as
9/11 posed to countries around the globe. Thus, the lack of cooperation that
Schmidt criticized was to a meaningful degree overcome; however, the challenges
of defining terrorism—and civil aviation terrorism as a distinct phenomenon—
remained, and continue to plague the international community.

2.2.2 Experts on Terrorism

Academic research on terrorism has been the provenance of a limited number of
scholars.*** Thornton and Walter were two of the earliest scholars of terrorism; they
wrote some of the founding texts on the topic in the 1960s.'* Jenkins, Wilkinson,
Bell, Alexander, Laqueur, and Crenshaw followed in the 1970s and became the
leading authors in the field of terrorism studies.**® This was the beginning of the
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emergence of terrorism as a distinct interdisciplinary field of academic study.
Issues of contemporary relevance drove research during this period and in the early
1990s, especially in the US and other Western countries.**” Some of the more
influential research pieces include Wilkinson’s study of democratic options for
fighting terrorism;**® Coogan’s authoritative work on the IRA;*® Alexander’s
valuable examination of the role of media in relation to terrorism;*® Laqueur’s
historical analysis;"®* Hoffman’s work on contemporary terrorism, including
thorough research on the Irgun;**> and Crenshaw’s organizational theories of
terrorism.”™ Later came the inspired work of authors like Sageman’s psycho-
sociological theory of social networks,™ and Moghadam’s psychodynamic theory
of terrorist behaviour.™ Silke, criminologist and renowned international expert on
terrorism, also recognizes the value of Pape’s long-term research on suicide
terrorism,"™° as well as Clarke and Newman’s insightful situational crime

prevention (SCP) approach to terrorism.™’ Silke believes these authors have
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written some of the “most significant and influential books on terrorism because of
their extensive use of statistics to support their arguments.”**®

More recent books on specific issues concerning terrorism demonstrate the
evolution of terrorism research in recent years. They include Richardson’s unique
and engaging analysis of terrorism, its causes, and the motivations of terrorists;'*®
Smelser’s convincing study on the social and psychological dimensions of
terrorism;leo Dolnik’s shrewd comprehensive theory of terrorist innovation; and
Mueller’s critical analysis of governmental exaggeration of the terrorist threat level
and the overreaction demonstrated in response to it.*** The authors cited above are
academic leaders who offer a solid basis for a better understanding of this
phenomenon. Nevertheless, the paucity of two major aspects of terrorism research
is striking. These are (1) studies on the strategies that terrorist organizations
employ and the conditions under which these strategies succeed or fail,"** and (2)
the insufficiency of books, dissertations, analytical, and comparative studies on
terrorism by criminologists. LaFree and Dugan are surprised by this shortage—
terrorists break laws, and that phenomenon is normally of great interest to
criminologists.*®®

2.2.3 Main Focus of the Existing Research

In the wake of the 9/11 terrorist attacks, academic research on terrorism and
counter-terrorism increased dramatically in quantitative terms.'** Ranstorp claims

158. Andrew Silke, “Research on Terrorism: A Review of the Impact of 9/11 and the Global
War on Terrorism,” in Terrorism Informatics: Knowledge Management and Data Mining for
Homeland Security, eds, Hsinchun Chen, Edna Reid, Joshua Sinai, Andrew Silke and Boaz
Ganor (New York: Springer, 2008), 36.

159. Richardson, 2007.

160. Neil J. Smelser, The Faces of Terrorism: Social and Psychological Dimensions
(Princeton, NJ: Princeton University Press, 2007).

161. John Mueller, Overblown: How Politicians and the Terrorism Industry Inflate
National Security Threats, and Why We Believe Them (Toronto: Free Press, 2006); “Is
There Still a Terrorist Threat?: The Myth of the Omnipresent Enemy,” Foreign Affairs
(September-October 2006); John Mueller and Mark G. Stewart, Terror, Security, and
Money: Balancing the Risks, Benefits, and Costs of Homeland Security (New York: Oxford
University Press, 2011).

162. Andrew H. Kydd and Barbara F. Walter, “The Strategies of Terrorism,” International
Security, 31:1 (Summer 2006): 49.

163. Gary LaFree and Laura Dugan, “How Does Studying Terrorism Compare to Studying
Crime?” in Mathieu Deflem, ed., Terrorism and Counter-Terrorism: Criminological
Perspectives, Sociology of Crime, Law and Deviance, Vol. 5 (New York: Elsevier, 2004),
53.

164. Cynthia Lum, Leslie W. Kennedy and Alison Sherley, “The Effectiveness of Counter-
Terrorism Strategies: A Systematic Review,” Crime and Justice, 2:2 (16 January 2006), 1,
http://www.campbellcollaboration.org/lib/project/11/. They surveyed over 20,000 studies on
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that in the aftermath of 9/11, the “field of terrorism studies catapulted from the
relative periphery into the absolute vortex of academic interest and policy concern
worldwide.”® Silke goes even further by arguing that the sheer number of
published research pieces on terrorism nowadays is intimidating and makes it
difficult for researchers to review it all.'®® This is one of the reasons why the
present study does not pretend to offer a comprehensive review of the wide-
ranging literature on terrorism or to even summarize the main schools of thought.
As mentioned in the introduction, the purpose of this literature review is to enable
the author to select a definition of aviation terrorism. This definition will, in later
chapters, be used as the cornerstone for the analysis of ATSD data as well as the
civil aviation legal and regulatory framework. Finally, the definition and the
results of the analyses will become the platform for answering the research
guestion.

2.2.4 Comments on the Existing Terrorism Research

Lum et al. explain that in the first decade of the twenty-first century there was a
massive increase in “personal, commercial and governmental expenditures in the
US on anti-terrorism strategies and programmes designed to fight terrorism.”*®’
However, this increase in the funding of terrorism research did not necessarily
result in better quality results. In line with this, Schmid argued that new empirical
research did not increase proportionally with the production of new publications
and he criticized the fact that few scholars created their own data to formulate
original conclusions, therefore yielding an insufficient number of new studies

terrorism in 2006; Andrew Silke argues that terrorism has become the defining issue of
international politics in the first decade of the twenty-first century. In his survey of terrorism
research published in the first five years after the 9/11 attacks, he found that there are
decidedly more researchers working on the subject than ever before. Based on his
assessment, there has been a small shift away from literature review-based research and an
increase in the use of descriptive and influential statistical analysis. See Andrew Silke,
Research on Terrorism: Trends, Achievements, and Failures (New York: Frank Cass, 2004);
Andrew Silke, “The Devil You Know: Continuing Problems with Research on Terrorism,”
Terrorism and Political Violence, 13:4 (2001): 1-14; and Andrew Silke, “The Impact of 9/11
on Research on Terrorism, ” chap. 4 in Mapping Terrorism Research: State of the Art, Gaps
and Future Direction, ed. Magnus Ranstorp (New York: Routledge, 2007), 76-93.
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Direction (New York, Routledge, 2007), 4.
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Mining for Homeland Security, eds Hsinchun Chen, Edna Reid, Joshua Sinai, Andrew Silke
and Boaz Ganor (New York: Springer, 2008), 27-50.

167. Lumetal., 1.

37



2. Literature Review

supported by statistics or involving new empirical research.'®® Along the same line,
Silke argued that 65 percent of new research published shortly after 9/11 consisted
of literature reviews.®

Of course, collecting information on terrorists is a challenging task due to
their clandestine nature and the dangers associated with the first-hand collection of
data. This lack of data is surely one of the reasons why research on terrorism has
been marginalized within academia and subjected to much criticism for its lack of
rigour and for failing to meet rigorous standards.

Other damaging critiques characterized terrorism research as “impressionistic,
superficial, and offering far reaching generalizations on the basis of episodic
evidence,”™ or argued that the evaluative studies lacked rigor.’”* Czwarno
criticized the general lack of scholarly attention given to terrorist groups;*’* Silke
estimated that studies relied almost exclusively on secondary sources with
questionable credibility,” or relied on open-source information only.*™ It was also
suggested that they often relied on each other’s work, hence creating a circular
research scheme ultimately generating methodological concerns.*” Finally, Reid
argued that such a circular system produced ‘“a static environment, the same
hypotheses, definitions and theories that continued to be analyzed, assimilated,
published, cited and eventually retrieved.”*® Richardson captured the convolution
of research on terrorism and argued that terrorism is a complex phenomenon
employed by many different groups, in pursuit of many objectives, in many parts
of the world, further adding that the key is to understand the nature of the group
you confront.”” This research takes these criticisms seriously, and hopes that
future researchers working on terrorism and aviation terrorism specifically will do
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likewise. The best way to overcome this criticism is to collect new data, including
new empirical data. It is the aim of this dissertation to break out of the “circular
research scheme” and, through original research and the presentation of new and
empirical data, to contribute to this endeavour.

2.2.5 General Observations on the Definition of Terrorism

Experts write in particular historical contexts. Not least because of this, the way
that they define terrorism is influenced by the terrorist attacks that impact their
generation, and the problems (intellectual and political) that their research
addresses. In the wake of new terrorist attacks, fresh and nuanced definitions of
terrorism proliferate. In periods of relative tranquility, other definitions of terrorism
are, generally speaking, not created. This observation seems to confirm the popular
view that terrorism only becomes a priority for governments in the aftermath of
terrorist attacks.

Additionally, what ‘counts’ as terrorism appears to be fairly relative or
subjective. Jenkins argues that what is called terrorism seems to depend on one’s
point of view: “the use of the term implies a moral judgement, and if one party can
successfully attach the label terrorist to its opponent, then it has indirectly
persuaded others to adopt its moral viewpoint.”*”® Concurring, Naftali emphasizes
the fact that aircraft hijackings to Cuba in the 1960s were then considered “routine
domestic criminal matter” by the US,'" but Stampnitzki contends that acts like
these would now be treated as “terrorism™.*® Cline and Alexander add that it is the
responsibility of each sovereign state to decide what is, and what is not, terrorism
according to its own context and needs.*®! Unsurprisingly, Schmid observes that
those involved in defining terrorism mould the definition to fit their unique
purposes or specific requirements, resulting in the politicization of such
definitions.'®

2.3 Aviation Terrorism: A Unigue Phenomenon

For many people, images from past attacks of aviation terrorism serve as a constant
reminder of the devastating consequences of political violence. Regardless of the
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fact that terrorist attacks of all kinds are quickly circulated around the world
through modern communications technology, it appears that, in the collective
imagination, there is an assumption that terrorism is simply a synonym for a
hijacked plane, for the wreckage of a bombed aircraft floating on top of the ocean
or for the live images of two airliners hitting the Twin Towers in New York City
on 9/11. This is not true. Aviation terrorism is a specific type of terrorism. Three
fundamental reasons support the claim that aviation terrorism is a field of study in
its own right and a tactic-specific kind of terrorism rather than a simple variation of
local terrorism gone global. These are:

1. The nature of the act: Terrorist attacks against civil aviation jeopardize
the safety and security of the public and undermine the confidence of the
peoples of the world in the safe and orderly conduct of civil aviation.'®®
This is especially significant when considering the fact that crowds at
airports are made of transient populations that easily becoming disoriented
and vulnerable when they have lost traditional points of reference. Attacks
also have serious consequences on the operation of airports, air services,
and civil air navigation services, thus creating dire economic consequences
for a fragile industry.

2. The specific legal environment: Under the aegis of ICAO, civil aviation
has its own specific legal and regulatory framework complemented by
national justice systems. It precludes Member States from unilaterally
determining what, in their view, constitutes aviation terrorism by invoking
their inalienable right of complete and exclusive sovereignty over the
airspace above their territory as was seen numerous times in the 1970s.'®
Moreover, it excludes the possibility for certain rogue states to take
advantage of treaties’ loopholes to misuse or elude the “prosecute or
extradite doctrine”.'® From that angle, civil aviation levels the playing
field and becomes a unifying international rallying point for countries by
treating aviation terrorism as a distinct category of criminal offenses. In the
words of Saul, it sends the powerful message that the international
community rallies to condemn and stigmatize “terrorism”.*®

3. The intricate enforcement problem: Prevailing threats recognize no
national boundaries, are connected, and must be addressed at the global
and regional as well as national levels.*®” This rule was epitomized by the
9/11 attacks. Indeed, in the air, civil aviation overcomes all national
borders. Consequently, an attack that occurs once an aircraft is airborne

183. Montréal Convention 1971, Preamble; Beijing Convention 2010, Preamble.
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creates a fragile environment requiring immediate action. According to
Article 6 of the Tokyo Convention 1963, the aircraft commander is the
supreme authority of the territory, although the enforcement capabilities
attached to the position are quite limited. To help fulfil his/her duties, the
captain has the prerogative to require or authorize the assistance of any
crewmember or passenger to resolve any breach of security.® This
specific law enforcement capacity encapsulates the distinctiveness of civil
aviation and the power bestowed to its officers. It also guarantees that the
public receives a consistent, coordinated, and rupture-free international
legal response to aviation terrorism.

2.3.1 The Influence of the Past on Aviation Terrorism

In the words of Chaliand and Blin, terrorism is above all a “tool or technique as old
as warfare,” showing that, as a phenomenon, it continuously adapts and transforms
through its users.'™ This literature review demonstrates that pre-modern, modern,
and aviation terrorism all have two common denominators: (1) the intent to create
terror, and (2) the use of weapons and tactics to achieve this.

2.3.1.1 Terrorism Through the Ages

In hindsight, terrorist groups of the past foreshadowed terrorist attacks against civil
aviation in two main ways. Firstly, the Zealots-Sicarii introduced specific patterns
of activity that are continued by modern and contemporary terrorists, political and
religious. As discussed earlier, the Zealots-Sicarii operated in broad daylight, and
always succeeded in eluding arrest. They induced fear in the population by
showing they could strike at any time and get away with it. The Zealots-Sicarii
were also the first known terrorists to kidnap people and negotiate with authorities
to obtain the release of their accomplices.

The Assassins, by contrast, made it a point of honour to never escape the
scene of their crimes, and their accomplices would never attempt to rescue them. In
fact, they sought martyrdom. In a way, this makes them the harbingers of today’s
suicide attackers. For Lewis, a renowned British-American scholar specializing in
the history of Islam, the Assassins may well resemble modern Islamic terrorists. He
suggests that the Assassins’ decision to select well-protected targets and to decide
on a MO that did not allow them to distance themselves from their victims was
indeed a calculated choice.” Lewis goes further and emphasizes the fact that the
vast majority of the Assassins’ victims were Muslims, more particularily dominant
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elites and representatives of apostate regimes of the Islamic world, both Shiite and
Sunni.

Today, considering how much the industry has tightened its security measures
in the last decades, the same can be said in the case of aviation terrorism. In this
context, it is interesting to compare the motives invoked by the 9/11 hijackers to
justify their suicide attacks and the motivation showed by the age-old Assassins:

the calculated use of terror; the total dedication of the assassin
emissary, to the point of self-immolation, in the service of his cause
and in the expectation of heavenly recompense. Some have seen a
further resemblance in that both directed their attack against an
external enemy, the Crusaders in one case, the Americans and the
Israelis in the other.'*

Similarly, Stern maintains that, from a strictly religious point of view, the
Assassins’ political system and religious institution were inseparable and, like that
of some of today’s violent Islamist extremists, that their main objective was to
spread a purified version of Islam.'*

2.3.1.2 The Evolution of Tactics

As mentioned above, although the intent to create terror has remained consistent
throughout the history of terrorism, the tactics with which terrorists have attempted
to create that terror have changed constantly in order to adapt to the particular
circumstances in which the terrorists or terrorist groups were operating. In the
nineteenth century, anarchist attacks mainly caused damage to the property. The
reaction to these violent attacks was the increased feeling of fear within the
population. The twentieth-century nationalists’ objective was quite different; they
sought to cause economic losses to the occupiers. Their cause gained public
support and legitimacy. They were able to collect money for their cause and were
great innovators. However, they quickly transformed their MO and showed they
were ready to kill in order to achieve their political objectives. Clark explains that
behind the Sarajevo assassination of Archduke Franz Ferdinand and his wife in the
summer of 1914 was a self-declared secret extra-territorial terrorist organization
with links to a sovereign government (Serbia), which was scattered in cells across
political borders and maintained a cult of sacrifice, death, and revenge.™

This evolution in tactics and MO was also adopted by many other terrorist
organizations in the twentieth century, starting with the PFLP in the 1960s; it

191. Lewis, Xi.

192. Jessica Stern, The Ultimate Terrorists (Boston: Harvard University Press, 1999), 15.
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and particularly the plot to assassinate Archduke Franz Ferdinand, see locators 1190, 1352,
and 1379.
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shares similarities with al-Qaeda in the 1990s and 2000s. The tactic of aviation
terrorism rose to prominence in the twentieth century. Zwerman et al. studied four
terrorist groups involved in aviation terrorism: the Japanese Red Army or JRA
(1970-2000), the American Weathermen-Weather Underground Organization
(1969-1977), the Black Liberation Army or BLA (1968-1982), and the Fuerzas
Armadas de Liberacion Nacional or FALN (1974-1988)."* Many other groups
have also been involved in aviation terrorism. The importance of stating this here is
to show that aviation terrorism is an integral part of the dynamic history of
terrorism and the evolution of terrorist tactics.

TABLE 2.1 Groups, Motivations, Weapons and Tactics

Motivations Tactics and MO
Killinginthe | Assassins, Thugs, Religious Suicide missions Assassins, Narodnaya
name of God movements Volya. Al-Qaeda
Instilling fear | Zealots, Jacobins, Anarchists, | Mass casualties Thugs, Jacobins, Anar-
Irgun, al-Qaeda chists, Irgun, al-Qaeda
Expelling Zealots, Clan na Gael, Irgun, | Targeting Thugs, Clan na Gael
Occupiers al-Qaeda travelers
Seeking Zealots, Assassins, Clan na Asymmetric Assassins, Clan na Gael,
radical Gael, Anarchists, Narodnaya warfare Anarchists, Irgun
transformation | Volya, Irgun, Nationalists,
of society Anti-colonialists, PFLP, New
Left organizations
Simultaneous Irgun, PFLP, Religious
attacks movements
Dramatic violence | Irgun, PFLP, Clan na Gael

2.3.2 Defining Aviation Terrorism: Determining the Research
Process

The author’s initial search for an academic or professional definition of aviation
terrorism yielded only one result (Avihai’s definition), and that definition was
deemed inadequate (the reasons for this will be explained below). Thus, in order to
devise a suitable and rigorous definition of aviation terrorism as a specific
phenomenon, the author decided to perform a comprehensive review of existing
definitions of terrorism. When none of these definitions turned out to be suitable to
aviation terrorism, the author was then forced to select elements of these

194. Zwerman et al., identified the other groups as follows: from Germany: Red Army
Fraction or RAF (1970-1990s), Movement of the Second of June (1970-1972), and
Revolutionary Cells (1973-1990s); from Italy: Red Brigades (1970- mid-1990s), Front Line
(1976-1982), Communist Fighting Formation (1977-1980); from Japan: Red Army Faction
(1969-1974), Revolutionary Left Faction (1969-1973), United Red Army (1971-1972), East
Asia Anti-Japanese Armed Front (1972-1975); from the US: United Freedom Front (1976-
1984), and EPB Los Macheteros (1978-1988).
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definitions and to craft an original definition of aviation terrorism from their
elements. The following sections will describe this process of selection and
modification leading to the creation of the original definition.

There are two reasons why an appropriate definition of aviation terrorism is
essential to the present research. The first one is academic—a well-established
conceptual framework, built on clear definitions, facilitates communication and
argumentation. In practical terms, chapter 3 will show that a definition can
objectively determine if an attack is deemed criminal or terrorist. This type of
decision is the foundation on which the Global Aviation Criminal Incidents
Database (GACID) and the Aviation Terrorism Sub-Database (ATSD) were
created. The second reason behind the need for a specific definition of aviation
terrorism is legal. As will be discussed in chapter 4, such a definition influences the
legal and regulatory instruments dealing with aviation terrorism. It establishes the
roles, jurisdiction, and legal responsibility of anyone involved in an incident. This
will be the basis used to assess the efficiency of international conventions and
protocols in the fight against aviation terrorism, the central theme in the quest for
an answer to the research question.

Doubtlessly, it would be awkward to research aviation terrorism without being
able to find or shape a definition. Consequently, for the sake of this research, a six-
step process was developed to select such definition. These steps are: (1) to peruse
literature in pursuit of an appropriate definition of terrorism or a pre-existing
definition of aviation terrorism suitable for this thesis, (2) to evaluate the potential
definitions found in Step 1, (3) to analyze the existing terrorism definitions, (4) if
the definitions identified in Step 3 are not suitable for this research, to test core
components of the definitions of terrorism identified in Step 2, (5) to confirm the
main aviation terrorism characteristics identified, and (6) assuming no suitable
definition is found, devise a specific definition of aviation terrorism.

Step 1: Examine Aviation Terrorism Literature

2.3.3 The Search for an Appropriate Definition

Nowadays, academics, policy-makers, and the international community continue to
debate the concept of terrorism at length, but fall short of finding an unequivocal
definition.’®® Hence, many authors complain that this lack of consensus is reflected

195. For discussion on differing definitions on terrorism, see William Connelly, The Terms
of Political Discourse (Princeton, NJ: Princeton University Press, 1993); Omar Malik,
Enough of a Definition of Terrorism (London: Royal Institute of International Affairs, 2000);
Philip Herbst, Talking Terrorism: A Dictionary of the Loaded Language of Political
Violence (Westport, CT: Greenwood, 2003); Schmid, “Definitional Problem,” 375-419;
Reuven Young, “Defining Terrorism: The Evolution of Terrorism as a Legal Concept in
International Law and Its Influence on Definitions in Domestic Legislation,” Boston College
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in the academic literature.*®® As Herbst points out, terrorism has been used as a

label for many different forms of political violence and, as it is often the case, this
label has been exploited to condemn the enemy and “place one’s own group on a
high moral plane”.*®" On the other hand, Gibbs tackles the central definitional
problem and argues that it is “absurd to pretend to study terrorism without at least
some kind of definition of it because leaving the definition implicit is the road to
obscurantism.”**

In addition to these considerations, it was also decided at this point that pre-
9/11 legal and law enforcement definitions of terrorism would not be considered in
the present research because they adopt a criminal justice approach that looks at the
problem from the outcome perspective. A review of many pre-9/11 definitions
showed that, as a rule, legalistic definitions made reference to acts of terrorism
exclusively as crimes against a person or property (by and large usually prohibited
by criminal laws of every nation) and were written with the sole objective of
supporting a criminal prosecution. However, as Crelinsten explains, the fact
remains that treating acts of terrorism as crimes has a delegitimizing effect on the
terrorists, as it evacuates vital components of terrorism, such as ideological or
political motives, fear, and psychological effects.® In the criminal justice system,
these aspects are used for sentencing reasons only once the perpetrator is found
guilty. Such an approach treats acts of terrorism as crimes and ipso facto serves
different needs than those of academic research.? It is true that this approach has
changed to some extent after 9/11 when many Western countries enacted anti-
terrorism legislation.”®* For this reason, post-9/11 legal definitions were considered
in the following search for an appropriate definition process.

Mindful of these considerations, a five-step method was developed to search
for appropriate definitions. These steps involved the collection, elimination,

International and Comparative Law Review, vol. 29 (2006); The Definition of Terrorism: A
Report by Lord Carlile of Berriew, QC, Independent Reviewer of Terrorism Legislation, Cm
7052 (London: Home Department, March 2007), 47; Seth Carus, Defining Terrorism
(Washington, DC: Center for the Study of Weapons of Mass Destruction, National Defense
University, 2008); Boaz Ganor, “Defining Terrorism: Is One Man’s Terrorist Another Man’s
Freedom Fighter?” (1 January 2010), http://www.ict.org.
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See Appendix D, Aviation Terrorism Characteristics Selection Methodology.
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examination and selection of definitions. The final step was the identification of
axioms and variables related to aviation terrorism.

2.3.3.1 Collecting Definitions

The literature shows that two main sources are consistently quoted as the leading
references for definitions of terrorism: Alex P. Schmid’s most recent version of the
Handbook of Terrorism Research (262 definitions)®® and John Richard
Thackrah’s Dictionary of Terrorism (89 definitions).””® Because these two sources
are by far the most prominent references in the academic literature, the initial
collection of possible definitions was limited to the total of 351 definitions of
terrorism contained in their books.

2.3.3.2 Eliminating Definitions

A review of the 351 definitions initially collected allowed for the elimination of 51
duplicates, leaving a total of 300 definitions to be assessed. The goal of this second
step was fourfold: (1) to find definitions specifically addressing aviation terrorism,
(2) if none were found or if a definition was found but did not correspond to the
needs of this research, to collect and compare the fundamentals of each of the 300
remaining definitions, (3) to synthetize core and innovative variables, (4) if, at the
end of the process, no appropriate aviation terrorism definition was found, to select
the core characteristics appropriate to delineating such definition.

2.3.3.3 Examining Definitions

A selection grid was created at this stage of the process. Four objective criteria
were used to proceed with the removal of unsuitable definitions:

1. Materiality: All things being equal, precedence was to be given to
definitions explicitly addressing aviation terrorism, since this is the theme
and major focus of this research.

2. Relevancy: Definitions, axioms, and variables that were too vague or
inadequate to defining or delineating terrorism, and ideally aviation
terrorism, were to be rejected since they could not help identify or
construct a suitable definition of aviation terrorism.

3. Impartiality: Subjective, emotional or politically biased definitions were
to be discarded. In other words, only definitions that were unprejudiced
and politically and linguistically neutral were to be kept.”

4. Simplicity: Excessively long, broad, or descriptive definitions were also to
be removed.?®

202. Schmid, Handbook, 99-157.

203. John R. Thackrah, Dictionary of Terrorism (New York: Routledge, 2004), 66-78.
204. A definition should be objective, apolitical, and linguistically neutral, meaning that
inflammatory connotations and inaccuracies should be excluded.
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An understanding exists amongst authoritative authors suggesting that the
ultimate aim is to find a universal definition that is not dependent on the identity,
motives, or religion of the actors involved in the attack, or on the nationality of the
aircraft or victims, or the countries’ national interest.””® As seen in table 2.2, 300
definitions were analyzed and, at the end of the examination phase, a total of 113
definitions were kept as they passed the test of relevancy, impartiality, and
simplicity. Unfortunately, none of those 113 definitions specifically fulfilled the
materiality criteria, as they did not specifically address aviation terrorism.

TABLE 2.2 Five-Step Definition Analysis Process

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5

Collection | Elimination | Examination Selection Identification
Start 0 351 300 113 29
Remarks Schmid Duplicates Materiality 25 Tinnes’
concerning | (262) Redundant Relevancy definitions definition was
the Thackrah Dismissal Impartiality selected and | selected as the
progression | (89) Rejects Simplicity addition of most adequate
in the Avihai (1) definition
process Others (3)
Finish 351 300 113 29 1

2.3.3.4 Selecting Definitions

Due to the fact that there were still 113 definitions left after the three first rounds of
analysis, the selection phase was initiated. This selection phase consisted in the
elimination definitions, using the four criteria listed above in section 2.3.3.3. This
permitted a reduction in the number of definitions from 113 to 25. A closer
analysis showed that many of those definitions were created by academics to
support their own studies. Many of them showed similarities.

Because these remaining 25 definitions did not specifically address aviation
terrorism, the work of four more authors was consulted and added to the list, on the
grounds that they were often quoted in the literature review on aviation terrorism.
These four authors were not considered in the initial collection and review phase
because they were not included in either Schmid’s or Thackrah’s books. These are:
(1) Hillel Avihai’s dissertation, one of the few documents dedicated solely to
aviation terrorism; " (2) Bruce Hoffman, a recognized expert on aviation terrorism,

205. According to Schmid, Handbook, 5: “broad (and changing) definitions have a tendency
to say different things to different people using the same term.”

206. Ganor, Counter-Terrorism Puzzle, 24; Brian Michael Jenkins, “Foreword,” in lan O.
Lesser et al., Countering the New Terrorism (Santa Monica, CA: RAND, 1999), iv-v; Paul
Wilkinson, “Can a State Be a Terrorist?” International Affairs, 57:3 (Summer 1981): 1.

207. Hillel Avihai, Aviation Terrorism: Evolution, Motivation and Escalation (Saarbriicken,
Ger.: VDM Verlag, 2009), 35-36.
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and a professor who has studied terrorism and political violence for over 30 years
and written a world-renowned book on it;**® (3) Neil J. Smelser, professor emeritus
and co-author of a major report in the aftermath of 9/11,°° who studied the
‘Infernal Problems of Definition and Designation” of terrorism and devised his own
academic definition from a sociological and psychological point of view;?!° (4)
finally, the post-9/11 Patriot Act enacted in the US as a direct consequence of the
2001 attacks, was also selected because it defined terrorism and offered a practical

illustration of issues related to aviation terrorism.?*!

2.3.3.5 Identifying Variables

At this stage, it became evident that no universal and suitable definition of
terrorism would be found. However, as table 2.3 shows, 26 variables related to
definitions of terrorism were identified.

TABLE 2.3 Significant variables extracted from selected definitions

Actor, Non-state actor, Sub-state group Politics

Anxiety, Insecurity Power

Civil Aviation Psychological effect. coercion
Civilian (non-combatant) Publicity

Clandestinity Recurrence, Repetition, Series

Communication of a message Spectacle, Theatricality

Creation of terror Symbolism

Fear Systematicity, Method

Indiscrimination

Target of demands (influence, coercion)

Intentionality, Deliberateness, Premeditation

Target of violence (direct victims)

Instability

Target of terror (wider audience)

Organization Unpredictability

Preparation Violence

Step 2: Evaluate Existing Definitions

2.3.4 Opting for the Most Adequate Definition of Terrorism

The five-step analytical process discussed in the above section revealed that, to the
best of the author’s knowledge, there is no wuniversally agreed upon,
comprehensive, and unambiguous definition of terrorism, let alone aviation

208. Hoffman, Inside Terrorism 1998, 43.

209. Committee on Science and Technology for Countering Terrorism, Making the Nation
Safer: The Role of Science and Technology in Countering Terrorism (Washington, DC:
National Academies Press, 2002).

210. Smelser, 242. See also pp. 229-250 for his definitional examination.

211. Title VI, Section 802 of the USA PATRIOT Act.
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terrorism. In an attempt to refine the exploration for such a definition, the 29
remaining definitions were once more analyzed with the help of a new grid
prepared with the 26 variables identified in table 2.3. The definition that scored the
highest according to that grid was that of Schmid and Jongman, which contained
17 key words. However, after a closer examination, it was rejected on the grounds
that the text was more a narrative of terrorism than a definition. Therefore Judith
Tinnes’s definition, which scored the second highest, was selected. Although her
definition does not explicitly address aviation terrorism, it still represented the best
option for the creation of a tool for analyzing aviation terrorism and answering the
research question. According to the analytical process discussed above, her
definition respected three of the four criteria: relevancy, impartiality, and
simplicity. It reads as follows:

Terrorism is a communication strategy of sub-state actors that, by its
asymmetrical, systematically planned unpredictable violence against
targets selected arbitrarily or for their symbolic value (including
civilians), is meant to create a mood of extreme fear or insecurity in
the civilian population. By means of psychological manipulation,
maximum pressure is meant to be created in order to bring about a
desired reaction.*?

However, Tinnes’ definition displays a surprising major flaw. It does not
address the key characteristic that delineates terrorism from a criminal act: the
overwhelmingly political nature of the attack. In fact, aside from violence, which is
the core element of all terrorist attacks, the political aspect is the second most
important characteristic included in the vast majority of definitions of terrorism.?**
For most leading authors on terrorism the political component is the foundation on
which terrorism is based. For example, Richardson argues that if a terrorist act is
not politically motivated, then it is simply a crime.”** Anderson refines the idea by
adding, “terrorism differs from ordinary criminal violence not merely because it
involves politically motivated violence but mainly in its targeting and intended

212. Judith Tinnes, “Internetbenutzung islamistischer Terror- und Insurgenten gruppen unter
besonderer Berlicksichtigung von medialen Geiselnahmen in Irak, Afghanistan, Pakistan und
Saudi-Arabien,” (PhD diss., Universitat des Saarlandes, Saarbriicken, 2010), trans., Alex P.
Schmid, in Schmid, Handbook, 148. Her definition ranked the highest in the first and second
round of selection using 26 variables. It ranked second behind Schmid and Jongman’s
definition (1988) in the third and final phase. This time around, the grid used 10 axioms and
30 variables. Although Schmid and Jongman’s definition offered an interesting perspective
and corresponded to more variables, it was nevertheless disallowed because it was too long
and descriptive. See Appendix D.

213. Of the 29 selected definitions, 28 considered violence as a core feature of terrorism,
while the political aspect was ranked second by the 23 authors including it in their definition.
214. Richardson, 4.
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effects.”™® In the end, simply put, there can be no terrorism without political
motivation.

Furthermore, there are three terms in Tinnes’ definition that call for
guestioning because their meaning is unclear. The first is asymmetrical, which is
obvious and implicit in the context of terrorism. One would argue that if terrorist
groups had the same resources as military forces, then they would operate in a
context of war, not terrorism. The second term is unpredictable. This expression is
redundant since the factor of unpredictability is always the fundamental objective
sought in any clandestine operation that has to be kept secret until the very last
moment before the attack. If the imminence of a terrorist attack is ever disclosed or
leaked to the authorities, it forces the government to rapidly take all necessary
measures to thwart the attack. The third is maximum pressure, which refers to an
idea that is totally subjective and imprecise. How much pressure authorities can
sustain is a difficult matter to assess because it depends, inter alia, on the actors
involved, the context in which they operate, and the resources deployed by both
sides. Hence, because of these conflicting elements, the terms “asymmetrical,”
“unpredictable,” and “maximum pressure” should be removed from Tinnes’
definition. In spite of these shortcomings, it was decided that Tinnes’ definition
had enough positive features to be the best starting point to eventually achieving a
good working definition. However, the need to make such a decision regardless of
the identified flaws speaks volumes as to what is at stake when searching for a
suitable definition that would help explain why terrorist target civil aviation.

2.3.5 Why is Civil Aviation Targeted?

The literature review offers seven reasons why civil aviation has long been targeted
by terrorists. The first five reasons relate to incentives directly influencing
terrorists’ decision to attack civil aviation. The last two reasons are external
conditions over which terrorist have no direct control but that nevertheless provide
them great advantages when attacks are launched. In order to put these reasons in
perspective, it is important to examine the context in which aviation terrorism
operates. As briefly discussed in chapter 1, aviation has grown to be the
cornerstone of modern-day travel. In 2014, over three billion people were
transported.”® At any given time, civil aviation keeps 1.2 million passengers
aloft.”!” Civil aviation has become a major generator of global commerce and
tourism, as well as a creator of economic and social development. The aerial
transportation network supports some “57 million jobs and $2.2 trillion in

215. Sean K. Anderson, “Warnings versus Alarms: Terrorist Threat Analysis Applied to the
Iranian State-Run Media,” Studies in Conflict and Terrorism, 21:3 (Fall 1998): 281.

216. IATA, “Annual Report 2014,” 6, http://www.iata.org.

217. Ruwantissa Abeyratne, “The conundrum of the inflight security officer (IFSO),”
Journal of Transportation Security, 7:2 (2014): 199.
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economic activity, which is about 3.5 percent of global GDP.”**® However, in the
words of Boubacar Djibo, ICAO’s Transport Bureau Director in 2013, “all facets
of civil aviation are at risk: passenger aircraft, air cargo, airports, and related
facilities and operations.”*® Just like everyone else, terrorists have acknowledged
the importance of this industry by targeting it with various MO. Since the first
hijacking in 1931, nearly every country has been the target of aviation terrorism,
directly or indirectly. Crenshaw contends, “on a global basis, few major industries
have been affected by the growing menace of terrorism as much as civil
aviation.”?

TABLE 2.4 Factors Affecting Terrorist Targeting of Civil Aviation

1. International Prominence of the Palestinian Cause
2. Air Carriers Are National Symbols

3. Powerful Economic Consequences

4. High Lethal Potential

5. Authorities’ Hesitation to Confront Terrorists

6. Information Age Technology

7. Global Inter-Connectedness

2.3.5.1 International Prominence of the Palestinian Cause

The first Palestinian group to be militarily active was Yasser Arafat’s Fatah; the
group’s main objective was to obtain support from Arab countries and international
recognition for the Palestinian cause.””! In 1964, Arafat convinced Fatah’s highest
authorities to initiate military action against Israel.?? It conducted its first sabotage
raid in Israel on 2 January 1965. Between this attack and the Six-Day War in June
1967, approximately 122 attacks were carried out against Israel of which the Israeli
security forces thwarted almost 80 percent.?” In 1967, in the wake of Israel’s
military victory in the Six-Day War, George Habash, Wadi Haddad, and Ahmed
Jibril created the Popular Front for the Liberation of Palestine (PFLP), becoming

218. IATA, “2013 Annual Review,” 4, http://www.iata.org.

219. Paul Tinder, “International Civil Aviation Organization outlines anti-terrorism efforts,”
BioPrep Watch, 5 August 2013, http://bioprepwatch.com.

220. William A. Crenshaw, “Civil Aviation: Target for Terrorism,” Annals of the American
Academy of Political and Social Sciences, 498 (July 1988): 60.

221. Jacques Baud, Encyclopédie des terrorismes et violences organisées (Panazol, FR:
Charles Lavauzelle, 2009), 376-377.

222. Atkins, 22-23.

223. Simon Dunstan, The Six-Day War: Sinai (New York: Osprey, 2009), 7. From 5 to 10
June 1967, Israel and Arab states fought the Six-Day War. Israel swiftly defeated the Arab
coalition and occupied considerable parcels of land, including in the territory of Palestine.
Whereas Arabs perceived this defeat as another disaster, the conflict renewed the PLO’s
conviction to fight Israel.
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the second largest group under the PLO umbrella behind Fatah.?** Henceforth,
Palestinian terrorist groups launched an international campaign against Israel
whereas the Palestinian crisis became a major preoccupation for the Western
World.?® Chapter 3 will offer more information on the PFLP.

2.3.5.2 Air Carriers are National Symbols

Jenkins theorizes that national airlines are highly visible symbols of a country
(similar to embassies and diplomats), as are big corporations with brand names;
these are, statistically, the two favourite targets of terrorists.”® Aviation terrorism
is an ideal way to embarrass the targeted country, and to attack its national pride.
This helps the terrorist to coerce the state authorities into conceding to specific
demands. Sampson suggests, “the airlines, though they seem to defy geography,
are among the most national of industries, inextricably bound up with their home
country’s ambitions and security.”?’ Indeed, despite the inherently corporate
character of the aviation industry, countries have traditionally exercised strong
control over it, including through ownership and management. Citizens take pride
in seeing their “national” air carrier in international skies.

2.3.5.3 Powerful Economic Consequences

Terrorist attacks against the air transportation industry have the potential to cause
both direct and indirect economic devastation. In addition to the loss of life and
damage to the aircraft, an attack on aviation can have fall-out effects on other
industries. Beyond every physical “object” that has a direct or remote monetary
value (e.g., life, aircraft, buildings), the long-term consequences of terrorist attacks
on civil aviation run very deep. Although new measures have greatly improved
aviation security, they are not without costs. In addition to the direct expenditures
associated with the security apparatus (needs for more personnel and equipment),
indirect costs also have to be added to the equation (longer time allocated to travel,
supplementary stress, extra delays, etc.). As a case in point, the 9/11 attacks
embody the best modern example of the large-scale economic devastation

224. Daniel Baracskay, The Palestine Liberation Organization: Terrorism and Prospects for
Peace (Santa Barbara, CA: ABC-CLIO, 2011), 51. Habash was the PFLP leader and the
intellectual. Haddad was the man of action and PFLP’s military chief. On Habash, see Scott
MacLeod, “Terrorism’s Christian Godfather,” Time Magazine, 28 January 2008,
http://content.time.com.

225. Nathalie Cettina, Terrorisme: L histoire de sa mondialisation (Paris: L’Harmattan,
2001), 28-29.

226. Brian M. Jenkins, “The Terrorist Threat to Commercial Aviation” (Paper presented at
the International Seminar on Aviation Security, Herzliya, Israel, 5-9 February, 1989),
http://www.rand.org; MocKaitis, 4, concurs with Jenkins.

227. Anthony Sampson, Empires of the Sky: The Politics, Contests, and Cartels of World
Airlines (New York: Random House, 1984), 19.
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following terrorist attacks against civil aviation. Mueller and Stewart estimate the
full cost of losses experienced from the 9/11 attacks at $200 billion.?”® Much more
difficult to estimate are the costs of the psycho-economical domino effect that
physical destruction triggered worldwide. Disruptions in the transportation system
following the attacks resulted in significant revenue losses not only for air carriers
but also for several industries, most notably tourism. Caldwell and Williams Jr
argue that the significant decline of the stock market following the 9/11 attacks
“showed both the degree to which the American and international economies are
interdependent and the way in which mass panic could cripple the US economy in
a way that even al-Qaeda had not expect.”?* To that effect, Flynn reports that in an
interview with Al-Jazeera Television Network, Osama bin Laden stressed the
billions of dollars of losses engendered by “an attack that happened with the
success of Allah lasting one hour only.”?* Libicki et al. argue that terrorists appear
to have learned so much from 9/11 that they urge Muslims around the world to
“bleed the US dry through repeated strikes against key pillars of the country’s

231
economy.”?

2.3.5.4 High Lethal Potential

Terrorists seeking spectacular attacks have used civil aviation as an often lethal
MO. In contrast to trains or ships, aircrafts are compact and provide perfectly
enclosed environments, resulting in highly credible threats of destruction by crash
or explosions that are likely to cause large-scale casualties.?* In fact, having a large
number of people concentrated in a relatively small area, whether in the aircraft
itself or in an airport terminal, is a sure way for a small group of terrorists to easily
take control of the environment they decide to attack. Acts of mid-air sabotage
have proven to be especially lethal, considering that only five attacks were
responsible for 992 deaths (70 percent of all deaths associated with sabotage).

228. John Mueller and Mark G. Stewart, Terror, Security, and Money (New York: Oxford
University Press, 2011), 61. For an in-depth evaluation of the economic consequences of
9/11 see Walter Enders and Todd Sandler, The Political Economy of Terrorism, 2nd ed.
(New York: Cambridge University Press, 2011), 288-316; Mikel Buesa and Thomas
Baumert, eds, The Economic Repercussions of Terrorism (New York: Oxford University
Press, 2010), 15-24.

229. Dan Caldwell and Robert E. Williams Jr, Seeking Security in an Insecure World
(Lanham, MD: Rowman & Littlefield, 2006), 175.

230. Stephen Flynn, “The Neglected Home Front,” Foreign Affairs, 83:5 (2004).

231. Martin C. Libicki, Peter Chalk and Melanie W. Sisson, Exploring Terrorist Targeting
Preferences (Santa Monica, CA: RAND, 2007), 60. For further discussion on this issue, see
Tanner Campbell and Rohan Gunaratna, “Maritime Terrorism, Piracy and Crime,” chap. 2 in
Terrorism in the Asia Pacific: Threat and Response, ed. Rohan Gunaratna (Singapore:
Eastern Universities Press, 2003), 73-74.

232. Richard Clutterbuck, Kidnap, Hijack and Extortion: The Response (Basingstoke, UK:
Macmillan, 1987), 57.
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These five acts of sabotage are: (1) Gulf Air 771 on 23 September 1983 (112
killed), (2) Air India Flight 182 on 23 June 1985 (329 killed), (3) Pan Am Flight
103 on 21 December 1988 (270 killed), (4) UTA Flight 772 on 19 September 1989
(171 killed), and (5) Avianca Flight 203 on 27 November 1989 (110 killed). Except
for the 9/11 attacks, these sabotage are etched in memory as the five single
deadliest terrorist attacks against civil aviation. Terrorists take advantage of the
fact that, once airborne, an aircraft becomes a place where passengers and crew are
on their own, without appropriate protection. Furthermore, since civil aviation
brings together people from a wide variety of different nationalities onboard an
aircraft or airport, this has the added benefit of formally impacting a great number
of different governments.

2.3.5.5 Authorities’ Hesitation to Confront Terrorists

Many terrorist groups have benefited from the hesitancy of certain government
leaders to either engage them or to order a rescue operation to put an end to a
terrorist attack. The hijacking of Egypt Air Flight 648 to Malta on 23 November
1985 was a stark reminder of harsh costs paid by authorities when showing
reluctance or hesitation to abide quickly by terrorist demands. During a 20-hour
long negotiation with the Maltese government, the hijackers warned that they
would start shooting passengers every fifteen minutes if their demands were not
met. Six persons were shot and thrown onto the runway by the hijackers to
demonstrate their unyielding determination. Four survived their gunshots and
injuries® This disaster showed that, if not well managed, a terrorist crisis can
create havoc and shake the faith citizens have in their government. Until Western
countries decided to resist terrorism and get tough in their negotiations with
terrorists, hijacking was a MO greatly used in the late 1960s and 1970s.%**

Arguing an exception to Article 2(4) of the Charter of the United Nations
allowing military intervention within the territorial integrity of another state, Israel
made the decision to launch a military operation to rescue hostages held at the
Entebbe, Uganda airport on 4 July 1976. The Israeli intervention team rescued 106
passengers and crew taken hostage during the hijacking of Air France Flight 139 a
week before (27 June 1976). Seven terrorists and 13 Ugandan soldiers were killed
during the fighting. There were five other fatalities: the commander of the assault
force and four passengers.*® Nanda agrees with the Israeli position on the grounds
that “for such an action to be justified, an imminent danger to human lives—

233. Charles Daniel Saliba, Hijacking in the Mediterranean: The Five Cases of Malta
(Malta: BDL, 2010), 113. For a full account of this crisis, see 85-123.

234. Peter H. Merkl, “West German Left-Wing Terrorism,” chap. 5 in Terrorism in Context,
ed. Martha Crenshaw (University Park: Pennsylvania State University Press, 1995), 160-
210.

235. Iddo Netanyahu, Entebbe: A Defining Moment in the War of Terrorism (Green Forest,
AZ: Balfour Books, 2003), 8, 193-194.
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indicating an overwhelming necessity for prompt action—is a prerequisite.”?*

Concurring, Schrijver claims that the right of a state (if not a duty) to rescue its
nationals, if necessary by military coercion, is unaffected by the UN Charter.?*’
However, many authors argue differently. For instance, after explaining that
Israel’s main argument presented at the UNSC was based on self-defence of its
nationals, Gray postulates that this point of view is a narrow interpretation of
Article 2(4) of the UN Charter.?® Shaw offers a wider perspective by going back to
the Caroline case of 1837, a seminal legal opinion, which came to be accepted as
part of customary international law. Essentially, this decision sets out four specific
criteria determining that the necessity of self-defence must be “instant,
overwhelming, leaving no choice of means, and no moment for deliberation.”?*
Shaw contends that, currently, the self-defence doctrine needs to be understood
through Article 51 of the UN Charter. Assessing both Articles 2(4) and 51 of the
Charter, he concludes that:

on balance, and considering the opposing principles of saving the
threatened lives of nationals and the preservation of the territorial
integrity of states, it would seem preferable to accept the validity of
the rule in carefully restricted situations consistent with the conditions
laid down in the Caroline case..*

As table 2.5 shows, a total of nine rescue operations were carried out between
1972 and 1994. The first one took place at Lod Airport on 8 May 1972 when an
Israeli commando engaged Black September hijackers. Two terrorists and a
passenger were Killed during this raid and two more terrorists were arrested.
However, this military operation triggered two more retaliatory terrorist attacks
against Israel: (1) on 31 May 1972, Japanese Red Army (JRA) terrorists, linked to
the PFLP, slaughtered 26 persons and wounded 70 more at Lod airport; (2) the
Black September Organization (BSO), a splinter group of the PLO, conducted a
second attack against Israel during the 1972 Munich Summer Olympic Games at
the end of which 11 Israeli athletes and coaches were killed.*" After the 1976
Entebbe raid, only three out-of-jurisdiction commando operations were launched in
foreign countries (Somalia, Cyprus, and Malta). The Egypt Air 648 raid on 24

236. Ved P. Nanda, “Humanitarian Military Intervention,” Worldview Magazine, 23:10 (1
October 1980): 23.

237. Nico Schrijver, “The Use of Force under the UN Charter: Restrictions and Loopholes”
(Paper, ACUNS 2003 John W. Holmes Memorial Lecture).

238. Christine Gray, International Law and the Use of Force, 3rd ed. (New York: Oxford,
2008), 32.

239. Shaw, 1131.

240. Ibid., 1145.

241. Naftali suggests it is then that “the terms “counter-terrorism” and “international
terrorism” formally entered the Washington political lexicon; Blind Spot 55.
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November 1985 in Malta discussed above is the only one that had been authorized
by the sovereign government. That is to say that the necessity of self-defence in
aviation hostage-taking situations was only used twice after the Entebbe raid
(Somalia, Cyprus).

TABLE 2.5 Examples of rescue operations following terrorist hijackings

Date Location Airline Rescuers
1972-05-09 Lod Airport, Israel Sabena 517 Israel’s Sayeret
1976-07-04 Entebbe, Uganda Air France 139 Israel’s Sayeret
1976-08-23 Luxor, Egypt Egypt Air 321 Egypt’s Sa’aqa
1977-10-18 Mogadishu, Somalia | Lufthansa 181 Germany’s GSG-9
1978-02-18 Larnaca, Cyprus Cyprus Airways Egypt’s Force 777
1984-12-09 Tehran, Iran Kuwait 221 Iran’s Security
1985-11-24 Valetta, Malta Egypt Air 648 Egypt’s Force 777
1991-03-26 Singapore Singapore Airlines 117 | SAF Commando
1994-12-26 Marseille, France Air France 8969 France’s GIGN

From a strict law enforcement perspective, with the exception of the three
Egyptian operations, the others were such a great success that it became a deterrent
for those who wished to attack civil aviation. According to O’Kane, it was after the
successful 1976 Entebbe and the 1977 Mogadishu rescue operations that the PFLP
slowly died out from the international scene and confined itself to Gaza and the
West Bank in accordance with the Fatah position.*** By deciding to confront
aviation terrorism the way they did, governments were showing that, regardless of
the attacker, they were ready to take all necessary means to secure the life of their
citizens against violence.

2.3.5.6 Information Age Technology

Schmid argues that terrorism is a combination of violence and communication,
where the immediate victims are often civilians and the main addressee of the
“language of blood” is often a government or its citizens.*® For Bassiouni,
terrorism seeks to instil terror as a way to communicate to the general public the
cause at stake, which is the total opposite of criminals who shun publicity.?*
Alexander and Latter assert that public awareness of the growing incidence of
terrorist activity may be traced back to 1968.%*° Furthermore, many authors have
specifically identified the 23 June 1968 hijacking of EI Al Flight 426 as the date of

242. Rosemary H.T. O’Kane, Terrorism, (New-York: Routledge, 2013), 102.

243. Schmid, Handbook, 2.

244. M. Cherif Bassiouni, “Prolegomenon to Terror Violence,” 12 Creighton Law Review,
12:13 (1979): 752.

245. Alexander and Latter, 7.
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the beginning of modern international terrorism.?*® However, Mahan and Griset
explain that interaction between the media and terrorists intensified in the last part
of the twentieth century because of the increase in information technology and
news coverage, enabling terrorists to communicate their message to a wider
audience.”*’ Purdue argues that the traditional media platform serves as the ransom
paid to terrorists who take hostages since the media gives them the possibility to
convey their message directly to the world.?*® Globalization and 24/7 media
services offer new opportunities to terrorists; this situation further victimizes
hostages.

Additionally, the first decade of the twenty-first century saw the outbreak of a
new trend in mass communication: social media.?*® This new platform instantly
connects people from around the world and allows them to exchange information,
videos, and ideas. For better or worse, both law-abiding citizens and terrorists use
it, giving them the power to amplify the impact of a terrorist attack. For this reason,
Stewart argues that traditional media has lost its predominance as the only terror
magnifier.”® A spectacular image of terrorist attacks result in almost guaranteed,
rapid, and prolonged traditional and social media coverage, which has powerful
psychological and emotional effects on the population.?®® Terrorists know their
attacks greatly magnify their demands or cause.

Publicity as “ransom” is a vital issue when it comes to aviation terrorism
because all international airports have a greater chance of getting intensive media
coverage than attacks in war zones or remote areas. The idea that terrorists are
publicity-seekers agrees with Richardson’s theory, which asserts that terrorists
search for immediate glorification and publicity through such media exposure?*?
This was clearly seen on 9/11, when people were riveted to their TV sets to watch
the events unfold live. Purdue contends that for the vast majority of people,
terrorism is a matter more of images than words.?** Because, for most people, mass
media and popular culture are the major sources of information about events with
which they do not have direct experience, this has a strong negative effect on

246. See 20n54, as well as sect. 3.4.5.

247. Mahan and Griset, 219.

248. William D. Purdue, Terrorism and the State: A Critique of Domination through Fear
(Westport, CT: Praeger, 1989), 47.
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like: Facebook (4 February 2004), Vimeo (November 2004) You Tube (14 February 2005),
Twitter (21 March 2006), Instagram (6 October 2010).

250. Scott Stewart, “Cutting Through Hysteria,” Stratfor Global Intelligence (6 November
2014).
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Terrorist Campaigns (Princeton, NJ: Princeton University Press, 2009), 4.
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people’s sense of security and fear.”®* Knowing that highly dramatic media
coverage maximizes the impact of their attacks and the expression of their
grievances, terrorists take great advantage of this platform.

2.3.5.7 Global Inter-Connectedness

Mobility is another great asset for terrorists attacking civil aviation since it enables
them to escape arrest and prosecution. O’Kane contends that modern technologies
and infrastructure set the stage for international terrorism. She uses civil aviation as
an example, explaining that a hijacked airliner can fly from one country to another,
with global communications allowing for negotiations and contacts with other
terrorists on different continents.”® It is true that modern aircraft are faster and
safer than ever before, allowing business people, tourists, and cargo to move from
one country to another in matter of hours. For terrorists, it means that their
activities know no boundaries. Given the global inter-connectedness of the
industry, it is feasible for terrorists to board an aircraft in one part of the world with
a less stringent security system and attack elsewhere.

From a legal perspective, international aviation terrorism requires the
following elements: (1) the perpetrator and victim are citizens of different states,
(2) the attack is conducted in whole or in part in more than one state, and (3) civil
aviation is de facto an international target.>® Globalization also enables terrorist
groups to recruit, train, and indoctrinate their recruits anywhere on the planet.
Benjamin and Simon argue that information technology and the internet have
become “the delivery vehicle par excellence for a set of powerful ideas, which now
ricochet around the world at lightning speed.” They also suggest that in the case of
aviation terrorism, the Internet goes beyond spreading propaganda since it has
become a key operational tool and is transforming how terrorists do business.?’
Hijackers, bomb makers, and suicide mission operatives can be scattered around
the world and still be able to cooperate easily. From a tactical point of view,
engaging civil aviation targets from different locations simultaneously, as occurred
on “Skyjack Sunday” (6-9 September 1970)**® or on 9/11, exemplify global inter-
connectedness.

254. David L. Altheide, Terrorism and the Politics of Fear (Toronto: Altamira Press, 2006),
1-2.

255. O’Kane, 97.

256. Bassiouni, International Criminal Law, 752. See also Dana Milbank, quoted by Conrad
V. Hassel, “Terror: The Crime of the Privileged — An Examination and Prognosis,”
Terrorism: An International Journal, 1:1 (November 1977): 8.

257. Daniel Benjamin and Steven Simon, The Next Attack: The Failure of the War on Terror
and a Strategy for Getting it Right (New York: Times Books, 2005), 59, 75.

258. On 6 September 1970, the PFLP stunned the world with the first coordinated hijacking
of four aircraft bound from Europe to New York. The most significant target was an El Al
airliner attacked as it took off from Amsterdam, but the operation was blocked. The other
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2.3.6 Theoretical Perspectives on Aviation Terrorism

This section focuses on examining the modern-day literature on aviation terrorism.
As suggested by Harrison, this exercise will be best accomplished by looking at
four broad sources of information: academic, professional, journalistic, and
governmental. >° This exercise will facilitate the acquisition of a comprehensive
array of perspectives that will all be necessary to address the research question.
Some academics specializing in aviation terrorism analyze the relationship between
terrorist attacks and the way democracies deal with the problem. Legal scholars
scrutinize the full complexities of the civil aviation legal and regulatory
framework, international law, and domestic criminal law; these legal instruments
address both the relationship between States in matters related to civil aviation and
the manner in which they collectively and individually deal with terrorist attacks.
Aviation security professionals develop practical security strategies and systems to
detect, prevent, and deter attacks. Journalists offer a distinct point of view on
aviation terrorism by writing on day-to-day stories as they unfold, and they often
write books on specific aspects of the phenomenon. Finally, governments and
international institutions rely on the support of their administration to anticipate
and confront the terrorist threat.

2.3.6.1 Academic Sources

Currently, the literature on the general concept of terrorism is colossal. In the
1990’s, academia had its pioneers in the field of aviation terrorism. St. John wrote
an account of the evolution of international aviation terrorism in the aftermath of
the 1985 Air India Flight 182 sabotage attack.”®® His thorough analysis of airline
and government initiatives inspired many authorities and scholars to continue
developing innovative solutions for enhancing aviation security and acquiring a
new understanding of terrorists. In 2013, during an interview with a journalist, St.
John called for more resilience, suggesting it was important for citizens to continue
living normal day-to-day lives and to refuse to let terrorists instil fear in the

three attacks succeeded and the planes were diverted to Dawson’s field in Zarya, Jordan.
One aircraft, being too big for the airport’s runway, was redirected to Cairo. As soon as it
landed, passengers and crew were evacuated and the Boeing 747 was blown up. The other
two aircraft were joined three days later by a fifth hijacked aircraft. Though many hostages
were liberated along the way, it was only after intense negotiations that the last 57
passengers and crew were finally released on 30 September (after being detained for 25
days) in exchange for convicted terrorists. At the end of the ordeal, as a final act of revenge,
the terrorists used explosives to destroy the three aircraft in full view of media cameras. At
the end of the crisis, the PFLP described the attacks as the first strike in punishing the US for
its peace initiative in the Middle East and for equipping Israel with weapons.

259. Harrison, 8.

260. Peter St. John, Air Piracy, Airport Security, and International Terrorism: Winning the
War against Hijackers (New York: Quorum Books, 1991).
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community.?®* In the UK, Wilkinson established the study of terrorism as an
academic field in its own right, in the face of scepticism and even hostility.?®
Although Wilkinson always had a special interest in aviation terrorism, it is the 22
December 1988 sabotage of Pan Am 103 over Lockerbie that brought him to the
public eye. He produced a powerful body of books, articles, and lectures, and was
regular presence in the media on the evolving threats to aviation security.?®
Jenkins, an internationally renowned authority in the field, has been studying
terrorism for over 40 years. His publications present constant pragmatic and down-
to-earth analyses on terrorism and aviation terrorism as well as options for
preventing and deterring attacks.® He is a relentless advocate of the need for
international cooperation and the coordination of domestic agencies dealing with
aviation terrorism. During an interview in 2008, Jenkins insisted that authorities
must have a better understanding of the terrorism threat and refrain from the
simplistic view that terrorists are mentally disturbed people. He also suggests
“knowledge is the antidote to anxiety.”?®

Some of today’s prominent authors on aviation terrorism are Wilkinson’s
former doctoral students at the University of St. Andrews. Jin-Tai Choi’s book
Aviation Terrorism suggests that governments have failed in their efforts to be one
step ahead of terrorists because their responses are reactive in nature.®® Omar
Malik’s doctoral dissertation contends that despite certain operational successes,
the aviation terrorism tactic used by Palestinians was counterproductive as it
allowed lIsrael to label them as terrorists.”®” John Harrison’s book International
Aviation and Terrorism examines how the international civil aviation community
has dealt with terrorism, particularly through its international conventions and
improved pragmatic security measures.?®® Though he is not one of his former
pupils, Hillel Avihai followed Wilkinson’s academic legacy by studying the

261. Jim Bender, “Terrorist attacks can happen anywhere, retired University of Manitoba
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http://www.winnipegsun.com.
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264. Brian M. Jenkins, Unconquerable Nation: Knowing your Enemy Strengthening
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January 2008, http://www.latimes.com.
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York: St. Martin, 1994).

267. Omar Malik, “A Strategic Analysis of the Origins of International Terrorist Attacks on
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268. Harrison, op. cit. See also by the same author: “The evolution of international aviation
security, from politics to warfare” (PhD diss., University of St. Andrews, 2006).
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evolution of global aviation terrorism. His book Aviation Terrorism: Evolution,
Motivation, and Escalation scrutinises significant terrorist attacks and security
measures put in place to prevent recurrence. He argues that targeting civil aviation
is a calculated and rational decision made by terrorists.?®®

Political disagreements and an early apathy towards research on terrorism as a
field of study have plagued attempts to define the concept of aviation terrorism in
public international air law. Nevertheless, the persistence of terrorist attacks
against civil aviation since the 1960s has compelled academics and scholars
specializing in air law to look into the matter. It is mainly through their
perspectives that ICAO was able to lay the cornerstone on which today’s legal and
regulatory framework is built. Starting in the early 1970s, McWhinney paved the
way in this direction with the publication of 23 books and several hundred legal
articles on the subject.””® Most of today’s authors specializing in aviation terrorism
still cite him regularly as the foundational reference in international law and
terrorism. Currently Abeyratne, former ICAQO Senior Legal Officer, is probably the
world’s most influential author concerning civil aviation law, with dozens of books
and several hundred scientific and legal articles on the subject.?”* Over the years,
he has become a primary source of information on the international civil aviation
legal and regulatory framework.

The literature review has demonstrated that the concept of terrorism is
discussed by many, but questioned by few. Security expert Bruce Schneier is the
exception confirming this rule. He is well known for his candid and lucid
questioning of the effectiveness of civil aviation security systems. His main
message is that security measures are about trade-offs. If one wants more, trade-
offs necessarily have to come into play. In the case of aviation security, Schneier
posits that civil aviation “deserve additional security because they have
catastrophic failure properties."?"

269. Avihai, 257.

270. Edward McWhinney, The Illegal Diversion of aircraft and international law (Leiden,
NL.: Sijthoff, 1975); McWhinney also wrote the following books: Conflict and Compromise:
International Law and World Order in a Revolutionary Age (Toronto: CBC, 1981); UN Law
Making: Cultural and ideological Relativism and International Law Making for an Era of
Transition (New York: Holmes & Meier, 1984); Aerial Piracy and International Terrorism
(Hingham, MA: Kluwer, 1987).
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International Civil Aviation (New York: Springer, 2014); Aviation Security Law (New York:
Springer, 2010); Aeropolitics (New York: Nova Science, 2009); Aviation in Crisis
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Academic sources in other fields of study offer interesting perspectives. For
example, the fields of sociology, psychology, and management can help develop
ways to take charge of operations in case of a terrorist attack, or even better, ways
to prevent or mitigate them. As a case in point, the work of Weick and Sutcliffe
should be an alarm bell for the aviation industry, where the potential for error and
disaster is overwhelming.””® The authors address the importance of building
capacity to prevent and deter catastrophic incidents. Their theory contends that
high-reliability organizations (HRO) consistently deliver high quality performance
even in unpredictable situations. Doing so prevents catastrophic and costly crises.
In other words, the authors argue that organizations should always be proactively
concerned with anticipating and deterring unexpected minor failures, and that the
strategy of merely reacting to events is simply not a good one.

2.3.6.2 Auviation Security Professional Sources

The main obligation of security practitioners is to prevent, deter, or thwart terrorist
attacks against civil aviation. This is the most difficult and important responsibility.
This is why the body of professional literature covering specific security measures
or responses to the terrorist threat has proliferated in the aftermath of 9/11. Ever
since, efforts have been made towards exchanging best practices, recognizing pre-
incident indicators, and developing innovative security measures. Because the US
had been the victim of major attacks in their homeland, and since the American
civil aviation market is the world’s largest, most of the related professional
research originates in the US. When Moore, a US aviation security professional,
wrote his first book in 1976, he was a pioneer.?”* At the time, only a few lawyers
and security practitioners had developed comprehensive studies on the various
aspects of aviation security.

Nearly two decades later, Rodney Wallis, retired director of security for
IATA, became one of the more important contributors in aviation security. His first
book presents a thorough reflection on the problem of aviation terrorism. Many
examples of terrorist attacks against civil aviation are presented in his work and he
uses them to point out the many deficiencies in security measures. Although not
complacent towards the industry, he makes clear that there is no silver bullet for
combating aviation terrorism.?”® His second book, written in 2003, was more
upsetting, and showed that threats were evolving while security measures were still

273. Karl E. Weick and Kathleen M. Sutcliffe, Managing the Unexpected: Assuring High
Performance in an Age of Complexity (San Francisco: Jossey-Bass, 2001).
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World, 1991). A search at the Library of Congress on 30 July 2014 using four keywords—
Auviation Security (140), Airport Security (73), Aircraft Security (3), and Airline Security
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275. Wallis, Combating Terrorism, 43.
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reacting to attacks rather being a step ahead of the evolving threats.””® Years later,
other authors added their contribution to the enhancement of aviation security:
Price and Forest examined the various components of aviation security from
facilities, actors and operations,277 Sweet presented the broad historical context of
international terrorism and discussed how the recurrent attacks were affecting the
industry as well as the traveling public,”® and Elias examined the equilibrium
between security measures and aviation business, and also offered an in-depth
perspective on post-9/11 debates, discussions on inquiry commissions and acts
passed in the US in reaction to the terrorist attacks.?”® Other studies focused more
on the impact and effect of implementing specific tactical security measures and
new technology at airports, rather than the overall impact of strategic-level legal
and regulatory measures. In chapter 4, many of the authors cited above will offer
their points of view on the context in which the evolution of the LRF is to be
understood. Most aspects of the debates related to aviation terrorism have also been
covered in two journals dedicated to the subject: Aviation Security International
Magazine and the Journal of Airport and Airline Security.

2.3.6.3 Journalistic Sources

Many journalists have written on the subject of aviation terrorism. Among the
notable investigators of attacks that marked the history of aviation terrorism are:
(1) David Philips, author of Skyjack, The Story of Air Piracy wrote the story of the
hijacking phenomenon that was very prominent in the late 1960s and early 1970s.
His insightful account of the early series of attacks on civil aviation offers a
precious perspective on the context of this epoch. His work is useful for grasping
the magnitude of the problem with which international organizations and
governments had to deal with at the time, and, with the help of hindsight, it offers
an interesting perspective from which to evaluate ICAO’s reaction time to catalytic
events; (2) Kim Bolan, award-winning investigative reporter for the Vancouver
Sun, covered the downing of Air India Flight 182 in 1985. Shedding light on
international terrorism, her investigation explains how a political decision taken
halfway around the globe could trigger a lethal terrorist attack elsewhere. In this
case, it was the decision of the Indian government to launch a military assault
against the Sikh’s holiest place of worship in the city of Amritsar, Punjab, that later
triggered the sabotage of two Air India flights departing from Canada, which killed
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331 persons;?®* and (3) Matthew Carr, a journalist who has written on multiple
violent conflicts in the world, offers a well-balanced perspective on the history of
terrorism through the ages and presents an insightful account of the origins of the
PFLP’s interest for civil aviation.?

2.3.6.4 Governmental Sources

ICAO has played a leading role in the safety and security of civil aviation since its
creation in 1944. Historically, governments have performed a regulatory role while
air carriers and airports have provided security. As Coughlin writes, the airlines
have usually been “responsible for security from the screening checkpoints to the
aircraft, whereas the airports have been responsible for law enforcement and
general security of the premises.””® Private security firms acting as service
providers usually accomplished the airlines’ duties. In the 1960s, when the industry
began facing a flood of attacks,’®®* ICAO and many governments around the world
began developing a new aviation security infrastructure, which was evidently
reformed in the aftermath of the 9/11 attacks. Among other things, governments
created national security authorities like the US Transportation Security Agency
(TSA), the Canadian Air Transport Security Authority (CATSA), etc. Thereafter,
governments, aviation security authorities, national and international committees,
and courts commissioned studies, reports, and heard testimonies related to aviation
terrorism and aviation security. Currently, these documents represent a great source
of knowledge and information for researchers.

Aside from ICAO, whose sole responsibility is civil aviation, other
international organizations and governments have been key contributors to the
enhancement of knowledge about aviation security and aviation terrorism. The UN,
the International Air Transport Association (IATA), the European Union (EU), the
European Civil Aviation Committee (ECAC), the US General Accounting Office
(GAO), and the US Congress are some of the most prolific authors on the subject.
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A search on the GAO website for ‘“aviation security” yielded over 500
documents—but these related to all aspects of aviation security, not merely to
aviation terrorism. The same search on the US Congress website provided nearly
2,000 results.®

2.3.6.5 Shortcomings in the Existing Research on Aviation Terrorism

In the existing research on terrorism, there are two major gaps in the study of
aviation terrorism. These are: (1) empirical studies specifically addressing the
impact of changes to the international legal and regulatory framework (the present
dissertation aims at filling this gap in the literature), and (2) studies examining the
tactic of aviation terrorism. Wallis writes, “history has shown that motivation to
achieve good security frequently, perhaps normally, comes in the wake of tragic
incidents.”®® Although the probability of an aviation security breach leading to a
catastrophic event is relatively low, Birkland explains that when such attacks
happen, it reinforces the idea that civil aviation is a desirable target for terrorists,
and it reveals why it is in everyone’s interest to ensure that the aviation security
system prevents serious attacks.”®® As ATSD reveals, such attacks are a low
probability, but if they happen, they have a high impact.

Step 3: Analyze Prevailing Definition of Aviation Terrorism

2.3.7 Hillel Avihai’s Definition of Aviation Terrorism

As discussed above, Hillel Avihai is an academic who does distinctive research on
global aviation terrorism. Like most authors addressing aviation terrorism, Avihai
was faced with the absence of a consensus on the definition of aviation terrorism. It
is worth emphasizing the fact that the comprehensive analysis of the 304
definitions discussed in section 2.3.2 resulted in the identification of only one
definition specifically designed for aviation terrorism: Hillel Avihai’s.?®” In fact, to
the author’s knowledge, no other scholar has specifically proposed a definition of
aviation terrorism. Quite the reverse—the literature review showed that authors
choose instead an all-purpose definition of terrorism and then connect it to civil
aviation. Considering this, Avihai’s work was a great contribution. For instance, he

284. The search on the US GAO website showed that the vast majority of these publications
were linked to topics associated with Homeland Security (265) and Transportation (25).
http://www.gao.gov. The exploration of the US House of Representatives website displayed
a wealth of information on topics as varied as: legislation, funding, technology, research and
development, hearings, governance, etc. http://www.search.house.gov.
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explored the characteristics and trends of aviation terrorism for the period of 1968-
2004 and focused on the evolution of terrorists’ MO, motives, and periods of
operation. Along the way, he gathered information on 198 terrorist attacks against
civil aviation.”®® His definition established the distinction between “aerial violence”
(an act committed for the purposes of obtaining personal benefits and achieving
other objectives), “aerial piracy” (illegal acts of violence committed for private
ends by the crew or passengers of an aircraft), and aviation terrorism.?® He laid out
this definition:

Aviation terrorism is a deliberately violent act, sometimes
indiscriminate, aimed at commercial/civilian aircraft and/or against
passengers and/or crew on board, conducted by individuals,
clandestine agents or sub-national groups in order to promote general
political objectives but not fulfill personal benefits exclusively.*°

Avihai enhanced his definition of aviation terrorism by including five criteria
that set terrorist attacks apart from criminal acts;

1. The act of violence is considered as a terrorist act;

2. The attack is aimed exclusively at an aircraft and/or its passengers;

3. The attack is against a civilian carrier only;

4. The attack was aimed at an international or domestic flight;

5. The action is conducted by sub-national groups and/or unofficial

representatives.?™"

Avihai’s analysis of thirteen definitions®* allowed him to identify nine
characteristics he deemed important to his own definition. These are: that
1. terrorism is aimed “deliberately” against civilians and non-combatants at
the time of the event;
. terrorism is related to a political issue;
. terrorism is an ideology;**
. the act contains violent action;
terrorism contains a psychological element;
the act is perpetrated by a sub-national group, non-state entity, individuals
or clandestine agents;

O N~NWN

288. Avihai, 308-346. This was one of the seven databases used to create GACID/ATSD.
289. Ibid., 34.

290. Ibid., 35-36.

291. Ibid., 36-41.

292. Ibid., 12-13.

293. Stating that terrorism is an ideology is another concrete example of the confusion
surrounding the concepts of ideology, strategies, tactics or MO discussed in Appendix C.

66



2. Literature Review

7. terrorist attacks are not meant in all cases to cause death of the hostages or
people involved;

8. the “indiscriminate” element within terrorist activities;

9. terrorism may be conducted by individuals.?*

Avihai further identified a series of MO used by terrorists targeting aviation.
His list include hijackings or attempted hijacking (both against commercial and
cargo aircraft), hostage taking, destroying aircraft after releasing hostages, on-
board or in flight assassination, sabotage or sabotage attempt in the air or on the
ground, flying aircraft into selected symbolic targets, and using aircraft as vehicles
for the spread of Weapons of Mass Destruction, such as chemical or biological
weapons.”” These various MO can be consolidated in three categories: hijackings,
sabotage, and suicide missions. However, awkwardly, this list does not cover
attacks launched on or from the ground, even though the literature review
persistently refers to catalytic attacks committed on the ground. The terrorist
ground attacks listed in table 2.6 are etched in history as coordinated, deliberate
and lethal attacks committed against civil aviation.

TABLE 2.6 Examples of Ground Attacks

Date Description Summary

1970-02-10 | Munich airport Airport bus transporting passengers to an EI Al aircraft

1972-05-31 | Lod airport, Terrorists had just deplaned and were still in the sterile
Israel area, pick up their weapons and started shooting

1976-08-08 | Istanbul airport | Airport bus transporting passengers to an El Al aircraft

1985-12-27 | Rome and Two synchronized machine-gun and grenade attacks were
Vienna airports | aimed indiscriminately at passengers waiting at an EI Al

airline counter or waiting areas of both airports

Examples of important ground attacks against civil aviation are that of the 10
February 1970 and 11 August 1976 terrorist attacks, which deliberately targeted El
Al passengers waiting to catch an airport bus driving them directly to or from an
aircraft. Only a short distance away from their aircraft, they were attacked by a
group of PFLP terrorists. Moreover, the 31 May 1972 attack at Lod airport in
Israel, as well as the 27 December 1985 Rome and Vienna synchronized airport
attacks were targeting identical groups of victims and were claimed by the same

294. Avihai, 14-28. The words in italics represent variables listed in both Avihai’s definition
and table 1.1 of his book. Item 3 stating that terrorism is an ideology is irrelevant in the
context of a definition. The variable labeled ‘individuals’ is repeated twice in items 6 and 9.
In his book, Avihai emphasized the words ‘deliberately’ (item 1), and ‘indiscriminate’ (item
8) by putting them between single quotation marks.
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terrorist group.”® Furthermore, Wadi Haddad, the mastermind behind the PFLP
aviation terrorism tactic made clear that his group aimed at striking not only El Al
planes, but also their check-in counters at airports and their offices away from
these facilities.”” These five ground attacks all demonstrate the importance of
including this MO in any consideration of aviation terrorism as a phenomenon.

For this reason, and in line with the spirit of two ICAO legal instruments,
the present research will therefore incorporate in its database all potential targets in
civil aviation (aircraft in-flight or in-service, ground assets, airport and its
infrastructure, general aviation, cargo/mail, and civil air navigation facilities), and
all attacks against civil aviation that use the ground attack MO. Based on the above
discussion, four MO will be examined: (1) Ground attacks, (2) Hijackings, (3)
Sabotage, and (4) Suicide Missions.

298

2.3.7.1 Assessing Avihai’s Five Criteria®’

1. The act of violence is considered as a terrorist act: Although it is
difficult to "prove" that any given attack deliberately targeted civilians, this
aspect is nonetheless fundamental to any study regarding terrorism. In fact,
it is probably the first reason supporting the need to find a working
definition of aviation terrorism with regard to the present research. Avihai
contends that to be considered terrorists, attackers need to fulfil three
conditions: (1) they must have no prior intention of terrorizing “innocent”
(sic) civilians, (2) there must be no political ideology involved, and (3)
they must demonstrate altruism, in the sense that the attacker must not
receive any personal gain from the attack. However, his three conditions
imply three necessary actions: (1) proving the “deliberate” intention of the
attacker, (2) investigating whether or not the attacker had “no prior
intention of terrorizing innocent civilians,” and (3) knowing whether or not
the attacker adhered to any “political ideology.”*® This raises a baffling
question: how is it possible for a researcher to “prove” any of the three
elements?

2. The attack is aimed exclusively at an aircraft and/or its passengers:
Considering that Avihai’s study makes this criterion a keystone of his
research, it is awkward that this rule does not include all attacks directly
and indirectly involving the global civil aviation environment the way
ICAO does.

296. Since they are catalytic attacks, the Lod, Rome and Vienna attacks will be discussed
further in chapter 3.
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3. The attack is against a civilian carrier only: This point reflects Article 3
of the Chicago Convention 1944 and will also be used in the present
research.

4. The attack was aimed at an international or domestic flight: This point
also reflects the terms of the Chicago Convention 1944 and its Annex 17.
Therefore, it will be used in this research.

5. The action is conducted by sub-national groups and/or unofficial
representatives: Although his arguments are weak and the notion of
terrorist actors is blurred, the examples presented by Avihai in support of
this criterion are valid and this variable will therefore be used in this
research.

2.3.7.2 Assessing Avihai’s Nine Characteristics®"

Avihai develops nine characteristics that complement his five criteria, and touch on
three points crucial to a desirable definition of aviation terrorism (the presence of
non-state actors, civil aviation, and violence). However, many of the characteristics
are a repetition of ideas developed in the five criteria. At best, they emphasize
fundamental aspects of what constitutes aviation terrorism. For example, they
present defining features of the perpetrators (non-combatants, sub-national group,
non-state entities, individuals); they highlight violent acts (indiscriminate and
deliberate targeting of civilians, not necessarily causing death but creating
psychological effects); and they emphasize the political character as the definitive
attribute of terrorist attacks. However, although both criteria and characteristics
make for a decent description of what constitutes an aviation terrorist attack,
including all these features would result in an excessively long definition.

2.3.7.3 Inadequacies of Avihai’s Definition

Bearing in mind the materiality, relevancy, impartiality, and simplicity criteria
discussed in section 2.3.3.3, and after a close examination of Avihai’s work, it was
deemed that his definition contained too many shortcomings to be used in the
present research on aviation terrorism. The points of contention relate to five core
aspects of his definition:

1. Non-inclusive: Avihai makes the aircraft the sole criterion on which his
aviation terrorism definition establishes the grounds on which to decide if
an attack is terrorism-related or not. Thus, all other types of attack not
involving an aircraft are excluded (i.e., at an airport, on civil air
navigation-communication facilities, etc.) Yet, the Montréal Protocol 1988
specifically covers acts of violence committed at airports serving
international civil aviation (including terminal installations, gates, waiting
areas, parking lots, civil air navigation systems, air communication

301. Avihai, 14-27.
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facilities, etc.). Hence, his definition is too restrictive and contrary to the
spirit and provisions of many ICAO legal instruments as it fails to reflect
the entire range of civil aviation services. Furthermore, it simply disregards
conspicuous, catastrophic, and historical events that have left indelible
scars on civil aviation.*”?

2. Outcome-oriented: Rejecting a plot, failed, foiled, or thwarted attack®® is
counter-productive with respect to the objective of this study. Their
exclusion from ATSD because of the narrowness of the definition hinders
the discovery of a thorough answer to the research question, which aims at
assessing the impact of the LRF on aviation terrorism. Engelhardt makes a
strong argument when he explains that, in the context of asymmetrical
warfare, terrorists never have to strike an actual target or even build a
bomb that works.** They simply have to say they will do such things to
move the tectonic plate of aviation security. This idea was exemplified
with the 2010 UPS and FedEx attacks.®”® The US reaction gave al-Qaeda
the opportunity to mock the authorities for calling these attacks a “foiled
plot,” as it cost America and other Western countries billions of dollars in
new security measures.*® It is only by dwelling on the reasons for the
interruption of all terrorist attacks, effective or not, that an answer to the
research question can be found.

3. Motivation-driven: Even though they are often related to each other,
intent should not be mistaken with motive. For the purpose of this
research, a definition of aviation terrorism should only seek to answer the
following question: what did the terrorist(s) want or intend to happen?
(Intent). The intent to cause harm or damages, to terrorize, and possibly to
coerce authorities into concessions for political reasons is what defines a
terrorist attack. Given that a terrorist attack is always politically motivated,
there is no need to further investigate why an attack was perpetrated
(Motive) as Avihai suggests. A motive is an idea located upstream, which
may never come to completion. It precedes intent in terms of action and is
the reason behind the attack, but has no legal standing.>*" Intent is based on
facts and actions (terrorists took up arms, hijacked an aircraft, and shot

302. For examples of Avihai’s disregarded catastrophic airport attacks, see table 2.6.

303. For more details, see Appendix E, Plotted, Foiled, Thwarted, or Failed attacks.

304. Tom Engelhardt, The United States of Fear (Chicago: Haymarket, 2011), 23.

305. On 29 October 2010, two packages, each containing a bomb made of plastic explosives
and detonating mechanisms were found on separate cargo planes. They were bound from
Yemen to the United States, and were discovered at en route stopovers, one in the UK and
one in Dubai, UAE. Each bomb had already been transported on both passengers and cargo
planes.

306. [AQAP], “$4,200,” Inspire Magazine, Special Edition, November 2010, 15.

307. In a court of law, the motive only plays a role in aggravating or mitigating the
sentence.
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people). Intent resides in the field of law alongside means and opportunity,
it is the final step between idea and deed, and it reveals a guilty state of
mind or deliberate determination to commit a crime. For example, an
attack against an aircraft in-flight impairs the live of people; thus it is
deemed that the mere perpetration of the attack involves intent. Simply put,
Ekaterina Stepanova argues that “there are no terrorist goals; there are
terrorist means,”** and these means are unlawful. This opinion finds echo
in Article 1(2) of the Arab Convention on the Suppression of Terrorism (22
April 1998) stipulating that terrorism is: “any act or threat of violence,
whatever its motives or purpose [italics added], that occurs in the
advancement of an individual or collective criminal agenda and seeking to
sow panic among people, causing fear by harming them, or placing their
lives, liberty or security in danger, or seeking to cause damage...”*”

4. Narrowly-focused: As discussed at length in section 2.3.3 above, the
present research examined 304 definitions and identified 26 singular and
essential variables of terrorism. Many of them were related to both
terrorism and aviation terrorism.**® Conversely, Avihai’s analysis only
covered 13 definitions, out of which he developed five criteria, nine
characteristics, and 11 core variables of terrorism. Moreover, three of the
most often quoted variables are not included: fear, influence (in the sense
of coercion), and Target Audience (in the sense of wider audience).*** This
dissertation must necessarily go beyond the narrow scope of Avihai's
research.

5. Discourse-reliant: With his definition, criteria, characteristics, and
comments, Avihai’s definition is quite long. Against this, Schmid and
Jongman, recognized by many to be the authority in the field, suggest that
a definition must be a short stand-alone text, sufficiently complete to not
require any other material to substantiate its meaning.**2

These five shortcomings have important consequences. For example, any
database on aviation terrorism built with incomplete data (as would necessarily

308. Schmid, Handbook, 20.

309. Donald J. Musch, International Terrorism Agreements: Documents and Commentary
(Dobbs Ferry, NY: Oceana, 2004), 294.

310. Many authors have identified the following terrorism variables, which are also
applicable to aviation terrorism: recurrent victimization (repeatedly targeting specific airlines
or flights), MO and weapons (hijackings, Manpads), innovation (suicide missions),
spectacular or theatrical attacks (Skyjack Sunday, 9/11), and symbolic and functional
significance (national carriers, Twin Towers, civil air navigation services). See table 2.3.
311. The last segment of this research’s analysis dissected 113 definitions and the seven
most mentioned key words were: violence (97), political (57), fear (41), influence (40),
target audience (36), deliberate (31), and civilians (31).

312. Schmid and Jongman, 28.
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follow from using Avihai’s too-narrow definition of aviation terrorism) undermines
the trustworthiness of the tool, and lessens the universality of conclusions. It also
hinders the creation of sufficient data and knowledge to find ways to thwart
aviation terrorism.

Step 4: Assess Core Components

Since no definition of aviation terrorism suitable for the present research was
found, the author decided to create one. This was crucial in the context of this
study because the chosen definition helps to delineate what counts as a criminal or
a terrorist act throughout this research. In general terms, crimes always fall under
national jurisdiction while the general orientation and strategy of how to thwart
aviation terrorism is developed at the international level. In other words, the
advantage of having such a definition is that it helps to create objective criterion
for evaluating the international initiatives. If an act of unlawful interference against
civil aviation is not related to terrorism, it falls under national jurisdiction. As it
will be discussed in chapter 4, this demarcation also facilitates the appraisal of the
guantity, quality, and effectiveness of international efforts put forward to address
aviation terrorism. This element is core to the current study.

2.3.8 Selection Process for an Appropriate Definition

At this point, a process was developed to shape a definition of aviation terrorism.
The chosen approach was to (1) review all 29 selected definitions discussed in
section 2.3.4 in order to identify, select, and confirm agreed-upon variables, as well
as adapt or add variables explicitly associated with civil aviation; (2) use pertinent
components, criteria and characteristics of Tinnes and Avihai’s definitions; (3)
blend all identified variables into a single list, eliminate redundancy, and evaluate
each individual characteristic; (4) from this list, to identify wide-ranging themes
and make them axioms; (5) with the remaining variables, to select those supporting
each axiom, and assess their relevance and features; (6) use the newly identified
axioms and variables to create an appropriate definition of aviation terrorism; (7)
test the validity of the created definition by analyzing nine catalytic terrorist attacks
representing the four MO,*"® and make adjustments if necessary; and (8) finally, to

313. The new definition was tested in accordance with the four criteria developed in sec.
2.3.3.3. Since the definition already addressed the materiality criterion (civil aviation), the
three remaining criteria (relevancy, impartiality, and simplicity) were appraised in nine
catalytic attacks selected according to four conditions: historical context, target selection,
innovation and reaction by authorities. Each of them embodies or explains a crucial trend in
aviation terrorism that seems to have had a catalytic effect on the aviation international legal
and regulatory frameworks (see sec. 3.4.5 for more details). The selected attacks are: (1)
Hijackings: 23 July 1968 - El Al Flight 426, 6-9 September 1970 - Skyjack Sunday, and 14
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create a new figure illustrating all the axioms and variables specifically related to
aviation terrorism.

2.3.8.1 Framework for a Definition of Aviation Terrorism

According to Schmid, “the art of making a good definition is to include as few
elements as possible but also as many as necessary,” without succumbing to the
temptation of drafting a description instead of a definition.®** The literature review
and the selection process discussed in the previous section led to the identification
of ten axioms divided into three clusters:

1. Targets of attacks: Influence (Civil Aviation), Violence, Terror, Demands,

and Choice (Civilians)
2. Features of attacks: Violence, Politics, Intentionality, and Systematicity
3. Perpetrators of attacks: Non-State Actors

These axioms and their associated variables will show the complexity of what
is at stake when an attack on civil aviation is launched. They will also unveil the
intricate character of the various actors involved. Moreover, the newly created
definition will also add, differentiate, classify, and simplify a variety of elements
belonging to the specific tactic of aviation terrorism, while excluding other
unrelated ones.

2.3.8.2 Schmid and Jongman: Incorporating Targets into a Definition

Schmid and Jongman accomplished an important breakthrough in 1988 when,
determined to build a consensus on a definition of terrorism, they introduced the
notion of targets into their conceptual discussion.*** It was a break away step from
endless definitional bewilderment because it provided an innovative means of
characterizing major components of an attack. Although the concept of targets has
evolved since Schmid and Jongman first introduced it, it nevertheless offers a solid
starting point for refining a suitable definition of aviation terrorism. In the
beginning, they explored five different types of targets and labelled them as
follows:

1. Target of violence (direct targets of violence are not the main targets);

2. Target of opportunity (victims usually chosen randomly);

June 1985 - TWA 847; (2) Ground Attacks: 30 May 1972 - Lod Airport massacre, and 27
December 1985 - Vienna-Rome synchronized airport attacks; (3) Sabotage: 22 June 1985 -
Air India Flight 182, and 21 December 1988 - Pan Am 103; (4) Suicide Missions: 9/11 in
2001, and 10 August 2006 - Liquids and Gels (LAGSs) Plot. From an empirical perspective,
the definition revealed itself to be a trusting evaluation tool to demarcate a terrorist act from
a criminal one with a worthy degree of certainty.

314. Schmid, Handbook , 61, 73.

315. Schmid and Jongman, 28.
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3. Symbolic target (victims are chosen selectively from a target population);
4. Target of terror (main targets are used to manipulate a distant audience);
5. Target of demands (or target of attention, are those who are coerced).

The “target of violence” is composed of victims directly encountering the
aggressors. During an attack, they become the terrorists’ bargaining chips in
dealings with authorities. As Richardson notes, “The victim of the violence and the
audience the terrorists are trying to reach are not the same.”*'® The distant audience
watching a terrorist attack as it unfolds is the one that terrorists want to impress.
The “target of opportunity” refers to the idea that victims are chosen randomly. For
example, this happens when passengers become hostages during a hijacking attack
that originally targeted the airline company or the country it represents. When the
victims are selected because of whom they are (state representatives, heads of
agencies, etc.) or whom they represent (e.g. functional targets like defence HQ,
military or police staffs, security systems, etc.) they are called “symbolic victims.”
Finally, the “target of demands” is the group of people or authorities that terrorists
wish to influence or coerce into complying with their requests during an attack. In
the case of aviation terrorism, this would be the airline company responsible for the
security of their passengers and crew onboard the aircraft or the government being
requested to act in order to solve the crisis. In 1988, Schmid and Jongman also
identified four core components of any definition of terrorism:

1. Psychological methods (anxiety-inspiring method);

2. Repeated attacks (repeated violent action);

3. Aggressors (“semi-" clandestine individuals, groups, or state actors);

4. Motives (idiosyncratic, criminal, or political reasons).*’

Although a list of nine items usually makes for a long and broad definition,
which is always subject to criticism, this particular list of targets and characteristics
has the great advantage of succinctly including the many aspects of a terrorist
attack. This is why all these notions will be considered in the selected aviation
terrorism definition.

316. Richardson, 5. It is her sixth characteristic.
317. Schmid and Jongman, 28.
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Step S: Identify Main Characteristics of Existing
Definitions

2.3.9 Consolidated Aviation Terrorism Characteristics (CATC)

Schmid and Jongman explain that “a definition is basically an equation: a new,
unknown, or ill-understood term (the definiendum) is described (defined) by a
combination of at least two old, known, understandable terms (the definiens).”**®
Gibbs makes an important point when addressing the importance of brevity:
“defining terrorism is a humongous challenge when considering the task of
capturing the main concepts using [the] simplest words in one brief sentence.”*™ In
this sense, there is a degree of consensus (if not in the wording), at least in the
work of academic researchers such as Schmid and Jongman, Tinnes, and Avihai.
Based on the analysis of the literature review, table 2.7 is an integrative effort to
categorize the most important characteristics of aviation terrorism. Ten generally
accepted definitional axioms were identified, and sometimes rephrased to better
describe an idea related to aviation terrorism. Together, they support a definition of
aviation terrorism as a distinct form of political violence. These axioms are:

TABLE 2.7 Definitional Axioms

Targets of Attacks Features of Attacks
1) Target of Interest (Civil aviation) 6) Violence
2) Target of Violence (Direct victims) 7) Politics
3) Target of Terror (Distant audience) 8) Intentionality
4) Target of Demands (Those coerced) 9) Systematicity
5) Target of Choice (Civilians) Perpetrators of Attacks
10) Non-State actors

Targets of Attacks

1. Target of Interest (Civil Aviation)

A terrorist attack has many targets. Milde contends that, “the real target of
terrorist attacks is not the airline itself but the State it represents.”**

Aviation Infrastructure. This variable comprises all assets, activities, and civil
infrastructure (aircraft, airport and vicinity, civil air navigation facilities).
Groenewege defines a civil aircraft as “any aircraft, excluding government and

318. Schmid and Jongman, 5.

319. Gibbs, 64. He suggests that “in keeping with a social science tradition, most definitions
of terrorism are set forth in a fairly brief sentence.”

320. Michael Milde, “The International Fight Against Terrorism in the Air,” chap. 12 in The
Use of Airspace and Outer Space for all Mankind in the 21st Century, ed. Chia-Jui Cheng
(Cambridge, MA: Kluwer Law International, 1995), 157.
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military aircraft, used for the carriage of passengers, baggage, cargo and mail”;
and civil aviation as “all aviation activities other than government and military
air services.”**

Economy. Mockaitis argues that terrorism is not only socially and emotionally
debilitating, but also very expensive.*? Terrorists understand the effects of
attacks against civil aviation on the economy and capitalize on this, knowing
that all the security measures implemented cannot prevent or deter all attacks.
Commercial Activities. One aspect of aviation terrorism that is not frequently
addressed is the potential for terrorists to strike crucial components of the
aviation infrastructure beyond the aircraft in order to destabilize the industry
financially. According to one definition, their aim is to jeopardize the life,
freedor3r12,3 and the physical, material, and moral well-being of the traveling
public.

Target of Violence (Direct Victims)

The notion of the Target of Violence addressed by Schmid is a distinguishing
trait of unilateral attacks by the armed against the unarmed and defenceless.***
These powerless people are instrumental victims and play a central role in all
acts of terrorism.

Direct Victims. In the context of aviation terrorism, the direct victims of
violence are those confronted by the perpetrators; they are usually unknown to
the attackers until the very last moment. According to Schmid and Jongman,
they are chosen randomly (targets of opportunity) or selectively
(representative, functional, or symbolic targets).*?®

Eyewitnesses. This variable refers to the people who are direct witnesses to an
act of terror (Near Audience), not to the millions of people watching in the
media (Distant Audience). Because they see others go through terrible things,
Howie claims that these “targets are the living witnesses, those that die in the
pursuit are a means to an end.”*

Symbolic Victims. Martin claims that terrorists consider airline passengers as
legitimate symbolic targets, which makes terrorizing or killing them justifiable
in their minds.*" In contrast to “assassination, which aims at having the victim
dead, terrorism does not care about the victim itself because these unlucky few
are not the real targets.”*®

321.
322.
323.
324.
325.
326.

Groenewege, 536. See also his chap. 5, 373-845.

Mockaitis, xiii.

See “Inter-American Convention against Terrorism (draft),” in Schmid, Handbook, 140.
Schmid, Handbook , 47, 125.

Ibid., 130.

Luke Howie, Witnesses to Terror: Understanding the Meanings and Consequences of

Terrorism (New York: Palgrave Macmillan, 2012), 30.

327.
328.

Martin, Understanding Terrorism, 276.
Schmid, Handbook, 62.
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Target of Terror (Distant Audience)

Target of Terror includes any victims affected by the terrorist’s ruthlessness,
cruelty, excessive destructiveness, and surprise.329 Hacker contends that terror
and terrorism share the ruthless use of violence and a clearly demonstrated
indifference towards human life.**°

Wider Audience. Terrorists want their violence to be theatrical and watched so
that they can influence an audience beyond the direct victims. Maximizing fear
and spreading terror to other people not directly involved in incidents helps
terrorist groups garner additional support and sympathy for their cause through
media attention.**"

Creation of Insecurity. Crenshaw-Hutchison argues that terrorism upsets the
social fabric and undermines predictability in social relations, thus creating
insecurity and instability in the community. The level of trust between
community members is reduced and individuals turn inward, concentrating on
their own survival.**?

Creation of Despair. Howie explains that terrorism causes people to feel
terror, the name given to the uncertainty felt in the face of global violence. He
adds that if terrorism does not cause terror, then it is not terrorism.**

Target of Demands (Those coerced)

What makes terrorism different and complex is that the terrorist actor can
move and remove the target of violence while also freezing and immobilizing
the target of terror, impacting the target of demands and manipulating the
target of attention (or target of interest).**

Negotiators. Negotiators interact directly with terrorists, but are not decision
makers. Decisions are always deferred to a higher authority. Their task is to
mediate, pacify the situation, and reclaim control of the crisis. The period of
hijackings in the 1970s showed it was through negotiators that catastrophic
situations were solved or went wrong.>®

Governments/Authorities. During a terrorist crisis, governments have to make
the pivotal decision to negotiate or not negotiate with violent non-state actors.
If they do, this grants legitimacy to terrorists. If they do not, they put people at

329. Schmid, Handbook, 82.

330. Friedrich Hacker, “Terror: Mythos, Realitéit, Analyse (1973),” in Schmid, Handbook,
105-106.

331. Wallis, Safe Skies, locators 207 and 222.

332. Martha Crenshaw Hutchinson, “The concept of revolutionary terrorism,” Journal of
Conflict Resolution, 16:3 (September 1972): 383-396.

333. Howie, Witnesses to Terror, 28.

334. Dilip K. Das and Peter C. Kratcoski, eds, Meeting the Challenges of Global Terrorism:
Prevention, Control, and Recovery (Oxford, UK: Lexington, 2003), 36.

335. The TWA Flight 847 hijacking is a textbook example of the use of aviation as a
terrorist tool.
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5.

risk. Coercing governments by threatening the lives of non-combatant victims
puts an enormous burden on decision makers’ shoulders.

Aviation Industry. Terrorist attacks have major repercussions on the aviation
industry. During such a crisis, the airline company (the target of interest) is
caught between the government(s) and the terrorist(s). In the 1970s, the
pressure was so high that two airline companies chose to make large payments
to the PFLP in return for not attacking their aircraft.>*

Target of Choice (Civilians)

Attacking civilians is a way for terrorists to challenge human rights as well as
the rule of law. It usually triggers swift reactions from countries whose citizens
are affected by the attack. In this way, “terrorism differs from ordinary
criminal violence in its targeting and intended effects.”

Non-Combatants. The term “Non-Combatant” includes both “civilians as well
as military personnel (whether or not armed or on duty) who are not deployed
in a war zone or a war-like setting.”** The UN uses similar terms as in the US
definition to describe a specific category of victims: “a civilian or any other
person not taking an active part in the hostilities in a situation of armed
conflict.”®* Although it refers to this category of persons, it never uses the
term non-combatant.

Indiscriminate Selection. Regardless of motive, means, or scope, an attack is
usually indiscriminate in the sense that it is launched regardless of who could
become a casualty.**

Bargaining Chip. By attacking civilians, terrorists are sure to get publicity and
attract media attention. As Howie explains, “terrorism can be seen as theater
for the living, but those who die in a terrorist attack are instrumental victims
that terrorists use as messages generators.”**" As governments and authorities
must react rapidly to end a crisis situation involving victims of terrorism,
civilians are becoming increasingly valuable victims to terrorists.

336. Carr, 199; Mark Ensalaco, Middle Eastern Terrorism: From Black September to
September 11 (Philadelphia, PA: University of Pennsylvania Press, 2008), 17.

337. Anderson, 281.

338. US Department of State, “Legislative Requirements and Key Terms,” chap. 7 in
Country reports on terrorism 2007 (April 2008): 310-312. http://www.state.gov.

339. UN, International Convention for the Suppression of the Financing of Terrorism, art. 2,
para. 1 (b), adopted by the UN General Assembly on 9 December 1999 and entered into
force 10 April 2002.

340. Schmid, Handbook, 125-126, 129-130.

341. Luke Howie, “Real Fiction: Witnessing terrorism without violence” (paper presented at
The Australian and New Zealand Sociological Associations, Auckland, NZ, December
2007).
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Features of Attacks

6. Violence

Violence is an important aspect of terrorism, which includes an actual attack or
the credible threat of one. Violence can take many forms during and after a
terrorist attack.

Fear. Jenkins, a leading scholar in the field of terrorism, has addressed the
issue of fear in many different ways since 1975. He asserts that: (1)
“...violence designed primarily to instil fear—to terrorize—may be called
terrorism;” (2) “terrorism is violence or the threat of violence calculated to
create an atmosphere of fear and alarm—in a word, to terrorize;” and (3) “it is
aimed at people watching.”**? For Aly and Balnaves

fear is perhaps the most intense of human emotion and can manifest
itself in a variety of ways: a rationale response to an imaginary
danger; it can paralyze or it can motivate; it can serve a political
purpose or it can serve a deep psychological need, it can be
instinctive, inherent to our psychological makeup or it can be
historically specific.>*

Neumann and Smith rightly assert that terror is a description of a particular
kind of extreme fear, which consequently makes terrorism refer to the creation,
or attempted creation, of that sense of fear.3* Fromkin contends that, “Force
usually generates fear, and fear is usually an additional weapon. But terrorism
employs the weapon of fear in a special and complicated sort of way.”**

Physical/Psychological Effects. For Chaliand, terrorism is a particular form of
psychological warfare; a battle of wills played out in people’s minds.**®
Crenshaw contends that terrorists’ aim at creating fear and hostility in an

342. Brian M. Jenkins, International Terrorism: A New Model of Conflict (Los Angeles:
Crescent, 1975), 1-2. He is also the author of: “International Terrorism: The Other World
War,” chap. 1 in The New Global Terrorism: Characteristics, Causes, and Controls, ed.
Charles W. Kegley Jr. (Upper Saddle River, NJ: Prentice Hall, 2003), 16.

343. Anne Aly and Mark Balnaves, “They want us to be afraid: Developing a Metric for the
Fear of Terrorism,” International Journal of Diversity in Organizations, Communities and
Nations, 6:6 (2007): 113-114.

344. Peter R. Neumann and M. L. R. Smith, The Strategy of Terrorism: How it Works, and
Why it Fails (New York: Routledge, 2008), 1.

345. David Fromkin, “The Strategy of Terrorism,” Foreign Affairs, 53:4, (July 1975),
http://www.foreignaffairs.com.

346. Gerard Chaliand, Terrorism: From Popular Struggle to Media Spectacle (London: Sagi
Books, 1987), 107-112, as quoted in Neumann and Smith, Strategy of Terrorism, 8.
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audience identified as the “enemy.”**’" Adler and Denmark argue that terrorism
is an MO using violence against selected victims to deliberately create
psychological effects.**®

Intimidation. The ancient Chinese proverb “Kill one, frighten ten thousand”
perhaps best captures the fundamental aim of intimidation in terrorism.>*
According to Waldron, there are important differences between coercion, on
the one hand, and terror and terrorization, on the other. The latter is an action
that induces “desperate panic and overwhelms a person’s rational decision-
making capability, and distinguishes it from coercion, which concerns actions
that leave room for rational deliberation on the part of the victim.”*®

7. Politics

Political objectives are the raison d’étre of terrorism. A striking example of
this is the bold political statement made by the PFLP with the hijacking of El
Al Flight 426 on 23 July 1968.%*' Such a political statement distinguishes the
terrorist act from the criminal act.

Propaganda of the Deed. The existence of terrorists is based on the actions
they undertake. It is their way to communicate their message to the population,
to demonstrate their existence, and to show their strength. Knowing their
attacks are a provocation, they hope to incite governments into overreactions
that would further help the terrorists’ cause.

Undermining Governments. Richardson suggests that terrorist groups very
often act with the intent of undermining the legitimacy of the state.>*
Terrorists seek to humiliate their enemies, as it is for them “a source of power
and perpetuation for their cause by enabling them to attract new recruits, cause
political concessions.”**

Seeking Reaction. If the State retaliates forcefully, this often stimulates
terrorists even more. This is one important difference between criminals and

347. Martha Crenshaw, “The Causes of Terrorism,” chap. 7 in Terrorism Studies: A Reader,
eds John Horgan and Kurt Braddock (New York: Routledge, 2011), 104.

348. Sarlito Wirawan Sarwono, “Violence in Indonesia,” chap. 6 in International
Perspective on Violence, eds Leonore Loeb Adler and Florence L. Denmark (Westport, CT:
Praeger, 2004), 105.

349. Richard L. Clutterbuck, Terrorism in an Unstable World (New York, Routledge, 1994),
3.

350. Jeremy Waldron, “Terrorism and the uses of terror,” Journal of Ethics, 8:1 (2004): 11-
12. For a thorough perspective see pp. 5-35. See also Tamar Meisels, The Trouble with
Terror: liberty, security and the response to terrorism (New York: Cambridge University
Press, 2008), 9.

351. Hoffman, Inside Terrorism 1998, 67.

352. Richardson, 78.

353. Chris Eisenbies, “What Terrorist Want: Understanding the Enemy, Containing the
Threat,” Air and Space Power Journal, 22:2 (Summer 2008): 108-109.
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terrorists, as the former usually commit crimes without worrying how
lawmakers will react, while the latter often attack in order to generate a
reaction from the authorities.***

Intentionality

This axiom refers to the intention of the perpetrators, not to the consequences
of their attack. Because it is a highly spectacular, theatrical, and strategic act of
violence, a terrorist attack targeting civil aviation is never spontaneous.
Premeditated. Terrorists targeting civil aviation focus on high profile and
symbolic targets. In order to avoid setbacks, “such sophisticated attacks require
multiple operatives and longer planning cycles [rather] than a simply
constructed, less-spectacular plan.”*®

Deliberate. “Terror and terrorism very rarely represent senseless, explosive
outbursts, symptomatically signifying loss of control, but are predominantly
instances of strategic, deliberate purposeful aggression, carefully timed and
figured out to produce optimal results, that is, maximal audience reaction and
participation.”**°

Innovative. Terrorists targeting civil aviation always try to overcome security
measures using new technologies, to alter and improve their approach, and to
find ways to improve their already-existing capabilities.®*” In their search to
exploit vulnerabilities, terrorists will adjust their MO. For example, when
explosive detection systems were implemented at airports in reaction to
previous attacks, terrorists found innovative methods in order to conceal their
devices.*®

Systematicity

Drake contends that, “ideology supplies terrorists with an initial motive for
action and provides a prism through which they view events and the actions of
other people.”** Terrorists usually follow a pattern according to their ideology,

354. LaFree and Dugan, 66.

355. Lauren B. O’Brien, “The Evolution of Terrorism since 9/11,” FBI Law Enforcement
Bulletin (September 2011), http://www.fbi.gov.

356. Frederick J. Hacker, “Terror and Terrorism: Modern Growth Industry and Mass
Entertainment,” Terrorism: An International Journal, 4:1-4 (1980): 144.

357. Dolnik, 6.

358. Explosives have been concealed in a wide variety of objects like: (1) Suitcase (booby-

trapped): 28 July 1971, El Al flight; (2) Cake: 1 September 1971, El Al flight; (3) Radio:
June 1985, Air India 182; (4) Eyes-contact lenses bottle: 11 December 1994, Philippine
Airlines; (5) Shoes: 22 December 2001, American Airlines 63; (6) Beverage bottle: 10
August 2006, multiple flights from the UK; (7) Underwear: 25 December 2009, Northwe
Airlines 253; and (8) Printer Cartridges: 29 October 2010, FedEx and UPS.
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359. C. J. M. Drake, “The Role of Ideology in Terrorists: Target Selection,” Terrorism and
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strategy, tactics, and preferred MO. All of these criteria leave a particular
signature and reveal the evolution of a terrorist campaign.

Terrorist campaign. Terrorism can be understood as a form of sustained
violence. Knowing whom the enemy is enables one to know if an attack is part
of a broader plan or if it is an isolated incident. However, the most lethal
terrorist groups involved in long-term campaigns have a propensity to use
creativity and innovation as a hallmark of their trade.**°

Communicating a Message. Terrorist acts are used to garner attention and
publicity in order to communicate a message to the largest population possible
about the terrorists’ cause, ideology, and objectives. Attacks can become
massive media events ensuring terrorists remain in the spotlight for a while.
Richardson believes that terrorists aim at sending a message rather than at
defeating an enemy.**"

Recurrent targets. Civil aviation was an obsession for the PFLP in the late
1960s and 1970s. Later, the Twin Towers in New York City became a fixation
for al-Qaeda. Consistently targeting the same targets also leaves the attackers’
particular signature.

Perpetrators of Attacks

10. Non-State Actors

Burleigh explains that terrorism is “primarily used by non-state actors to create
a psychological climate of fear in order to compensate for the legitimate
political power they do not possess.”** Engene further explains that terrorism
has to do with the means employed, not the identity of the actor or his motives
for employing violence.*®

Attackers. Terrorist groups incite individuals, like lone wolves or lone
attackers, to commit terrorist acts without following specific orders or chains
of command. Although lone wolves have been involved in terrorism in the
past,*® LaFree and Dugan argue that most terrorist activity is committed by

360. James J. F. Forest, “The Modern Terrorist Threat to Aviation Security,” Perspectives on
Terrorism, 1:6 (2007), http://www.terrorismanalysts.com.

361. Richardson, 81.

362. Michael Burleigh, Blood and Rage: A Cultural History of Terrorism (New York:
Harper Perennial, 2010), xiii.

363. Jan Oskar Engene, Terrorism in Western Europe: Explaining the Trends since 1950
(Cheltenham, UK: Edward Elgar, 2004), 12.

364. Lone wolves really act alone from start to finish. They are most often involved in
ground attacks perpetrated ahead of the security screening area of an airport. Although they
appear to be acting alone, lone attackers are different because there are always supported by
conspirators involved with them before, during, and after an attack. The best example of
such a case is the 25 December 2009 attack, by Umar Farouk Abdulmutallab, the
‘Underwear Bomber.” Trained in Yemen, given an already prepared innovative explosive
device by a skilled bomb maker, helped to prepare his travel itinerary to go through three
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groups of individuals whose membership is dynamic.’® Nevertheless, single
actors (Lone wolves or Lone attackers) continue to perpetrate terrorist
attacks.*®®

Clandestine (or semi-clandestine). In contrast to criminal organizations,
terrorist groups are distinguished by the isolation of their practitioners and by
their clandestine operations. Although both operate in secrecy, criminal
operations are based on the creation and continuing existence of broad network
of groups and individuals amenable to buying their products and services. In
contrast, terrorist groups need to be totally clandestine so their plan can go
undetected until the very last moment. Zwerman et al. studied sixteen terrorist
groups that all went underground because there was, inter alia, a climate of
intense police and state activity intended to chill dissent, and increase
repression.®®’

Conspirators. The notion of the perpetrator extends far beyond the individual
“pulling the trigger”.*® It includes the mastermind of the operation and all
those involved in planning, funding, supporting (before, during and after the
attack), and cooperating with those committing the terrorist act. A good
example of the wide network of conspirators is the case of Richard Reid, the
“Shoe Bomber.” When Saajid Badat was arrested, it was revealed that he was a
second “would-be plane Shoe Bomber,” a part of a wider plan. Both Reid and
Badat worked with the same planners and handlers, although they did not
know about each other.**®

different countries in order to avoid detection before the last leg of his mission, and guided
through Amsterdam airport by a conspirator—these facts are all evidence that he was not
acting as a “lone wolf” coming out of nowhere. He was a lone attacker with team and a plan
behind his attack.

365. LaFree and Dugan, 68. This is supported by Martha Crenshaw, “The Psychology of
Terrorism: An Agenda for the 21st Century,” Political Psychology, 21:2 (June 2000): 409.
366. For further discussion on this issue, see Jeffrey Kaplan, Helen L66w, and Leena
Malkki, “Introduction to the Special Issue on Lone Wolf and Autonomous Cell Terrorism,”
Terrorism and Political Violence, 26:1 (2014); Jeffrey D. Simon, Lone Wolf Terrorism:
Understanding the Growing Threat (Amherst, NY: Prometheus), 2013; George Michael,
Lone Wolf Terror and the Rise of Leaderless Resistance (Nashville: Vanderbilt University
Press, 2012); Ramon Spaaij, Understanding Lone Wolf Terrorism: Global Patterns,
Motivations and Prevention (New York: Springer, 2011).

367. Zwerman et al. “Disappearing Social Movements” Mobilization: An International
Journal, 5:1 (2000): 93.

368. The Hague Convention 1970, Art. 1, and Montréal Convention 1971, Art. 1.

369. BBC News, “Terrorist suspect admits plane plot,” 28 February 2005.
http://www.newsbbc.co.uk.
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2.3.10 State-Sponsored Civil Aviation Terrorism

State-sponsored terrorism has been considered throughout this study. Indeed, many
states unwilling or unable to fight their opponents directly have often decided to
fight them furtively by supporting aviation terrorism as a coercive tactic used to
achieve political ends and create a climate of terror. Going back nearly two
centuries, Duncan demonstrates that state-sponsored terrorism is an old
phenomenon.*”® Addressing the rationale behind this state sponsorship, Richardson
explains that states have taken advantage of existing terrorist groups to carry out
terror attacks rather than directly using their own state apparatus.*”* That is, states
chose to give financial and other assistance to existing terrorist groups rather than
to create their own or to carry out terrorist attacks using government forces.
Showing that this kind of agreement was valuable for both states and terrorists
groups, Byman explains that, “during the 1970s and 1980s, almost every important
terrorist group had some ties to at least one supportive government.”*’? However,
as Hanhimaki and Blumenau expound, many aspects and mechanisms of the 1970s
and 1980s terrorism were Janus faced—on the one side there was the known
protagonist, on the other side the intelligence agencies and secret policies, whose
exact influence on the events is still a matter of dispute.’”® They also assert that
without state support and international cooperation among the groups themselves
during these two decades, terrorists would most certainly not have been as effective
and operational as they were.*"

Based on an analysis of the literature, the author of this study decided not to
exclude allegedly state-sponsored terrorist attacks against civil aviation from
ATSD since it would offer a blinkered representation of the actual phenomenon of
aviation terrorism. Consequently, for the sake of this research, every terrorist and
terrorist group that has attacked civil aviation is deemed to be a non-state actor.
This might seem to be an unwarranted interpretation of the rule set up by the
aviation terrorism definition presented below, but it is not. It is quite the opposite
since it asserts that dismissing terrorist groups that received a helping hand from
rogue states in their path to achieving their political or religious goals would
simply be wilful blindness. As a case in point, disregarding the key role played by
Libyan terrorists in the sabotaging of Pan Am 103 on 21 December 1988 (270

370. Ken Duncan, “A Blast from the Past: Lessons from a Largely Forgotten Incident of
State-Sponsored Terrorism,” in Perspective on Terrorism, 5:1 (2011),
http://www.terrorismanalysts.com/pt/index.php/pot/article/view/133/html

371. Richardson, 52.

372. Daniel Byman, Deadly Connection: State That Sponsor Terrorism (New York:
Cambridge University Press, 2005), 1.

373. Jussi M. Hanhiméki and Bernhard Blumenau, eds, An International History of
Terrorism: Western and Non-Western Experiences (New York: Routledge, 2013), Kindle,
locator 3230.

374. Ibid., locator 3526.

84


http://www.terrorismanalysts.com/pt/index.php/pot/article/view/133/html

2. Literature Review

fatalities) as well as the bombing of UTA flight 772 (171 fatalities) on 19
September 1989 because of the involvement of the Libyan government would be
inappropriate. Incidentally, the international community, in a 2003 UNSC
Resolution, recognized the utmost significance of Libya’s involvement in these
attacks and sanctioned the country accordingly.’”® The Libyan government
accepted responsibility for both attacks and agreed to pay appropriate
compensation to the families of the victims. This concession constituted a rare
recognition by Libya of its involvement in terrorist activities. This is one more
reason supporting the decision to include such attacks in ATSD.*"

375. UNSC, Resolution 1506 (12 September 2003).

376. ATSD also lists two terrorist attacks against civil aviation directly linked to North
Korea: (1) The Seoul’s Kimpo international airport perpetrated on 14 September 1986, and
(2) the sabotage of Korean Airlines 858 on 20 October 1987. The Iranian-sponsored
Hezbollah is similarly responsible for an airport attack in Kuwait (1983-12-12) as well as
four hijackings (Kuwait Airlines 221, 1984-12-04; TWA 847, 1985-06-16; Iraqi Air 163,
1986-12-25; Air Afrique 56, 1987-07-24).
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Step 6: Devise a New Definition of Aviation Terrorism

2.3.11 Ten Most Salient Characteristics of Aviation Terrorism

For the purpose of the present research, a short, unambiguous, and pragmatic
definition was devised. This polycentric definition does not pretend to solve the
problem of defining, once and for all, the phenomenon of aviation terrorism. This
was not the objective. Rather, a clear and objective definition, however provisional,
was needed for the specific context of the present research. For example, it will be
used to differentiate criminal and terrorist attacks in chapter 3. In chapter 4, it will
be used to evaluate if aviation terrorism is in fact specifically addressed in the legal
and regulatory framework, because it cannot be denied that criminal incidents have
also shaped civil aviation.

Bearing in mind the essential characteristics identified in Tinnes’ definition
(discussed in section 2.3.4 above), a new definition of aviation terrorism was
formulated. This adaptation was made with the help of the series of ten
fundamental axioms harvested from the collection of definitions discussed
above.*”” Furthermore, each of the 10 axioms was enhanced by three variables. The
list of 40 characteristics (10 axioms, 30 variables) aims to disclose both the concept
of aviation terrorism and the terrorist calculus behind the tactic. This adapted
definition is based on three core aspects (targets, features and perpetrators), and
reads as follows:

Aviation terrorism is a political act against civil aviation carried out by
non-state actors who systematically target civilians and intentionally
use violence in order to create terror and coerce authorities, at times,
by making demands.

As a result, figure 2.1 synthesizes all the information necessary to define
aviation terrorism. The list of ten axioms (and 30 variables) can also be used as a
checklist to verify if an attack meets the requirements for classifying an act of
aviation terrorism. As explained above, this matrix will be used in chapter 3 to
delineate criminal incidents and terrorist attacks in GACID/ATSD.

377. See also Appendix D.
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FIGURE 2.1 Consolidated Aviation Terrorism Characteristics (CATC)*"

378. Sequential order in which all ten axioms were inserted in the new definition: (1)
Aviation terrorism (Civil Aviation); (2) is a political act (Politics); (3) carried-out by non-
state actors (Non-State Actors); (4) who systematically (Systematicity); (5) target (Target of
Violence); (6) civilians (Civilians); (7) and intentionally (Intentionality); (8) use violence
(Violence); (9) in order to create terror (Target of Terror); and, at times, make demands
(Target of Demands) to coerce authorities.

87



2. Literature Review

Summarizing Remarks

The purpose of this dissertation is to assess whether or not the international legal
and regulatory framework has had any impact on aviation terrorism. To complete
this study, it was necessary to conduct a comprehensive and critical review of the
academic literature on terrorism and aviation terrorism as, although aviation
terrorism is the focus of this research, the history of terrorism is the history from
which aviation terrorism emerged, and an understanding of that history is integral
to any effort to comprehend or evaluate the phenomenon of aviation terrorism. This
review provided an understanding of the context, history, and evolution of aviation
terrorism, which is central to the current research.

The objective of this chapter was to two-fold: firstly, to provide a systematic
assessment and analysis of the literature related to terrorism and aviation terrorism
and, secondly, to search for and provide an adequate definition of aviation
terrorism. As mentioned above, academic research on aviation terrorism as a
specific field of study is neglected compared to the field of study on the broad
concept of terrorism. Nevertheless, this literature review was able to gather and
review a series of documents written on aviation terrorism and aviation security. It
showed that, in the last three decades, aviation terrorism has garnered a lot of
attention from international organizations, governments, and the press. These
extra-academic entities have brought new perspectives to a problem (aviation
terrorism) that is no longer seen as a mere series of episodic shock waves.
However, from an academic perspective, much still remains to be done to enlarge
the spectrum of knowledge concerning the singular phenomenon of aviation
terrorism.

This chapter revealed that terrorism is an old phenomenon that has evolved
over two millennia, changing with the objectives of its perpetrators and the
contexts they were facing. Terrorism has served as a vehicle for the claims of
groups from very disparate horizons, from India’s Thugs to Italy’s Anarchists, the
PLO to al-Qaeda. Weak actors have shown a predilection for terrorism. By
destabilizing their enemies through unconventional means, terrorists have sought to
achieve their objectives. Yet, despite its ancient roots, there exists no consensus on
the definition of terrorism, whether at the international, academic, and even
national level. Most actors involved in counter-terrorism have tailored the
definition to their specific needs and objectives. Despite this, similarities exist
between the overly abundant definitions of terrorism. Indeed, words such as
violence, politics, fear, multiple targets, and non-state actors were part of the
common vocabulary for describing terrorism. Based on these similarities—as well
as the shortfalls of the hundreds of definitions analyzed—a new and “enhanced”
definition of aviation terrorism was created. This was done by using 10 axioms and
30 variables aimed at leaving no room for interpretation as to what constitutes
aviation terrorism. The author believes that, after being challenged by the problem
for nearly half a century, the time is now ripe for academics to include aviation
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terrorism in the more comprehensive lexicon of terrorism. It is with this objective
in mind that this distinctive definition is offered, with the hope that it will become
the foundation on which other researchers can now further their studies to enhance
and enshrine the concept of aviation terrorism.

The next chapter examines statistics related to attacks against civil aviation.
The new definition of aviation terrorism will be used to delineate criminal and
terrorist acts. This categorization will allow for the isolation of all terrorist attacks,
which are the main academic interest of the present research.
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Aviation Terrorism
Sub-Database

Introduction

This thesis’ research question demands that aviation terrorism be quantified in time
in order to measure the extent to which the international legal and regulatory
framework (LRF) has impacted aviation terrorism in terms of reducing the number
of attacks and casualties. Chapter 3 achieves this task using statistics on civil
aviation terrorist attacks obtained through the creation of the Aviation Terrorism
Sub-Database (ATSD) described in chapter 1. The main objectives of gathering
such statistics are: to identify statistical trends of aviation terrorism, to identify
correlations between sequences of events, and to draw some conclusions regarding
this phenomenon. Compared to common crimes, terrorist acts are rare, if not
unique; this makes it difficult to speak of patterns and common dimensions.*”
However, as discussed in chapter 2, section 2.3.11, terrorist attacks against civil
aviation all share common characteristics®**—these will be used in this chapter to
delineate criminal from terrorist attacks.

This chapter has three main sections. The first one provides supplementary
information on the process that led to the creation of ATSD. The second section
presents and analyses time-specific statistics on aviation terrorist attacks committed
between 1931 and 2011. These statistics are divided in two main clusters: attacks
and fatalities. The first cluster shows that a grand total of 586 terrorist attacks were
gathered in ATSD. These attacks are further delineated in the four MO discussed in
chapter 2. They reveal 299 ground attacks, 218 hijackings, 52 sabotage, and 17
suicide missions. The second cluster discloses that aviation terrorism is a lethal
matter with its 6,105 fatalities. In the third section, statistics on aviation terrorism
are briefly put into perspective with regards to general terrorism and terrorist
groups.

379. Lee Clarke, Worst Cases: Terror and Catastrophe in the Popular Imagination
(Chicago: University of Chicago Press, 2006), 6.
380. Consolidated Aviation Terrorism Characteristics (CATC) at fig. 2.1.
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3.1 Why Create A New Database?

As described in the introduction, the Global Aviation Criminal Incidents Database
(GACID) and the Aviation Terrorism Sub-Database (ATSD) were created to
overcome the two main problems in the seven most credible lists of civil aviation
attacks found: (1) major discrepancies in content, and (2) a lack of focus on
genuine aviation terrorist attacks.®®" At this stage, it is important to mention that
both GACID and ATSD were built to fulfill the specific needs of the thesis’
research question.

3.1.1 Discrepancies in Existing Databases

The content discrepancy issue was revealed through a preliminary cross-analysis of
the seven lists. Table 3.1 shows the chronological order in which these lists were
consulted and provides details on their content and authors. A total of 6,918 entries
were examined; Avihai Skyjack Database (ASD) contained the smallest number of
entries (198), and the Aviation Safety Network (ASN) database the greatest
(1,527). Given the dramatic differences between the sources, it was difficult to
select any of the seven lists as a statistical base for the dissertation. The
discrepancies were simply too large for any of the lists to be considered
academically viable. Moreover, when cross-analyzed, even the largest lists were
missing a significant number of entries. In some cases, these differences were
attributable to divergences in the time periods covered by each of the lists.
However, this lacuna only emphasized the fact that none of the seven lists were
sufficiently thorough for the purpose of the present research. This is why the seven
lists were merged (see below)—to offer a meticulous empirical quantification of all
attacks against civil aviation. Developing this powerful tool was the best way to lay
a solid foundation on which the answer to the research question.

At this stage, it is important to underline that the statistics developed in this
thesis do not pretend to be flawless. All efforts were deployed to meet empirical
standards while building GACID, and subsequently ATSD; but the fact remains
that GACID and ATSD consist of a consolidation of other databases. (As explained
below, manual additions to correct omissions in GACID/ATSD were done.)
Likewise, the classification of data conducted to generate statistics was a highly
subjective endeavour even though its methodology was carefully designed. The

381. The seven sources of reference from which GACID/ATSD obtained its information are:
(1) Avihai, Skyjack Database (ASD); (2) Maria Schiavo, “Chronology of Attacks against
Civil Aviation” (MS); (3) Aviation Safety Network (ASN) Database; (4) RAND Database of
Worldwide Terrorism Incidents; (5) David Gero, Flights of Terror: Aerial hijack and
sabotage since 1930 (FT); (6) Global Terrorism Database (GTD); and (7) David Phillips,
Skyjack: The Story of Air Piracy (DP). Further details on these references can be found in the
Bibliography. See also Appendix F, GACID and ATSD: Methodology.
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categorization of GACID and ATSD data relied heavily on the descriptions
available in the source databases, and was based on the assumption that these

summaries were accurate.

TABLE 3.1 Lists used to Create a New Database

Name Author Period Parts Used Format | Acronym | Entries
Skyjack Hillel Avihai 1968-2004 | Not all used Internet | SKY 198
Chronology | Mary F. 1930-2007 | Not all used Book MS 1338
of Attacks Schiavo chapter
against Civil
Auviation
Auviation Flight Safety 1943-2011 | All factors Internet | ASN 1527
Safety Foundation under
Network “Security

(Contributory)
cause”
Database of | RAND 1968-2009 | Target - Internet | RAND 821
Worldwide | Corporation Airports and
Terrorism Airlines
Incidents
Flights of David Gero 1930-1997 | Not all used Book FT 1437
Terror
Global National 1978-2008 | Target type — Internet | GTD 1178
Terrorism Consortium Airports
Database for the Study Airlines
of Terrorism
and
Responses to
Terrorism
Skyjack: David Philips | 1931-1972 | Not all used Book DP 419
The Story of annex
Air Piracy

3.1.2 Lack of Focus on Aviation Terrorism

The second problem was that only one of the seven lists, Avihai’s Skyjack
Database (ASD), focused exclusively on terrorist attacks against civil aviation. The
six others all contained both criminal and terrorist incidents. Furthermore, except
for ASD,*? the six lists also failed to use a specific definition of aviation terrorism.
The fact that some of them addressed terrorism in general, or only sporadically
included specific categories for aviation terrorism, explains this lack of focus but
does not justify it.

An aphorism says that all terrorists are criminals, but not all criminals are
terrorists. This is as much applicable to aviation terrorism as it is to terrorism in
general. Although the intent and actions demonstrated during an attack is what

382. As discussed in sec. 2.3.7.3, Avihai’s definition also presented some limitations.
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determines if its perpetrator is either a terrorist or a criminal, incidents were
included in most of the seven lists based on the public information available to
their authors. This reality leaves room for subjective interpretation. For instance, a
lone assailant having hijacked a flight from the US to Cuba using a handgun was
considered as a terrorist in many of the lists. This was particularly the case in
Gero’s Flights of Terror (FT). But did the assailant actually want to terrorize
people or simply to get free transportation from point A to point B? Was this act
terrorist or criminal? If no political proclivity emerged from the aggression, the
actions were deemed in this study to be criminal rather than terrorist.

Similarly, in GACID and ATSD, and as stipulated by Avihai, hijacking an
aircraft to claim political asylum in another country is considered intrinsically
personal, and not political.*®* Such hijackers aim at “escaping” a country in which
they feel threatened in order to pursue a better life somewhere else. This is true
regardless of the scale or dramatic character of an incident. Indeed, an individual
may carry out a grandiose aviation crime and cause the deaths of hundreds of
people for an entirely personal motive. This happened on 7 December 1987 when a
suicidal former employee of Pacific Southwest Airlines assassinated his former
supervisor and the pilots on Flight 1771, bringing 42 people with him to his
death.® A more recent example of an aircraft-assisted suicide is the co-pilot’s
deliberate crashing of Germanwings flight 9525 in the French Alps on 24 March
2015, which took the lives of 150 people.

3.2. Creating GACID and ATSD

The consequence of these two major issues was that no list was both exhaustive
enough and solely focused on aviation terrorism, and thus no list could be used to
empirically answer the research question. However, as explained in the
introduction, the merging and consolidation of the seven lists into GACID emerged
as a viable solution. By consolidating the entries from the seven lists into GACID,
and then isolating the genuine terrorist attacks (using the criterion of intent), ATSD
was created; this rigorous process ultimately provided the empirical data on
aviation terrorism. The first step of this process was to compile all 6,918 entries of
the seven lists in an Excel document in order to create GACID. The seven lists
were consulted in the same order as in table 3.1 and the results were used in a
cumulative manner to populate GACID. The dates, geographical locations, deaths,
and summaries of incidents were utilized as common denominators to avoid
duplication of incidents. When the same incident was mentioned in more than one
list, only the most complete description was kept as a reference. As many entries
were repeated in as many as six lists, incident descriptions were not systematically
compiled; this kept the Excel document containing GACID/ATSD user-friendly.

383. Avihai, 37-38.
384. Schiavo, 220.
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However, incident descriptions for the same incidents were systematically
compiled when their content varied. Table 3.2 explains the contribution of each list
in the creation of GACID/ATSD. (The “GACID” and “ATSD” columns refer to
how many incidents from each contributing database were incorporated into the
author’s own databases of those names.) Given the cumulative way in which
GACID/ATSD was built, the first lists consulted played predominant roles. For
example, virtually all descriptions from Avihai’s Skyjack Database and Schiavo’s
Chronology were included in GACID/ATSD; their event descriptions were
impressively concise and consistent. Lists that were consulted later in the process,
such as Gero’s Flights of Terror (FT) and GTD Database, had a smaller impact on
GACID/ATSD—not because they had less relevant data, but rather because other
lists had already provided most of the elements.

TABLE 3.2 Sources of Information for GACID/ATSD

Name GACID | ATSD Contribution
Auvihai Skyjack 172 166 | o Basic layer for GACID/ATSD
Database (ASD)  Descriptions used in close to 84% of ATSD
Schiavo Chronology of 1214 231 | o Basic layer for GACID/ATSD
Attacks against Civil « Descriptions used in close to 100% GACID
Auviation (MS) and also in 231 of ATSD content
Auviation Safety 222 50 | e Provided a lot of details on deaths
Network Database o MS used it a lot to build her database, so
(ASN) skipped a lot for GACID/ATSD
o Complementary role for GACID/ATSD
Database Of Worldwide 292 193 | e Prominently used for ATSD
Terrorism Incidents o Very similar results from ASD
(RAND)
Flights of Terror (FT) 178 25 | e Enhanced GACID
Global Terrorism 350 223 | e Enhanced ATSD
Database (GTD) o Great contribution for ground attacks
Skyjack: The Story Of 39 0 | « Enhanced GACID for some old events
Air Piracy (DP)

The descriptions available for each GACID/ATSD incident made possible the
creation of 37 categories of data for quantifying aviation terrorism in time. As
specified in the introduction, the creation of the maximum number of data
categories suited the author’s intent to build an advanced database and
simultaneously gave this research a scope beyond that of his own thesis. GACID
and ATSD are unique tools that can guide future research projects on aviation
terrorism. The possible applications of GACID and ATSD reach far beyond this
thesis and the field of academic research. The use of the databases by practitioners,
policy makers, businesses, and airlines could even prove to have tangible impacts
on the aviation industry.

One must understand that not all GACID/ATSD data categories were created
at the same time. Some key categories, such as Start Date, MO, Intent and
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Fatalities were planned from the outset, according to the research question whereas
others, for example Coordinated Attack and Region, were gradually added as the
author grasped their pertinence. The classification of certain categories was
remodelled several times and several reviews were conducted before the final
version of GACID/ATSD was attained. Details on the creation of each category are
available in Appendix F. Whereas some categories (e.g., Start Date) were relatively
simple to fill out, tens of thousands of cells required that decisions be made
through deduction and analysis. The MO and Intent categories proved particularly
challenging to fill out since many incidents were perpetrated using more than one
MO and with more than one intent. On the one hand, it was very important that
statistics fully reflect the incident descriptions available; on the other hand, having
incidents with multiple MO and intents was not generating conclusive and usable
statistics to answer the research question. It was then decided that MO and Intent
would each have two categories: the first fully reflecting incident descriptions; the
second, if necessary, only mentioning the main MO used for the incident and its
main intent. It is this last category that was used to generate the statistics on MO
and intents presented in this chapter.

Table 3.3 shows the 37 categories included in GACID/ATSD. The first
column includes the categories that were essential to answering the research
guestion. The statistics discussed in this chapter revolve around those core
categories. The second column shows categories whose statistics are used in a
number of limited instances to support the main data. However, they could be
useful to other research projects on aviation terrorism. The third column lists
GACID/ATSD categories that are indirectly used in this thesis. They are merely
informative and could not be systematically filled out given the lack of information
on incidents. They include categories such as Airline and Tail Number.

TABLE 3.3 GACID Categories

Categories Used to Answer

Research Question (10) Other Main Categories (8)

Additional Categories (19)

Start Date Injuries Name of the event
Year Total Fatalities + Injuries Airline

Numerical Index Result Flight #

MO Coordinated Attack Aircraft

MO - Consolidated Suicide Mission with Deliberate Flight Origin

Crashing into Target

Intent

American or Israeli Target for
Terrorist Attacks

Flight Destination

Intent - Consolidated

Hijacking for Transportation
Purposes

Diverted to

Terrorist Group

Region

# Passengers

Fatalities

# Crew

Summary of incidents

# Perpetrators

Perpetrators - Others

Weapons Used
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Categories Used to Answer

Research Question (10) Other Main Categories (8) Additional Categories (19)

Perpetrator's Demands

Date Created

Date Modified

Date end

Time End

Model

Tail Number

3.2.1 Clarifications

As shown in figure 3.1, the aviation system has two main components: civil
aviation and state aviation. The cells under the civil aviation cluster reflect all
aviation activities other than state aviation. This delineation is enshrined in Article
3 of the 1944 Chicago Convention of International Civil Aviation. Section (b) of
the Article stipulates that an “aircraft used in military, customs and police services
shall be deemed to be state aircraft.” Sovereign states can shape their civil aviation
systems according to their own needs. Nevertheless, countries typically divide civil
aviation into two main components: commercial aviation and general aviation. For
the purpose of this research, terrorist attacks against both commercial and general
aviation were considered and listed in GACID/ATSD.

Abeyratne explains that civil aviation is “aviation activities carried out by
civil aircraft, which is any aircraft used for the carriage of passengers, baggage,
cargo and mail.”*®* Included in this category are all civil aviation airplanes and
helicopters. By extension, the whole civil aviation infrastructure (air navigation,
communications facilities, etc.) as well as airports, inevitably have to be included
in the civil aviation terrorism equation since all aircraft must take-off or land in a
defined area on land or water intended to be used either wholly or in part for the
arrival, departure and surface movement of aircraft.**

Of course, as ATSD and Appendix B demonstrate, there is always the
possibility for hijackers to force pilots to land in undefined areas, for bombers to
sabotage an aircraft before it lands or for terrorists to take command of an aircraft
and turn it into a weapon of mass destruction. Consequently, attacks against civil
aviation equipment and facilities, or any other activity, which “purpose is
inconsistent with the aims of the Chicago Convention 1944” were included in
GACID/ATSD.*®" As Abeyratne explains, such activities are deemed to represent
threats to general security.*®

385. Abeyratne, Convention Civil Aviation, 53.

386. ICAO, Annex 2, Rules of the Air, chap. 1; Annex 3, Meteorological Service for
International Air Navigation, Art. 1(1); Annex 4, Aeronautical Charts, Art..1(1); Annex 6,
Operation of Aircraft, chap.1.

387. ICAQ, Chicago Convention 1994, Art. 4.

388. Abeyratne, Convention Civil Aviation, 93.
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FIGURE 3.1 Components of the Aviation System

Commercial air transport services refers to the use of aircraft for hire or
reward, that is to say any payment, consideration, gratuity or benefit, directly or
indirectly charged, demanded, received or collected by any person.*®® It can be
divided into two sub-groups: scheduled air services, and non-scheduled air
transport operations. Scheduled air services correspond to flights operating on a
published timetable or with such a regular frequency that it constitutes a
recognizable and systematic series of flight.*®* For example, the vast majority of
aircraft from airline companies like Air Canada, United Airlines, Air France, as
well as companies with regular cargo flight routes (e.g., FedEx, UPS), fit in this
category. According to Abeyratne, the concept of non-scheduled air transport
operation is blurry,*" but generally refers to charter air services such as
humanitarian and emergency flights. General aviation consists of all civil aviation
operations other than scheduled air services and non-scheduled air transport
operations.**? It accounts for the lion’s share of civil aviation. For example, in the
US, aircraft fitting in the general aviation category conduct 75 percent of all take-
offs and landings.**®

389. Canada, Aeronautics Act (R.S.C., 1985, c. A-2), sec. 3, http://laws-lois.justice.gc.ca.
390. Groenewege, 408.

391. Abeyratne, Convention Civil Aviation, 100.

392. Chicago Convention 1944, Annex 6, Operation of Aircraft, Part I1, 9.

393. US Department of Transportation, Federal Aviation Administration, General Aviation
Airports: A National Asset (May 2012), http://www.faa.gov/.
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General aviation can be divided into two categories: private flying for
business, and private flying for pleasure. The first branch covers a large range of
activities for both commercial and non-commercial purposes. Also known as
specialized services and commonly called “aerial work,” this includes aircraft
flying for purposes such as advertisement, agriculture, airborne news gathering,
traffic reporting, construction, emergency medical evacuation, observation and
patrol, overnight package delivery, photography, surveying, search and rescue,
etc.®* The second category, private flying for pleasure, refers to people flying for
their own leisure, without receiving any kind of remuneration.**> All aircraft, be
they airplanes or helicopters, necessarily fit in one of the aforementioned sub-
categories based on the way they are used.

3.2.1.1 Plotted, Foiled, Thwarted, and Failed Attacks

Because the objective was to create a comprehensive database, the decision was
made that all plotted, foiled, thwarted, and failed attacks against civil aviation
would be included in the GACID/ATSD. The rationale of this decision is that a
rigorous depiction of terrorist activities against civil aviation guarantees a better
decision-making process by authorities. For example, sounder statistics are the
seeds for improved preparedness, for the efficient mitigation of surprise attacks,
and for an unobstructed identification of the threat by the security apparatus. All-
embracing knowledge is essential in the security field.

Accordingly, for the needs of this research, the decision to include, or not, an
attack in the database was based on the following definitions: (1) a plot is a
conspiracy to attack civil aviation that goes beyond mere words (e.g., the suspects
met several times and did a reconnaissance of targets), (2) a terrorist attack is foiled
when law enforcement and intelligence communities overthrow a plan before it is
carried-out, (3) an attack is thwarted when the last line of defence stops terrorists
(e.g., a concealed weapon is detected at the security screening checkpoint of an
airport), and (4) an attack is considered to have failed when terrorists were able to
go through security screening undetected, but were nevertheless unable to achieve
their ultimate objective for various reasons (e.g., the terrorist decided to opt out, the
weapon or explosive device malfunctioned, the terrorist was overpowered by
passengers, etc.).*®

394. Groenewege, 536; See also Aircraft Owners and Pilots Association, “What is general
aviation?" 22 July 2013, http://www.aopa.org.

395. Canada, “Business Aviation — Private Operator Passenger Transportation,” Transport
Canada, http://www.tc.gc.ca.

396. For more details concerning these categorizations, see Appendix E.
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3.2.1.2 Additional Resources Consulted

During the research process, evidence demonstrated that a limited number of
incidents were not mentioned in any of the seven source lists. Those incidents were
added to GACID with the designation “FR,” standing for Further Research.
Additional sources beyond the seven original lists were also consulted occasionally
to enhance incomplete or contradictory incident descriptions. For example, the
Plane Crash Info®’ database often provided clarification on the number of deaths
for specific incidents. Given that Middle Eastern groups were known to have
conducted some of the most notorious attacks of aviation terrorism attacks, the
Chronology section of The Middle East Journal, published since 1947, was also
used. Over 250 sections of the Journal were consulted to ensure that no criminal or
terrorist aviation incidents that occurred in the Middle East had been forgotten.

Another important clarification to make is the fact that the seven source lists
largely focused on commercial air services, and more specifically on scheduled air
services. The vast majority of GACID/ATSD incidents involved passenger aircraft
operated by commercial airlines. A certain number of incidents pertaining to non-
scheduled air transport operations, such as transport airplanes, were also included.
Nevertheless, the seven source lists did not include many incidents fitting in the
general aviation category. A few incidents involving private aircraft hired for
business were listed, but virtually none of the seven source lists the private flying
for pleasure section of general aviation. For this reason, additional sources of
information were consulted (these sources appear in the database as “FR,” for
Further Research) in order to be able to provide an accurate summary of all
terrorist attacks against civil aviation. In accomplishing this, the author rectified a
defect in the seven databases that would have distorted statistics. This is another
reason why GACID and ATSD represent original research and a contribution to the
field, and will be of great use to future researchers.

3.2.1.3 The Importance of Context

From the inception of GACID/ATSD, a series of decisions were made to put all
incidents imported in the database in their proper context. Mockaitis delineates
perception from reality, facts from myths, and context from surrounding
conditions. He advocates that these distinctions need to be taken into consideration
when discussing statistics.

Popular perceptions about the danger of terrorism have been
profoundly shaped by a few high-profile incidents involving mass
casualties, most notably 9/11. This gap between perception and reality
mirrors similar perceptions about the risks of flying versus the hazards

397. The information can be found at: http://www.planecrashinfo.com.
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of driving. Statistically, flying has always been safer, but the number
of casualties per plane crash and the media coverage of such incidents
merit makes air travel seem more dangerous than driving.**®

A good example showing the importance of context relates to a certain
number of incidents involving aircraft flying political leaders. Whereas some small
countries use scheduled air services to fly their political leaders, the norm is that
they are flown on private aircraft. As a case in point, in North America, most of
those aircraft are not strictly private but rather “commercial-type” airplanes
belonging to and operated by state military forces. Such flights technically fall
within the state aviation category and must not be considered civilian. Yet, because
of their context, the decision was made to include such incidents in GACID/ATSD
based on the fact that they targeted political leaders and thus were politically
motivated attacks. Furthermore, other incidents listed in the seven source lists were
purposely excluded from GACID/ATSD due to the surrounding conditions in
which the attacks were launched. For example, all incidents involving direct
actions by state armed forces were not included in GACID/ATSD®** because they
involved aircraft fitting in the state aviation category.*®

Attacks against civil aviation perpetrated by one of the belligerents of World
War Il, the Korean War, or the Vietham War were also excluded. Similarly,
terrorist attacks against civil aviation that took place in Somalia as of 1991,
Afghanistan as of 2002, and Irag as of 2003 were also excluded. Insurgents active
in those three conflict theatres have launched a significant number of rockets and
mortar attacks against local airports. It was deemed inappropriate to include such
incidents in GACID/ATSD for two reasons. First, those incidents took place in
armed conflict zones, or at the very least in failed or slowly recovering state
contexts.*”* Second, and most importantly, the vast majority of airports targeted by
such insurgents were militarized, taking away their “civil aviation” character.

Another important exclusion from GACID/ATSD pertains to attacks against
airline offices or crew members off airport sites. While several sources lists (e.g.,

398. Mockaitis, 40.

399. A few examples of such excluded incidents relate, inter alia, to the downing of: (1)
Korean Air Lines Flight 007 by a Soviet interceptor aircraft over the Sea of Japan on 1
September 1983; (2) Iran Air Flight 655 by USS Vincennes a US Navy guided missile
cruiser in the Persian Gulf on 3 July 1988; (3) Siberia Airlines Flight 1812 by Ukrainian
military over the Black Sea on 4 October 2001. These three incidents took the lives of 429
people.

400. The following ICAO conventions specifying that these treaties shall not apply to
aircraft used in military, customs, or police services: Tokyo Convention 1963, Art. 1(4); The
Hague Convention 1970, Art. 3(2); Montréal Convention 1971, Art. 4(1).

401. For a good discussion on the inappropriate inclusion of war zone statistics in terrorism
database, see Daniel Benjamin, “What Statistics Don't Tell Us About Terrorism,” (30 May
2008), http://www.brookings.edu.
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RAND, GTD) included these attacks, they were excluded from GACID/ATSD on
the ground that they did not directly disrupt air services as defined in Article 96 of
the Chicago Convention 1944.“%* The reasoning here is that the international civil
aviation legal and regulatory framework limits its jurisdiction solely to those air
services. Consequently, the decision to exclude these incidents from the
GACID/ATSD is consistent with the steadfast determination to concentrate only on
conditions permitting an answer to the research question to be found.

3.2.2 GACID Statistics

The aforementioned creation process led to the reconciliation of 6,918 incidents
into a 1,965-incident consolidated list called GACID, which covers the 1931-2011
period.“®® The following pages provide an overview of GACID statistics. Despite
the fact that this thesis focuses on aviation terrorism, and though the real database
of interest for answering the research question is ATSD, GACID statistics are
sometimes referred to in the rest of this dissertation. They provide an important
context for understanding ATSD statistics. ATSD being a sub-database of GACID,
there exist several intrinsic links between the two sets of data; the evolutions in
terrorism, civil aviation, and criminal activities against civil aviation have
influenced aviation terrorism over the years.

Figure 3.2 shows the evolution in the number of GACID incidents for the
1931-2011 period. The chart demonstrates that the number of incidents against
civil aviation was rather marginal between 1931 and the late 1960s. However, there
was an explosion in the number of incidents in 1968 leading to an all time peak of
105 incidents in 1969 (104 incidents in 1970). The number of incidents dropped
significantly in the following years, stabilizing at an average of 48 occurrences per
year between 1971 and 2000. The year 2001 marked a steep declining trend.

402. Chicago Convention 1944, art. 96 (a): Air service “means any scheduled air service
performed by aircraft for the public transport of passengers, mail or cargo;” See also
Groenewege, 408-409, 461. He posits that the words air service and airport involve the
ground or marine-based civil aviation infrastructure, including airport terminal, buildings,
installation and equipment used for the arrival, departure and surface movement of aircraft,
air navigation support, communications facilities, etc.

403. The consolidation of the seven databases took place in 2011 and was last updated on 23
April 2015.
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